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/O

RST : Vce

RAM ‘ROM

at c IQF b FRpwiNHkb F ¢ R K N pblydPeius 71 FHE Hx BB pHRRQFRIM T
FnO wixHe IOF WwbOF@WB BERHDPpFn ARpPRE M

AW H ¢ mb O OF > B OR, KOATFAPHDRITE IOF M 0 SIMIF &/ BWIF BB EEIORA b3 b’
Y PWTH F pypakLlle fOR [p &y 3 A BOFcc TRINa Mip M > Chel@FRF Ak el B HA b HF
oF BF Y J Sibl Koblkit dRgFuvers Y FoR WL IIOMIwyb B p | FOM »afE P WSREPEA, X
dxpbxbF ¢T FnT1T AKF mercAOFY9F Y Tk PAHYOI



@— Printed Circuit  SIM Plug-In Size
N Microcontrolier
(\—— Glue
\®), _
@ ~—— Plastic Supkort
SRR 20.8 mm (.82")

b YUx b B IOFp HC FuiMisHpRY P #OB RUp b1 BKOF wtmMn3 Pp/lbh niOMbl
IMEI w71 KOmp HOF

Mobile Identifiers
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IMEI
TAC SNR Spare
8 Digits 6 Digits 1 Digit

IMEI- International Mobile Equipment Identifier
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Up = 890.0 + (ARFCN * .2)
Down = Up +45.0
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Up = 890.0 + (72 * .2)

Up = 890.0 {14.4)
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GSM 450 |EGSMA450 |GSM850 |GSM900 (EGSM900|(GSM1800|GSM1900
Uplink
Freq. 450 to 458 (478 t0 486 (824 to 890 to 880 to 1710to |1850to
Range MHz MHz 849 MHz |915 MHz |915 MHz (1785 MHz|1910 MHz
Downlink
Freq. 460 to 468 (488 to 496 (869 to 935to 925 to 1805to |1930to
Range MHz MHz 894 MHz |960 MHz |960 MHz (1880 MHz|1990 MHz
0to124
128 to & 975to |512to 512 to
ARFCN |259t0 293 (306 to 340 |251 1to124 (1023 885 810
Offset 10 MHz 10 MHz 45MHz |(45MHz (45MHz (95 MHz |80 MHz
GSM Bands
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USRP (700 USD)
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2.4GHz (150 USD)

LP0926 900 Mhz - 2.6 Ghz Log Periodic PCB Antenna (35 USD)
SMA-Mto SMA -M Cable (30 USD)

GNU Radio software (no cost)
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http://bb.osmocom.org/trac/
https://svn.berlin.ccc.de/projects/airprobe/wiki
http://www.youtube.com/watch?v=A9xrIcoMzPI&playnext=1&list=PL63FB6B84265FE23C
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deb http://gnuradio.org/ubuntu st able main
deb-src http://gnuradio.org/ubuntu stable main
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sudo apt-get update
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sudo apt-get install gnuradio libtool automake libgsm-tools libpcap-dev
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sudo apt-get -y install git-core autoconf g++ python -dev swig libpcap0.8-dev
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git clone git://git.osmocom.org/libos mocore.git
cd libosmocore

autoreconf -i

.Iconfigure

make

sudo make install

sudo Idconfig
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git clone git://git.gnumonks.org/airprobe.git
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cd airprobe/gsmdecode
./bootstrap

.Iconfigure

make

cd..
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cd airprobe/gsm-receiver/



./bootstrap
.Iconfigure

make
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#include <osmocom/core/msgb.h>
#include <osmocom/core/gsmtap.h>
#include <osmoconvcore/gsmtap_util.h>
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wget http: //reflextor.com/vf_call6_a725_d174 g5 KclEFOOBAB3BAC7002.cfile.gz
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http:/Avww.ks.uni-freiburg.de/download/comsysWS10/6.Lecture 2010-26/

https://svn.berlin.ccc.de/projects/aimprobe/wiki/WikiStart
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http://www.ks.uni-freiburg.de/download/comsysWS10/6.Lecture2010-11-26/execise06-USRP2.pdf
http://www.ks.uni-freiburg.de/download/comsysWS10/6.Lecture2010-11-26/execise06-USRP2.pdf
https://svn.berlin.ccc.de/projects/airprobe/wiki/WikiStart

.Igo_usrp2.sh vf_call.cfile 174 0B
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@ ‘Wireshark: Filter Expression - Profile: Defaul l@]&ﬂ ‘

Field name Relation Value (protocol)
[+ GSMRP - GSM A-I/F RP ~ lis present .

[+ GSM SACCH - GSM SACCH == Predefined values:
# GSM SMS - GSM SMS TPDU (GSM 03.40) =

[ GSM SMS UD - GSM Short Message Service User [ >

# GSM Um - GSM Um Interface = <

+ GSM_MAP - GSM Mobile Application N >=

.

[# GSS-API - GSS-API Generic Security Service Applic contains

[# GTP - GPRS Tunneling Protocol matches

[# GTPv2 - GPRS Tunneling Protocol V2

[# GVCP - GigE Vision Control Protocol

[¥ GVRP - GARP VLAN Registration Protocol
# H.223 - ITU-T Recommendation H.223

H.223 (Bitswapped) - Bitswapped ITU-T Recomm _ Range (offset:length)
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http://bb.osmocom.org/trac/wiki/GSMTAP
http://wiki.wireshark.org/GsmProtocolFamily
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