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=Ē^¤ĄdKKK=

 

 

č^§=æì4«=č¦ø^=úr¨ø^=öø¥=hsāk«=Ăü=Ód®¤ñø^=Ē_5=óĉì=!^=ûĉ«§=¤ýÈ=!^=ęd=Ćød=ę=Ď=KK

=þąf=ºąāj=Ĳę_åì`=þ7^ĉð`Ĉ=þąj^¤ñkåüĈ=þąē£_gü=Ăü=^ĉùåsċø=ČĀ_üě^Ĉ=úô^ĉkø^Ĉ=îĊĉ¬kø^=§_gè=þąāä=^ĉ¸íĀ=Ăü=Ód

þąküafĈ=KK=

Òýù¬Û^Ĉ=i¨åùø=ďċ¬õåø^=ď«¤ā7^=þùä=û_´Ċd=úr`=Ăü=ć¤ąrĈ=Ćkðĉf=Čw¸ĊĈ=ĐĦw·=Ăü=úô=ÓdKK=

úô=Ód=ďċ¬õåø^=ď«¤āąùø=Čf¨åø^=òĊ¨íø^=Ý=Ē^ªäě^=_ĀĒ_¸ä`KK=

=Ćąrĉø=Ĳ_´ø_~=ăĉõĊ=ă`=úrĈ=ªä=!^=Òùē_«=IĎ¤ē_íø^Ĉ=ďåkÛ^=Ćċì=^Ĉ¤Í=ă`=Òùüb=Ii_kõø^=^¦Ą=č¤ąĀ=Ĳ_åċØ=ĒęĘĄ=Ód

þĊ¨õø^KK 

 

 

Ĳ_åċØ=þõø=ďċÂ 
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%^ďü¤ð=

ȴȆǣ ǃǟ ȸƥȀȱǟ ȴɆǵȀȱǟ 

Ì_ŀ|Ķĵã Ń̂ bĸżĲ õ̂ Ą̂býŻÙ bļ Ĺ̀ ńżĚ_çŽĻ bĸżĲ í̀ä ł̂WĹżÙ äŻĵ Ļ̂ń_ĺŻĶbĢŻí äŸâbŊ č̂ ŻĴ Ģ̂ õ̂ Ń̂ _ĸżĲŻĵ Ġ̂bĺWĊĵã ă̂ä Ē̂bçŻÚſĵã Ń̂ é̂ Ā̂ ầſĩŻÚſĵã Ń̂ bĸżĲ|Ķ Ģ̂Żĵ Ļ̂Ń_ĄżĲbĎŻí Ë

]ȰǶȺȱǟ  :78[ 

 

¤ýÅ^=!=Ė¤gÛ^=¤ċåÛ^=`¤gĊ=òùÆ^=þn=ć¤ċåĊ=ĉĄĈ=ăĉĄ`=Ćċùä=ĆøĈ=úoÛ^=IĐùäě^=ę=iĢªģåġĊ=Ćāä=û_ñoü=ĨĎ§¥=Ý=

m^ĉý¬ø^=ęĈ=Ý=¼§ě^=ęĈ=¨é³`=Ăü=öø¥=ęd=Ćýùåf=¤ñø=þĄ_´v`=þĄ¤äĈ=IĲ^¤ä=úĄ=­Â=þąāü=Ăü=Ĩ¤v`=Ĉ`=æý¬j=þ7=

IĲ^ªôĵ§=lå°~=m^ĉ³ě^=ĂÙ¨ùø=Ěì=æý¬j=ęd=Ĳ_¬ýĄ==KKĎĚ´ø^Ĉ=ÿĚ¬ø^Ĉ=Đùä=_Ā¤ċ«=¤ýÈ=ĐùäĈ=Ćøb=Ćgw³Ĉ=Iþù«Ĉ=

¤åfĈ=W

¦āü=ă`=#=óĚĮĀ^=æðĉü=òĊ¨íø^=Čf¨åø^=ď«¤āąùø=ďċ¬õåø^=ÿ_ä=2007=ĂËĈ=Đå¬Ā=Ĩ¤¾=Ĩß_°ĀĈ=Ód=û_´Ċd=þùä=

ď«¤ā7^=ďċ¬õåø^=i¨åùø=Ćję_sÔ=ďå«^ĉø^=;ø^=lĀ_ô=Ĳ^¨õv=i¨éùø=Þñì=K

¤ñø=lĀ_ô=_ākĊ^¤f=ďå·^ĉkü=ďgåküĈ=IĲ^¤r=ď³_~Ĉ=Ħă`Ĉ=m^£¨íü=^¦Ą=þùåø^=Ď¤Ċ¤r=_üĈ=¨°Ā=Ćāä=Ăü=Ĩhkô=Ķæċ·^ĉüĈ =

ďéùø_f=ďċf¨åø^=£_õĊ=ă`=ăĉõĊ=Ćg¯=ÿĈ¤åü=ęĈ=ČíĊ=¨éø_f¼=K

Ăõø=^¦Ą=%=îñĊ=ĲĎ¨oä=ÿ_ü`=_āk×ªä=_Ā§^¨³dĈ=Ý=û_´Ċd=^¦Ą=Iþùåø^=_Ā`¤gì=þĊ¤ñkf=®Ĉ§¤ø^=ďfĉkõÛ^=Ď§ĉ´Û^Ĉ=_ākéùf=

Iďċf¨åø^=_āýðĈ=}¨°f=4oõø^=Ăü=m^Ĉ£`=tü^¨fĈ=^¦Ą=Iþùåø^=_āü¤ðĈ=Ĩm^§Ĉ£=ď´´ kü=IĆf=_āåì§Ĉ=Ăü=ďĊĉ«=ÒÇ2Û^=Ý=

û_Ç=ďĊ_Ù=tü^2ø^=Ăä=òĊ¨½=ĂĊ§_ýkø^=Ĉm_Ċ¤wkø^=;ø^=_āô=_ąü¤ñĀ=÷§_°ĀĈ=Ē_¸äě^=_ąf=K

%=îñĊ=_āvĉý½=¤āä=^¦Ą=I¤Å^=úf=_āwg³`=­ì_āĀ=ó¨íø^=ďċgārě^=Ý=^¦Ą=þùåø^=ăĉõāø=Òskāü=ę=XÒõùąk¬ü=

_Ā§¤³aì=¤Ċ¤åø^=Ăü=m^Ĉ£ě^=tü^2ø^Ĉ=;ø^=lýý³=_āĊ¤Ċaf=I_āøĉñäĈ=yýĮĀĈ=ÿĉċø^=úôĈ=ÿĉĊ=¤Ċªýùø=I¤ĊªÛ^=Ĳ_üĈ£Ĉ=§Ĉ_wkĊ=

ç`Ē_·=òĊ¨íø^=ûĉv=§_õì`=m^Ĉ£`Ĉ=ÿ¤Ã=^¦Ą=þùåø^=^ĉüĉñċø=_ąkÇ2f=_ą×¤ñjĈ=K

¤ñøĈ=ă_ô=q¤Å^=2ôě^=Ý=%_ä=ď«¤ā7^=ďċ¬õåø^=Čf¨åø^=ĉĄ=§^¤³d=_āf_kô=þ ¸ø^=?ú~¤ü=Ód=ď«¤ā7^=ďċ¬õåø^=?

ďĊ¤ąô=Ý=®`§=ďā¬ø^=ďĊ¨s7^=1429=mĉv=îø`=Ē_f=ď«¤ā7^=Iďċ¬õåø^=yg³`Ĉ=ær¨Û^=ûĈě^=hùĮøĎ=^¦Ą=þùåø^=ĤĒ^ĉ«=

^ĉĀ_ô`=Ăü=ÒÇ2Û^=Ĉ`=Ò´´ kÛ^=Ĉ`=þĄ4è=Ăü=Ď^ĉ7^=K

ÿĉċø^Ĉ=¶ĉéĊ=þõf=òĊ¨íø^=Čf¨åø^=ď«¤āąùø=ďċ¬õåø^=yg¬ĊĈ=þõåü=Ý=û_Ç=æ«Ĉ`=Ý=%_ä=ď«¤ā7^=ďċ¬õåø^=

_ü¤āä=ÿ¤ñĊ=þõø=Ćf_kô=ČĀ_oø^=Fď«¤ā7^=ďċ¬õåø^==WĎĉĮ~=Ód=ÿ_üě^=Epċv=ăĉì¨åkk«=Ăü=ûĚ~=^¦Ą=û^i_kô=Đùä=ºåf=
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þċĄ_íÛ^=ďü¤ñkÛ^=Ý=þùä=ď«¤ā7^=Xďċ¬õåø^=m_ċü©§^ĉ ô=I4í°kø^=öìĈ=m_Ċ_ýÅ^=Iďõē_°ø^=úċùÂĈ=Im_«Ĉ4íø^=ďÇ¨fĈ=

m^Ĉ£`=Iöíø^=ďf_kôĈ=±j_f=Ĉ`=Ăsċô=Ķtü_Ā2ø =I_ü=yċñājĈ=tü^¨f=mĈ¤ø^=lĀ=úċÄ^Ĉ=ČĀ_oø^=Ăü=tü^¨f=Iû^ĉÄ^=þċý´jĈ=Òõ«=

Im_°j_gùø=4oõø^Ĉ=KK

_ĄĈ=ĂË=ÿ¤ñkĀ=^¦ąf=i_kõø^=Òùē_«=!^=Ó_åj=ă`=ăĉõĊ=Ĳ_´ø_~=Ćąrĉø=IþĊ¨õø^=ăeì=m¤rĈJ==_ąĊ`=Ė§_ñø^=ªĊªåø^=

J=Ćċì=Ĳ^¤ąr=ç£_ì=_āø=òċìĉkø_f=I£^¤¬ø^Ĉ=ădĈ=m¤rĈ=ďø©=þùð=ykì_ì=_7=i_f=©Ĉ_skø^=Ď¨íéÛ^Ĉ=KK

yü_¬|ì=ĂôĈ=3Ħ¬ø_f=ġþáä`=ú¸íü 

Ćø=Ă«_-^=¤ð=lÕ=đĉ«=4~=ú«¨ü 

=

=

Ěì=¤f=Ăü=Čä|||||||||Ĩh|=ăeì=ĆĀ¤Á 

Ăýì=^¥=č¦ø^=_ü=Ē_«=IÞð=ĂüĈ 

=

 

============================================================================

 ¨~bĈ=_Ā^ĉä£=ĵă`=¤ýÅ^=!=i§=ÒÛ_åø^=KKK

 òĊ¨íø^=Čf¨åø^=ď«¤āąùø=ďċ¬õåø^=

Arab Team 4 Reverse Engineerin 
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îċô=úýåk¬j=öø^\i_j=

 

Ź ȤɆȦȎǩ ǡǠǪȮȱǟ ɄȖȞɆȱ ǛǿǠȪȲȱ ȃǿǟǼȱǟȿ ɂȎȩǕ ǿǼȩ ȸȮư ȸȵ ǦȹȿȀƫǟ ȀȆɆȱǟȿ ǒǠȺǭǕ ǥǒǟȀȪȱǟ ÜȨɆǤȖǪȱǟȿ ǟǾȱ Ǽȩ ǼƟ ȷǕ ǡǠǪȮȱǟ Ǽȩ ǯȀǹ 
ǄɎɆȲȩ ȸȝ ǢɅɀǤǪȱǟ ǻǠǪȞƫǟ ǬɆǵ Ź ǻǠȶǪȝǟ ǢɅɀǤǩ ÛȰƽǕ Ǡȶȭ Ź Ȝȑȿ ǿɀȍ ňǦɅȂȵǿ ǥǿǠǭɋ ȻǠǤǪȹɍǟ ȿǕ ȀɅǾǶǪȱǟ ɂȲȝ ȰȮȊȱǟ ƃǠǪȱǟ  :

 
ǥǿǠǭǙ ǟȻǠǤǪȹɍ ƂǙ ǖȖǹ Ǡȵ ȿǕ ȇǒɃ ȴȾȵ ǄǟǼǱ. 

 

ȔȢȑǟ ɂȲȝ ȻǾȽ ǥǿɀȎȱǟ ȰɆȶǶǪȱ ǧǠȪȥȀƫǟ ǦȞǣǠǪȱǟ ȰȮȱ ȃǿǻ. 
ǿǼƟȿ ǥǿǠȉɍǟ ƂǙ ȷǕ ȰȮȱ ȃǿǻ ȨȥȀȵ Ǽǵǟȿ  )1(  ȰȶƷ ȴȅǟ ȃǿǼȱǟ 
ƗɆǩɎȱǟ ȼȲǹǟǻȿ ǼƟ ȜɆƤ Ǡȵ ȼǱǠǪǶǪȅ ǥȀɅǠȆƫ ȃǿǼȱǟ. 

 
ǥǼȝǠȆȶȲȱ. 

 
ǥȀȮȥ ǦȵǠȽ ȿǕ ǦȚǵɎȵ ǦȵǠȽ. 

 
ǦȍɎǹ ǠȉǦȲȵ. 

 
ǻȀȅ ǧǟȿǻɉǟ Ɣȱǟ ǠȾǱǠǪǶǪȅ Ž ȯǟȃǿǻ. 

 
Ȕǣǟǿ ƁȜȩȿ ȿǕ ɁǼǪȺȵ. 

 

ȿ ȬȱǾȭ Ź ǼȶȞǩ ȳǼȝ ȰɆȎȦǪȱǟ Ž ȐȞǣ ǿɀȵɉǟ Ɣȱǟȿ-  Ž ǠȹǻǠȪǪȝǟ- ǢǱǟɀȱǟ ȸȵ ȷǕ ȷɀȮǩ ɂȲȝ ǇțɎǎȕǟ ǠŏÜ ǟǾȱ ɀǱȀȹ ȬȺȵ ɄǹǕ 
ƇȀȮȱǟ ȷǕ ȜǱȀǩ ƂǙ ǿǟǼȍɋǟ ȯȿɉǟ ȸȵ ǠȺǣǠǪȭ )ø}¢ú<Ñc<č©¢ÿ7]<čĉªóãö] (ǠȵǼȺȝ ǿǾȞǪɅ ȬɆȲȝ ȴȾȥ ǒɄȉ ȸȵ ǧǠɆȅǠȅǕ ǟǾȽ ȴȲȞȱǟ 
ȰǤȩȿ ǳȀȕ ɃǕ Ûȯǟǘȅ ȸƲȿ ɂȲȝ ǦȪǭ Ȭȹǖǣ ǼǲǪȅ ȼɆȥ ȬǪɆȢǣ . 

ȬȺȮƹ ȰɆȶƠ ǿǟǼȍɋǟ ȯȿɉǟ ȸȵ ǠȺȽ ǥȀȉǠǤȵ  ȿǕ ȰȒȦǩ ȯɀǹǼȱǠǣ ƂǙ ǦȭǿǠȊƫǟ ǦɆȱǠǪȱǟ ƁǼɅȁ ȸȵ ǧǠȵɀȲȞƫǟ  . 

 ǥȀȉǠǤȵ ǠȾɆȱǟ ȯɀǹǼȱǟ ȴȮȺȮƹ ǡǠǪȮȱǟ ȸȵ Ƃȿɉǟ ǦȞǤȖȱǟ ȯɀǵ ȴȮǩǠǵǟȀǪȩǟ ǟǾȭ ȿ ȴȮǩǠȚǵɎȵ ÛȴȮǪȲǞȅɉ ǦȲȪǪȆȵ ǦȭǿǠȊȵ ǨȎȎǹ Ǽȩȿ

 ǠȺȽ ȸȵ. 

 

http://www.at4re.com/ebook/1st/AT4RE_ENTERING_THE_RCE_WORLD.RAR
http://www.at4re.com/ebook/1st/AT4RE_ENTERING_THE_RCE_WORLD.RAR
http://www.at4re.com/f/showthread.php?t=2229
http://www.at4re.com/f/showthread.php?t=74
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 ǦȎȎǺƫǟ ȴȮǩɍǗǠȆǩ ȿ ȴȮǩǠȚǵɎȵ ɄȪȲǪȱ ǦǪǤǮȵ ǦȭǿǠȊȵ ǠȺȎȎǹ ǰȾȺȱǟ ȄȦȹ ɂȲȝ ȿ
ǡǠǪȮȱǟ ȸȵ ǦɆȹǠǮȱǟ ǠȺǪȞǤȖȱ .

 

http://www.at4re.com/f/showthread.php?t=6392
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 hø^i^=ûĈě^=W§_õì`=ûĉùvĈ=ďü¤ñkü==ÝOllyDbg 
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22 2009 ͜Ά͉̉͂̎ ȯȨẈ͚Ȩ ‫ Ȩ͢ ͵̯ͻ Ɂ;̥ ɁȨ˺̵ ɅȤȡ  ͍̀̾Ȩ̃ͮͻ 

 

=yĴñāĊ=îċôOllyDbg=\=tü^2ø^=

How Does OllyDbg  Debugs Targets 

 

 

 Ǡŏ ȰȶȞɅ Ɣȱǟ ǦȪɅȀȖȱǟ ɂȲȝ ǃǟ ȷǽǚǣ ȣȀȞǪȺȅ ȃǿǼȱǟ ǟǾȽ ŽOllyDbg  ȸȵ Ȥȩɀǩ ȔȪȹ Ǡŏ ȜȒɅ Ɣȱǟ ǦȪɅȀȖȱǟ ǄǠȒɅǕȿ ÛǠȵ ǰȵǠȹȀǣ ǴɆȪȺǪȱ
 ǦɆȶɆȲȞǪȱǟ Ž ǒǠȺǮǪȅǟ țɀȹInt3 . 

 ȃǿǼȱǟ Ž ǦȲȶȞǪȆƫǟ ȯǟȿǼȱǟ ǳȀȊǣ ȳɀȪȺȅ ǒǼǤȱǟ ȰǤȩ: 

 CreateProcess 
 GetStartupInfo 
 ReadProcessMemory 
 WriteProcessMemory 
 WaitForDebugEvent 
 ContinueDebugEvent 
 CloseHandle 
 GetOpenFileNameA 
 ZeroMemory 
 GetThreadContext 
 SetThreadContext 
 DebugActiveProcess 

 

1. =ĲęĈ`=W®§¤ø^=Ý=ďùýåk¬Û^=û^Ĉ¤ø^=}¨¯=

1.1. CreateProcess=

ǥȀȭǟǾȱǟ ƂǙ ɃǾɆȦȺǩ ȤȲȵ ȰɆȶǶǪȱ ǦȱǟǻÛ ǨȵȿǿǠǤȱǟ ǢȆǵ ǴɆȪȺǪȱǟ ȿǕ ǾɆȦȺǪȱǟ ȰǱǕ ȸȵǿ dwCreationFlags   ǦȱǟǼȱǟ ȻǾƬȿ10 
ǟȀǪȵȿǿǠǣǧ  ƃǠǪȱǠȭ: 

ƙǪȶɆȩ ȜǱȀǩ ɄȽȿ ÛǥȀȭǟǾȲȱ ȤȲȵ ȰɆȶƠ Ǧȱǟǻ: 
 TRUE  ŽǰȵǠȹƎȱǟ ȰɆȶƠ Ž ǠȾǵǠƱ ǦȱǠǵ .FALSE  ȤȲƫǟ ȰɆȶƠ Ž ǨȲȊȥ ǟǽǙ. 

Ȱȶǂǟ ȤȲƫǟ ɂȲȝ ǧǠɆȲȶȞȱǟ Ž ȯɀǹǼȱǟ ȰǤȩ ǿǠǤǪǹǟ Ȱȶȝ ǢǱȿ ȬȱǾȱ. 
BOOL CreateProcess( 

 ȼȲɆȶƠ ǼɅȀǩ ɃǾȱǟ ȤȲƫǟ ǿǠȆȵ ɃɀǪƷ ȷǕ Ǣƶ Ƙǹɉǟ ǟǾȽȿ ÛȌȹ ɀƲ Ȁȉǘȵ ɀȽ ȀǪȵȿǿǠǤȱǟ ǟǾȽ
ǾȲȱǾɆȦȺǪȱǟ ȰǱǕ ȸȵ ǥȀȭǟ. 

 ǦȚǵɎȵ :țɀȹ ȸȵ ǧǠȦȲƫǟ ǢȱǠȢȱǟ Ž  exe  ȿǕcom ƙǩȀȵ ȼɆȲȝ ȔȢȒȱǟ ǒǠȺǭǕ ǾȦȺǩ Ǡȵ ɄȽ. 
LPCTSTR lpApplicationName 
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ǄɎǮȵ ÜȤȲǪƯ ǻǟǼǪȵǠǣ ȸȮȱ ÛɃǾɆȦȺǩ ȤȲȵ ȬɅǼȱ ȷǕ ȰɆơ ȷɇǟ :jpg  ǼɅȀǩȿ Ɠǵ ǻǟǼǪȵǟ ȷȿǼǣ ȿǕ
 ǦǣǠǪȭ Ɂɀȅ ȬɆȲȝǠȵ ȷǽǙ ÛȻǾɆȦȺǩLoader  ȤȲƫǟ Ȭȱǽ ȰȶƷǦȱǟǼȱǟ ȻǾŏ. 
 øǣ ɄȾǪȺȵ Ȍȹ ɀƲ Ȁȉǘȵ0byte ȤȲƫǟ ȰɆȶƠ ǒǠȺǭǕ ǾȦȺǪȅ Ɣȱǟ Ȁȵǟȿɉǟ ȰȶƷȿ. LPTSTR lpCommandLine 

 țɀȹ ȸȵ ǦɆȺǣ ɀƲ ȀȉǘȵSECURITY_ATTRIBUTES  Ȱȶǂǟ ȤȲƫǟ ȌǝǠȎǹ ȐȞǣ Ǡŏ
ǦȱǟǼȱǠǣ ǥȀȭǟǾȲȱ) .ǠȾǱǠǪƲ ȸȱ( 

LPSECURITY_ATTRIBUTESlpProcessAttributes 

ȨǣǠȆȱǟ ȀǪȵȿǿǠǤȲȱ ǦǤȆȺȱǠǣ ǒɄȊȱǟ ȄȦȹ) ...ǠȾǱǠǪƲ ȸȱ( LPSECURITY_ATTRIBUTES lpThreadAttributes 

ȼǱǠǪƲ ȸȱ. BOOL bInheritHandles 

 Ž ȤȲƫǟ Ǡŏ ȰȶƷ ȷǕ ǢƠ Ɣȱǟ ǦȪɅȀȖȱǟ ɂȲȝ ɃɀǪƷ ɀȽȿ ÛǦȱǟǼȱǟ ȻǾȽ Ž ȴȾƫǟ ȀǪȵȿǿǠǤȱǟ ɀȽ ǟǾȽ
ɉǟ ȐȞǣ ȀȭǾȺȅȿ ÛǥȀȭǟǾȱǟǦȲǮȵ. 

 CREATE_SUSPENDED  : ȰǤȩ ǿǠȚǪȹǟ ǦȱǠǵ Ž ȼȞȑȿȿ ÛǥȀȭǟǾȲȱ ȤȲƫǟ ȰɆȶƠ
Ȱȶǂǟ ǰȵǠȹƎȱǟ Ž ȴȆȩ ȯȿǕ ȸȵ ǦɆȶɆȲȞǩ ɃǕ ǾɆȦȺǩ. 

 DEBUG_PROCESS :ǴɆȪȺǩ ȴǪɆȅȿ ÛǴɆȪȺǪȱǟ ȰǱǕ ȸȵ ȤȲƫǟ ȰɆȶƠ  ǟǾƬ Ȝǣǟɀǩ ɃǕ
ǄǠȒɅǕ ǰȵǠȹƎȱǟ. 

 DEBUG_ONLY_THIS_PROCESS  :Ǩȱǟ ȌɆȎơ øȱǟ ȰǱǕ ȸȵ ǴɆȪȹ
Process ǰȵǠȹƎȱǟ Ž ɄȅǠȅɉǟ. 

 

 ȼȲȞƛ Ȁȉǘƫǟ ǟǾȽ ƘȦȎǩ ɄȦȮɆȥ ÛȼȲɆȶƠ ǼȞǣ ǥȀȉǠǤȵ ǰȵǠȹƎȱǟ ǾȦȺɅ ȷǕ ǼɅȀǩ ǨȺȭ ȷǙ ǠȵǕNULL 
. 

 ȀǪȵȿǿǠǤȱǟ ǟǾȽ ȰȞǲȺȅȿ ÛƙǩƘǹɉǟ ƙǪɆȍǠƪǟ ƙǩǠȽ ƙǣ Ȝȶƨǟ ǯǠǪǶȺȅ ȃǿǼȱǟ  ǟǾȽ Ž: 
DEBUG_PROCESS | DEBUG_ONLY_THIS_PROCESS 

DWORD dwCreationFlags 

ȼǱǠǪƲ ȸȱ. LPVOID lpEnvironment 

ȼǱǠǪƲ ȸȱ. LPCTSTR lpCurrentDirectory 

 ǦɆȺǤȱǟ ɀƲ ȀȉǘȵSTARTUPINFO  ƃǠǪȱǠȭ ǠȾǪɆȺǣȿ: 
typedef struct _STARTUPINFO  { // si   

    DWORD   cb;  

    LPTSTR  lpReserved;  

    LPTSTR  lpDesktop;  

    LPTSTR  lpTitle;  

    DWORD   dwX;  

    DWORD   dwY;  

    DWORD   dwXSize;  

    DWORD   dwYSize;  

    DWORD   dwXCountChars;  

    DWORD   dwYCountChars;  

    DWORD   dwFillAttribute;  

    DWORD   dwFlags;  

    WORD    wShowWindow;  

    WORD    cbReserved2;  

    LPBYTE  lpReserved2;  

LPSTARTUPINFO lpStartupInfo 
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    HANDLE  hStdInput;  

    HANDLE  hStdOutput;  

    HANDLE  hStdError;  

} STARTUPINFO, *LPSTARTUPINFO; 

 

 ǦȱǟǼȱǟ ǯǠǪǶȺȅ ǦɆȺǤȱǟ ȻǾȽ ǒȰƫGetStartupInfo . 
 ǦɆȺǤȱǟ ɀƲ ȀȉǘȵROCESS_INFORMATION ǄǟǼǱ ǦȶȾȵ ɄȽȿ  ȻǾȽ ǧǠȪɆǤȖǩ ȜɆƤ Ž

 ƃǠǪȱǠȭ ǠȾǪɆȺǣȿ ÛǦȱǟǼȱǟ: 
typedef struct _PROCESS_INFORMATION { // pi    

    HANDLE hProcess;  

    HANDLE hThread;  

    DWORD dwProcessId;  

    DWORD dwThreadId;  

} PROCESS_INFORMATION; 

 ǬɆǵ: 
 hProcess ȐǤȪȵ ɀȽ  øȱǟProcess  ƙǣȿ ȼȺɆǣ ȂɆȶǪȱǟ ǢƶȿdwProcessId 
 : ɀȽPID  Ž ȻǼƟ ɃǾȱǟ ȰǮȵ ÛǰȵǠȹƎȲȱTaskMan  . Ȱȶȝ ȰǱǕ ȸȵ ȼǱǠǪǶȺȅ

Attach ǥȀȭǟǾȱǟ Ž ȰȶƮ ǰȵǠȹƎȱ. ȐǤȪƫǟ ȷɉ  ǦȱǟǼȱǟ ȯǠȶȞǪȅǠǣ ȼǪȶɆȩ ƘȢǪǩ ȷǕ ȸȮƹ
OpenProcess ǥȀȭǟǾȲȱ Ȱȶǂǟ ǰȵǠȹƎȱǟ Ȝȵ ȰȵǠȞǪȱǟ ȌǝǠȎǹ ƘɆȢǪȱ. 

  øȱǟ ǠȵǕPID ǥȀȭǟǾȲȱ ȰȶƮ ǰȵǠȹƎȱǟ ȳǟǻǠȵ ǄǠǪǣǠǭ ȷɀȮɆȥ. Ǵȹ ǽǙ ǰȵǠȹƎȱǟ ȰȶǶȺȅ ǄɎȍǕ ȷ
 ǦȶɆȪȱǟ ǠȺȶȾǪȅ ȬȱǾȱ ÜǴɆȪȺǪȱǟ ȰǱǕ ȸȵhProcess  ȄɆȱȿdwProcessId. 

 hThread  :ȐǤȪȵ  øȱǟThread  ƙǣȿ ȼȺɆǣ ȂɆɆȶǪȱǟ ǢƶȿdwThreadId  :
 øȱǟTID  øȲȱ ǦǪǣǠǭ ǦȶɆȩ ɄȽȿThread ǰȵǠȹƎȱǟ Ž ɄȅǠȅɉǟ. 

  

ȀȦȱǠȭ ȴȾȺɆǣ ȧȀȦȱǟȿƙȪǣǠȆȱǟ ƙȺǭɍǟ ƙǣ ȧƙȦȲǪƯ ƙȵɀȾȦƞ ȸȮȱ Û. 

LPPROCESS_INFORMATION 

lpProcessInformation 

ǨȾǪȹǟ. ) ; 

 

1.2. GetStartupInfo 

 

 ǦɆȺǤȱǟ ǒȰƫ ǦȱǟǻSTARTUPINFO VOID GetStartupInfo( 

 ǦɆȺǤȱǟ ɀƲ ȀȉǘȵSTARTUPINFO LPSTARTUPINFO lpStartupInfo 

ǨȾǪȹǟ. ) ; 

 

1.3. ReadProcessMemory=

ǥȀȭǟǾȱǟ Ž Ȱȶǂǟ ȤȲƫǟ ȸȶȑ ȷǟɀȺȝ ȸȵ ǧǠȹǠɆǣ ǥǒǟȀȪȱ Ǧȱǟǻ .BOOL ReadProcessMemory( 
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 ȜǱȀǩTRUE ǾɆȦȺǪȱǟ Ž ǨǶƱ ȷǙ. 
ȐǤȪȵ Ǵƫǟ ǰȵǠȹƎȱǟ ǦɆȺǤȱǟ ȸȶȑ ɀȽȿ ǥȀȭǟǾȲȱ Ȱȵ

PROCESS_INFORMATION  ǦȱǟǼȱǟ ǾɆȦȺǩ ǼȞǣ
CreateProcess . 

HANDLE hProcess 

 țɀȹ ȸȵ ɀȽȿ ÛȼȺȵ ǥǒǟȀȪȱǟ ǼɅȀǩ ɃǾȱǟ ȷǟɀȺȞȱǟVA . LPCVOID lpBaseAddress 

ȼǩǕȀȩ Ɣȱǟ ǧǠȵɀȲȞƫǟ ǦȱǟǼȱǟ ȼɆȥ ȘȦǶǪȅ ɃǾȱǟ ƘȢǪƫǟ Ȭȱǽ ȸȵ ǟ
ȷǟɀȺȞȱǟ. 

LPVOID lpBuffer 

 ǨɆȖȝǕ ɃǾȱǟ ȷǟɀȺȞȱǟ ȸȵ ǠőǒǟȀȩ ǼɅȀǩ Ɣȱǟ ǧǠȹǠɆǤȱǟ ǻǼȝ ȴȭ
ÝǦȱǟǼȱǟ 

DWORD nSize 

ȷǟɀȺȞȱǟ ȸȵ ǧǕȀȩ Ɣȱǟ ǧǠǪɅǠǤȱǟ ǻǼȝ ȼɆȥ ȜȒǩ ǦȱǟǼȱǟ . ȐȞǣ Ž
 ǧǠǪɅǠǤȱǟ ǻǼȝ ȸȵ ƎȭǕ ǦȱǟǼȱǟ ǠȺɆȖȝǕ ɃǾȱǟ ȴǲƩǟ ȷɀȮɅ ǧǟȀƫǟ

ǟ ǕȀȪǩ ȸȱ ȬȱǟǾǣȿ ÛȷǟɀȺȞȱǟ ŽȼȲȶȭǖǣ ȴǲƩ . ɃɀǪƷ ȷǟɀȺȞȱǟ ǟǾȽȿ
ȷǟɀȺȞȱǟ ȸȵ ǧǕȀȩ Ɣȱǟ ǧǠǪɅǠǤȱǟ ǻǼȝ . ÛȼǱǠǪƲ ȸȱ ǢȱǠȢȱǟ Ž

 ȼȲȞǲȺȅNULL 

LPDWORD lpNumberOfBytesRead 

ǨȾǪȹǟ. ) ; 

 

1.4. WriteProcessMemory =

ǥȀȭǟǾȱǟ Ž Ȱȶǂǟ ȤȲƫǟ ȸȶȑ ȷǟɀȺȝ Ž ǧǠȹǠɆǣ ǦǣǠǪȮȱ Ǧȱǟǻ .
 ȜǱȀǩTRUE ǾɆȦȺǪȱǟ Ž ǨǶƱ ȷǙ. 

BOOL WriteProcessMemory( 

ȐǤȪȵ  ǦɆȺǤȱǟ ȸȶȑ ɀȽȿ ÛǥȀȭǟǾȲȱ Ȱȶǂǟ ǰȵǠȹƎȱǟ
PROCESS_INFORMATION  ǦȱǟǼȱǟ ǾɆȦȺǩ ǼȞǣ

CreateProcess . 
HANDLE hProcess 

Ȩȱǟ ǼɅȀǩ ɃǾȱǟ ȷǟɀȺȞȱǟ țɀȹ ȸȵ ɀȽȿ ÛȼȺȵ ǥǒǟǿVA . LPCVOID lpBaseAddress 

ȷǟɀȺȞȱǟ Ž ǠȾǪǣǠǪȭ ǼɅȀǩ Ɣȱǟ ǧǠȹǠɆǤȱǟ ɃɀǪƷ ɃǾȱǟ ƘȢǪƫǟ. LPVOID lpBuffer 

 ǨɆȖȝǕ ɃǾȱǟ ȷǟɀȺȞȱǟ Ž ǠȾǪǣǠǪȭ ǼɅȀǩ Ɣȱǟ ǧǠȹǠɆǤȱǟ ǻǼȝ ȴȭ
ÝǦȱǟǼȱǟ 

DWORD nSize 

ȷǟɀȺȞȱǟ Ž ǨǤǪȭ Ɣȱǟ ǧǠǪɅǠǤȱǟ ǻǼȝ ȼɆȥ ȜȒǩ ǦȱǟǼȱǟ .Ȝǣ Ž ȏ
 ǧǠǪɅǠǤȱǟ ǻǼȝ ȸȵ ƎȭǕ ǦȱǟǼȱǟ ǠȺɆȖȝǕ ɃǾȱǟ ȴǲƩǟ ȷɀȮɅ ǧǟȀƫǟ
ȼȲȶȭǖǣ ȴǲƩǟ ǢǪȮǩ ȸȱ ȬȱǟǾǣȿ ÛȷǟɀȺȞȱǟ Ž ǠȾǪǣǠǪȭ ȸȮȶƫǟ .
ȷǟɀȺȞȱǟ Ž ǨǤǪȭ Ɣȱǟ ǧǠǪɅǠǤȱǟ ǻǼȝ ɃɀǪƷ ȷǟɀȺȞȱǟ ǟǾȽȿ . Ž

 ȼȲȞǲȺȅ ÛȼǱǠǪƲ ȸȱ ǢȱǠȢȱǟNULL 

LPDWORD lpNumberOfBytesWritten 

ǨȾǪȹǟ ) ; 
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1.5. CloseHandle=

ȐǤȪȵ ȧɎȡɋ Ǧȱǟǻ ǄɎǮȵ ÜhProcess ȼȩɎȡǙ ǠȺȵȂȲɅ ȬȱǾȱ ÛȐǤȪȵ ɀȽ .
 ȜǱȀǩ ɄȽȿTRUE ǨǶƱ ǟǽǙ BOOL CloseHandle( 

ȐǤȪƫǟ ȼȩɎȡǙ ǼɅȀǩ ɃǾȱǟ. HANDLE hObject 

ǨȾǪȹǟ ) ; 

 

1.6. ZeroMemory=

ƘȢǪȵ ƘȦȎǪȱ Ǧȱǟǻ. VOID ZeroMemory( 
ȻƘȦȎǩ ǼɅȀǩ ɃǾȱǟ ƘȢǪƫǟ ȷǟɀȺȝ. PVOID Destination 

ȻƘȦȎǩ ǼɅȀǩ ɃǾȱǟ ƘȢǪƫǟ ȴǲǵ. DWORD Length 

ǨȾǪȹǟ ) ; 

 

 (GetThreadContext : 

 

ȴǪȵ Ǧȱǟǻ ǢȲǱ ȸȵ ǠȺȺȮƢȿ ǥȂɅ- ǄǠǤɅȀȪǩ- ȯǟ ȯɀǵ ǧǠȵɀȲȞƫǟ ȜɆƤø Context  Ȱȶǂǟ ǰȵǠȹƎȲȱ
ǥȀȭǟǾȱǟ Ž . øǣ ǼȎȪȹȿContext  ǧǠɅǟȀȱǟȿ ǧɎǲȆƫǟ ȸȵ Ȱȭ ɃɀǪƠ ǦɆȺǣFlags Ǩƫǟ ǦȪȲȝ

 ǥȀȭǟǾȱǟ Ž Ȱȶǂǟ ȤȲƫǠǣ. 

BOOL 

GetThreadContext( 

 Ȝȵ ȰȵǠȞǪǩ ǦȱǟǼȱǟ ȻǾȽ øȱǟThreads ȐǤȪȵ ǠȽǗǠȖȝǙ ǢǱȿ ȬȱǾȱ  øȱǟThread  ɀȽȿ
 ǦɆȺǤȱǟ ȸȶȑPROCESS_INFORMATION  ǦȱǟǼȱǟ ǾɆȦȺǩ ǼȞǣCreateProcess . 

HANDLE hThread 

 ǦɆȺǤȱǟ ɀƲ ȀȉǘȵCONTEXT  ƃǠǪȱǠȭ ɄȽȿ: 
typedef struct _CONTEXT { 

 DWORD ContextFlags; 

 DWORD Dr0; 

 DWORD Dr1; 

 DWORD Dr2; 

 DWORD Dr3; 

 DWORD Dr6; 

 DWORD Dr7; 

 FLOATING_SAVE_AREA FloatSave; 

 DWORD SegGs; 

 DWORD SegFs; 

 DWORD SegEs; 

 DWORD SegDs; 

LPCONTEXT lpContext 
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 DWORD Edi; 

 DWORD Esi; 

 DWORD Ebx; 

 DWORD Edx; 

 DWORD Ecx; 

 DWORD Eax; 

 DWORD Ebp; 

 DWORD Eip; 

 DWORD SegCs; 

 DWORD EFlags; 

 DWORD Esp; 

 DWORD SegSs; 

 BYTE

 ExtendedRegisters[MAXIMUM_SUPPORTED_EXTENS

ION]; 

} CONTEXT; 

 

ǼȎȪȹ Ǡȵ ǨȶȾȥ ȬȺȚȹ. 
ǨȾǪȹǟ. ) ; 

 

1.7. SetThreadContext=

ȠǪȱ ǦȱǟǻɃǥȀȭǟǾȱǟ Ž ǰȵǠȹƎȱǟ Ƙȅ ǧǠȵɀȲȞȵ ȀɅ . BOOL SetThreadContext( 
ȐǤȪȵ  øȱǟThread  ǼɅȀǩ ɃǾȱǟȼɆȥ ȴȮǶǪȱǟ. HANDLE hThread 

ǦɆȺǤȱǟ ɀƲ Ȁȉǘȵ. CONST CONTEXT *lpContext 

ǨȾǪȹǟ. ) ; 

ǄɎǮȵ  :ȯǟ ǦȶɆȩ ƘɆȢǩ Ɂɀȅ ɄȦȮɅ ɍǕ ǦȕȿȀȊȵ ȸȵ ǥȂȦȩ ȁȿǠǲǪȱø Flag  .. ǄɎǮȵZF  ƙǩȂȦȪȲȱ ǦǤȆȺȱǠǣJZ ȿ JNZ Ý 
 øȱǟ ȻǾȽ ȰȽȿFlag  ǦɆȺǤȱǟ ȸȶȑ ǼǱɀǩContext Ȝȹ ǄǠȞǤȕ Ý øȱǟ ȻǾȽ ƘɆȢǪȱ ȷǽǙ ÛȳFlag  ǦɆȺǤȱǟ ƘɆȢǩ ɄȦȮɅContext  ǥǻǠȝǙ Ż
 Ž ǠȾȞǤȕThread  . ȰǲȆƫǟ ƘɆȢǩ ǄǠȒɅǕ ȬȺȮƹEip ǥȀȉǠǤȵ ȀǹǓ ȷǠȮȵ ǾɆȦȺǪȱ. 

 

1.8. GetOpenFileName=

 ǴǪȦȱ ǦȱǟǻOpenDialog Ǡȵ ȤȲȵ ǿǠɆǪǹɍ. BOOL GetOpenFileName( 
 ǦɆȺǤȱǟ ȀȉǘȵOPENFILENAME  ƃǠǪȱǠȭ ɄȽȿ: 

typedef struct tagOFN { // ofn   

    DWORD         lStructSize;  

    HWND          hwndOwner;  

    HINSTANCE     hInstance;  

    LPCTSTR       lpstrFilter;  

LPOPENFILENAME lpofn 
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28 2009 ͜Ά͉̉͂̎ ȯȨẈ͚Ȩ ‫ Ȩ͢ ͵̯ͻ Ɂ;̥ ɁȨ˺̵ ɅȤȡ  ͍̀̾Ȩ̃ͮͻ 

    LPTSTR        lpstrCustomFilter;  

    DWORD         nMaxCustFilter;  

    DWORD         nFilterIndex;  

    LPTSTR        lpstrFile;  

    DWORD         nMaxFile;  

    LPTSTR        lpstrFileTitle;  

    DWORD         nMaxFileTitle;  

    LPCTSTR       lpstrInitialDir;  

    LPCTSTR       lpstrTitle;  

    DWORD         Flags;  

 

    WORD          nFileOffset;  

    WORD          nFileExtension;  

    LPCTSTR       lpstrDefExt;  

    DWORD         lCustData;  

    LPOFNHOOKPROC lpfnHook;  

    LPCTSTR       lpTemplateName;  

} OPENFILENAME; 

 

 ǒǠȝǼǪȅǟ ȰǤȩ ǼɅȀǩ Ɣȱǟ ǧǠȦȲƫǟ țǟɀȹɉ ȬǪǤȡǿ ǢȆǵ ǠȽƘɆȢǩ Ǣƶȿ
ǦȱǟǼȱǟ. 
ǨȾǪȹǟ. ) ; 

 

1.9. WaitForDebugEvent=

 ǦɆȺǤȱǟ Ž ǥǻɀǱɀƫǟ ǫǟǼǵɉǟ ȸȵ ǫǼǵ ȯɀȎǵ ǿǠȚǪȹǟ Ǧȱǟǻ
DEBUG_EVENT . BOOL WaitForDebugEvent( 

 ǦɆȺǤȱǟ ȀȉǘȵDEBUG_EVENT ȰɆȎȦǪȱǠǣ ȼǵȀȊȺȅȿ. LPDEBUG_EVENT lpDebugEvent 
ÝȀȚǪȺǩ ȷǕ ǦȱǟǼȲȱ ǼɅȀǩ Ǩȩɀȱǟ ȸȵ ȴȭ 

 

ǄɎǮȵ : ǦȱǟǼȱǟ ȻǾȽ ǠȺȭȀǩȿ ÛǠȺƭǠȹȀǣ Ž ǫǼǵ ɃǕ ǫǼƷ ȸȱ ȼȹǕ ȰɆơ
ȀȚǪȺǩ !! øȱǟ ɂȪǤɆȅ ǼɆȭǕDebbuger ǄǟǼȶƭ ǠȺǣ ȋǠƪǟ !! ǨȺȭ ȷǙ

ǦȱǟǼȱǟ ǒǠŒɋ ǄǠǪȩȿ ǻǼƠ ȷǕ ȬȺȮƹ Ȭȱǽ ɃǻǠȦǩ ǼɅȀǩ. 
 

 ȀǪȵȿǿǠǤȱǟ ǟǾȽ ȰȞǲȺȅȿ ÛȀȚǪȺǩ Ǡȶǝǟǻ ǠȾȭȀǪȺȅ ǠȺǪȱǠǵ ŽINFINITE 
 ..ǫǼǵ ȰȎƷ Ɠǵ ǄǠȶǝǟǻ ȀȚǪȹǟ... 

DWORD dwMilliseconds 

ǨȾǪȹǟ. ) ; 
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29 2009 ͜Ά͉̉͂̎ ȯȨẈ͚Ȩ ‫ Ȩ͢ ͵̯ͻ Ɂ;̥ ɁȨ˺̵ ɅȤȡ  ͍̀̾Ȩ̃ͮͻ 

1.9.1. =ďċāgø^DEBUG_EVENT==

ȯǟ ȻǾȽ ƃǠǪȱǠȭ ǠȾǪɆȺǣȿ ÛǥȀȭǟǾȱǟ Ƃǟ Ȱȶǂǟ ǠȺƭǠȹȀǣ Ž ǕȀȖǩ ȷǕ ȸȮȶƫǟ ǫǟǼǵɉǟ ȜɆƤ ɂȲȝ ɃɀǪƠ ǦɆȺǣ: 

 

ǴɆȪȺǩ ǒǠȺǭǕ ǦȺȮȶƫǟ ǫǟǼǵɉǟ ȜɆƤ ɃɀǪƠ ǦɆȺǣ ǥȀȭǟǾȱǟ Ž Ȱȶǂǟ ǰȵǠȹƎȱǟ. typedef struct _DEBUG_EVENT { 
Ǿȱǟ ǫǼƩǟ ǻɀȭ ɃɀǪƷǴɆȪȺǩ ǒǠȺǭǕ Ȝȩȿ Ƀ  ǦɆȱǠǪȱǟ ȴɆȪȱǟ ȷɀȮɅ ȷǕ ȸȮƹȿ ÛǰȵǠȹȀǣ: 

 EXCEPTION_DEBUG_EVENT : 
 ǦɆȺǤȱǟ ȸȶȑ ǥƘǮȭ ȼȱǠȮȉǕȿ ÛǰȵǠȹƎȱǟ Ž ǒǠȺǮǪȅǟ ǫȿǼǵu  . ǠƬ ȧȀȖǪȺȅ

 Ž ȔǤȒȱǠǣȿ ÛȰɆȎȦǪȱǠǣu.Exception . 
 CREATE_PROCESS_DEBUG_EVENT : 

ǴɆȪȺǪȱǟ ȰǱǕ ȸȵ ȼȲɆȶƠ Ź ǰȵǠȹƎȱǟ . ǦɆȺǤȱǟ Ž ǧǠȵɀȲȞƫǟ ȜǱȀǩu  . Ž ȔǤȒȱǠǣ
u.CreateProcessInfo . 

 CREATE_THREAD_DEBUG_EVENT : 
 ǒǠȊȹǙ ÛǴɆȪȺǪȱǟ ǼɆȩ ǰȵǠȹƎȱǟThread ǥǼɅǼǱ.  
 ǦɆȺǤȱǟ Ž ǠőǠȵɀȲȞȵ ȜǱȀǩu .u.CreateThread . 

 EXIT_THREAD_DEBUG_EVENT : 
 ȫǠȺȽThread ǴɆȪȺǪȱǟ ǼɆȩ ǰȵǠȹȀǣ Ž ǨȪȲȡǕ . ǦɆȺǤȱǟ Ž ǠőǠȵɀȲȞȵ ȜǱȀǩȿu . 
 ȔǤȒȱǠǣu.ExitThread . 

 EXIT_PROCESS_DEBUG_EVENT : 
ȼȩɎȡǙ Ź Ǽȩ ǴɆȪȺǪȱǟ ǼɆȩ ǰȵǠȹƎȱǟÛ ȯǟ Ž ȧɎȡɋǟ ǦȪɅȀȕ ǧǠȵɀȲȞȵ ȜǱȀǩȿ ǦɆȺǣu  .

 ȔǤȒȱǠǣu.ExitProcess . 
 LOAD_DLL_DEBUG_EVENT : 

ǥȀȭǟǾȱǟ Ƃǟ ǦǤǪȮȵ Ȱƥ Ǽȩ ǴɆȪȺǪȱǟ ǼɆȩ ǰȵǠȹƎȱǟ .ȳɀȲȞȵȿǟ Ǡő 

 ǦɆȺǤȱǟ ȸȶȑu  . ȔǤȒȱǠǣu.LoadDll . 
 UNLOAD_DLL_DEBUG_EVENT : 

ǧȿ ÛǦǤǪȮȵ ǿȀǵ Ǽȩ ǴɆȪȺǪȱǟ ǼɆȩ ǰȵǠȹƎȱǟ ǦɆȺǤȱǟ Ž ǠőǠȵɀȲȞȵ ǼǱȿu  . ȔǤȒȱǠǣ
u.UnloadDll 

 OUTPUT_DEBUG_STRING_EVENT : 
 ǦȱǟǼȱǠǣ Ȭȱǽ ȸȮƹȿ ÛǴȪȺƫǟ Ȝȵ ǧǠȵɀȲȞȵ ȯǻǠǤǩ Ǽȩ ǴɆȪȺǪȱǟ ǼɆȩ ǰȵǠȹƎȱǟ :

DebugOutputString  . ǦɆȺǤȱǟ Ž ǧǠȵɀȲȞƫǟ ȜǱȀǩu  . ȔǤȒȱǠǣ
u.DebugString . 

 RIP_EVENT : 
ǒǠȺǭǕ ȳǠȚȺȱǟ ǒǠȖǹǕ ȯɀǵ ȀɅȀȪǩ  ǦɆȺǤȱǟ Ž ȀɅȀȪǪȱǟ țǠǱǿǙ ȴǪɅȿ ÛǴɆȪȺǪȱǟu  . ȔǤȒȱǠǣ

 Ž :u.RipInfo 

DWORD dwDebugEventCode; 

ȯǟø PID ɄǝǠȪȲǩ ȰȮȊǣ ǦȱǟǼȱǟ ȼɆȲȝ ȰȎƠ ǴɆȪȺǪȱǟ ǼɆȩ ǰȵǠȹƎȱǠǣ ȋǠƪǟ. DWORD dwProcessId; 
 øȱǟID  øȲȱThread  ǦȱǟǼȱǟ ȼɆȲȝ ȰȎƠ ǴɆȪȺǪȱǟ ǼɆȩ ǰȵǠȹƎȱǠǣ ȋǠƪǟ ɄȅǠȅɉǟ

ǠȪȲǩ ȰȮȊǣɄǝ. 
DWORD dwThreadId; 
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30 2009 ͜Ά͉̉͂̎ ȯȨẈ͚Ȩ ‫ Ȩ͢ ͵̯ͻ Ɂ;̥ ɁȨ˺̵ ɅȤȡ  ͍̀̾Ȩ̃ͮͻ 

 ǦǤɆȭȀǪȱǟ ȿǕ ǦɆȺǤȱǟu  . ǦɆȅǠȅɉǟ ǦɆȺǤȱǟ ȻǾȽ Ȱǹǟǻ ǧǠɆȺǣ ɄȽȿ  : ǦɆȺǣ Ȱȭ ǳȀȊȺȅ
ȰɆȎȦǪȱǠǣȿ ǟǼǵ ɂȲȝ. 

    union { 

ǰȵǠȹƎȱǟ Ž ǦȺȮȶƫǟ ǧǟǒǠȺǮǪȅɍǟ ǧǠȵɀȲȞȵȿ țǟɀȹǕ      EXCEPTION_DEBUG_INFO Exception; 
ǟ ǧǠȵɀȲȞȵ øȱThreads  ǴɆȪȺǪȱǟ ǼɆȩ ǰȵǠȹƎȱǟ ǠȾǞȊȺɅ Ɣȱǟ.     CREATE_THREAD_DEBUG_INFO CreateThread; 

ǴɆȪȺǪȱǟ ȰǱǕ ȸȵ ȼȲɆȶƠ ǼȞǣ ǥȀȭǟǾȱǟ Ž Ȱȶǂǟ ǰȵǠȹƎȱǟ ǧǠȵɀȲȞȵ.     CREATE_PROCESS_DEBUG_INFO 

CreateProcessInfo; 

 øȱǟ ǧǠȵɀȲȞȵThreads ǴɆȪȺǪȱǟ ǼɆȩ ǰȵǠȹƎȱǟ ǠȾȪȲȡǕ Ɣȱǟ.     EXIT_THREAD_DEBUG_INFO 

ExitThread; 

ǴɆȪȺǪȱǟ ǼɆȩ ǰȵǠȹȀǣ ȸȵ ǯȿȀƪǟ ȰȮȉ ǧǠȵɀȲȞȵ.     EXIT_PROCESS_DEBUG_INFO 

ExitProcess; 
ǴɆȪȺǪȱǟ ǼɆȩ ǰȵǠȹȀǣ ǠȾȲƥ Ɣȱǟ ǦǤǪȮƫǟ ȯɀǵ ǧǠȵɀȲȞȵ.     LOAD_DLL_DEBUG_INFO LoadDll; 

ǴɆȪȺǪȱǟ ǼɆȩ ǰȵǠȹȀǣ ǠȽǿȀǵ Ɣȱǟ ǦǤǪȮƫǟ ǧǠȵɀȲȞȵ.     UNLOAD_DLL_DEBUG_INFO 

UnloadDll; 

 Ǧȱǟǻ ȯɀǵ ǧǠȵɀȲȞȵDebugOutPutString ) .ǠƬ ȧȀȖǪȹ ȸȱ(     OUTPUT_DEBUG_STRING_INFO 

DebugString; 
ǴɆȪȺǪȱǟ ǒǠȺǭǕ ȳǠȚȺȱǟ ǒǠȖǹǕ ȯɀǵ ǧǠȵɀȲȞȵ) .ǠƬ ȧȀȖǪȹ ȸȱ(     RIP_INFO RipInfo; 

     } u; 
 } DEBUG_EVENT; 

 

1.9.2. =ďċāgø^u==

ǴɆȪȺǩ ǒǠȺǭǕ ȰȎƠ Ɣȱǟ ǫǟǼǵɉǟ ǧɎɆȎȦǩ ɂȲȝ ȯɀȎǶȲȱ ȰȮȱǟ Ž ȰȮȱǟ ɄȽ ǦɆȺǤȱǟ ȻǾȽ  ǃǟ ǒǠȉ ȷǙ ȰɆȎȦǪȱǠǣ ǠƬ ȧȀȖǪȺȅȿ ÛǰȵǠȹȀǣ. 

 

EXCEPTION_DEBUG_INFO=

ǠȹƎȱǟ Ž ǫǼǵ ɃǾȱǟ ǒǠȺǮǪȅɍǟ ȯɀǵ ȰɆȎȦǩ ɃɀǪƠ ǦɆȺǣ ƃǠǪȱǠȭ ɄȽȿ Ûǰȵ: 

 

 typedef struct 

_EXCEPTION_DEBUG_INFO { 

ǦȺȮȶƫǟ ǧǟǒǠȺǮǪȅɍǟ țǟɀȹǕ ɃɀǪƠ ǦɆȺǣ .ÝǨȞȩȿ ȤɆȭȿ ȸɅǕ .. ƃǠǪȱǠȭ ǠȾǪɆȺǣ: 
typedef struct _EXCEPTION_RECORD { 

    DWORD ExceptionCode;  

    DWORD ExceptionFlags;  

    struct _EXCEPTION_RECORD *ExceptionRecord;  

    PVOID ExceptionAddress;  

    DWORD NumberParameters;  

    DWORD 

ExceptionInformation[EXCEPTION_MAXIMUM_PARAMETERS];  

} EXCEPTION_RECORD; 

 

EXCEPTION_RECORD 

ExceptionRecord; 
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 ǬɆǵ : 
ExceptionCode : 
 ɃǾȱǟ ǒǠȺǮǪȅɍǟ țɀȹ ȔȪȥ ǠȾȺȵ ǦȞǝǠȊȱǟ ǳȀȊȺȅȿ ǫǼǵ. 

 

 EXCEPTION_ACCESS_VIOLATION 
 Ž ǦǣǠǪȮȱǟ ǼɅȀȹ ǄɎǮȵ ÜǦȺɆȞȵ ǦɅǠƥ Ƀǽ ȷǟɀȺȝ Ƃǟ ȯɀȍɀȱǟ ǴɆȪȺǪȱǟ ǼɆȩ ǰȵǠȹȀǣ ǦȱȿǠƮ ǒǠȺǭǕ ǒǠȺǮǪȅǟ

ȔȪȥ ǦǣǠǪȮȲȱ ȋǠǹ ȷǟɀȺȝ ǾɆȦȺǩ ȿǕ ÛȔȪȥ ǥǒǟȀȪȲȱ ȌȎƯ ȷǟɀȺȝ. 
 EXCEPTION_BREAKPOINT 

Ȥȩɀǩ ǦȖȪȹ ɃɀǪƷ ȷǟɀȺȝ ǾɆȦȺǩ ǒǠȺǭǕ ǒǠȺǮǪȅǟ ǫȿǼǵ  ǦɆȶɆȲȞǪȱǟ ǢȱǠȢȱǟ Ž ɄȽȿ ÛǦȞȕǠȪȵ țɀȹ ȸȵ
Int3  . ȻǼȶǪȞǩ Ǡȵ ȼȆȦȹ ɀȽȿ ÛȤȩɀǩ ǦȖȪȹ țɀȹ ȸȵ ǒǠȺǮǪȅǟ ǫǼƠ ǥƘǹɉǟ ȻǾȽOllyDbg 

 Ȥȩɀǩ ǦȖȪȹ Ȝȑɀȱ. 
 EXCEPTION_FLT_DIVIDE_BY_ZERO 

ǬǪȅǟ ɂȲȝ ǦȶȆȩ ǦɆȲȶȝ ȁǠƱǙ ǴɆȪȺǪȱǟ ǼɆȩ ǰȵǠȹȀǣ ǦȱȿǠƮ ǒǠȺǭǕ ǒǠȹ0 . 
 EXCEPTION_SINGLE_STEP 

 ǦɆȍǠǹ ȰǮȵ ÜȜǤǪǪȱǟ ǒǠȺǭǕ ǫǼƷ ǒǠȺǮǪȅǟTracing  ŽOllyDbg  ǠȺȺȮƹȿ ÛǒǠȺǮǪȅɍǟ ǟǾȽ ǼȶǪȞǩ
ǼɅȀǩ Ǡȶȭ ȿǕ ȼȩɎȡǙ Ɠǵ ȼǶǪȥ ȸȵ ǰȵǠȹƎȱǟ Ž ǧǾȦȹ Ɣȱǟ ǧǠȶɆȲȞǪȱǟ ǻǼȝ ǦȥȀȞȵ ȸȵ. 

 EXCEPTION_STACK_OVERFLOW 
 ȯɀȎǵ ǒǠȺǭǕ ǒǠȺǮǪȅǟ ÛǠȾƧǟ ȸȵ ǦǶȑǟȿStack OverFlow . 

 

 Ž ǬƜǟ ǧǟǒǠȺǮǪȅɍǟ ȜɆƤ ȯɀǵ ǧǠȵɀȲȞƫǟ ȸȵ ǼɅȂȶȲȱMSDN  ƃǠǪȱǠȭ ɄȽȿ: 
 

EXCEPTION_ACCESS_VIOLATION 

EXCEPTION_ARRAY_BOUNDS_EXCEEDED 

EXCEPTION_BREAKPOINT 

EXCEPTION_DATATYPE_MISALIGNMENT 

EXCEPTION_FLT_DENORMAL_OPERAND 

EXCEPTION_FLT_DIVIDE_BY_ZERO 

EXCEPTION_FLT_INEXACT_RESULT 

EXCEPTION_FLT_INVALID_OPERATION 

EXCEPTION_FLT_OVERFLOW 

EXCEPTION_FLT_STACK_CHECK 

EXCEPTION_FLT_UNDERFLOW 

EXCEPTION_ILLEGAL_INSTRUCTION 

EXCEPTION_IN_PAGE_ERROR 

EXCEPTION_INT_DIVIDE_BY_ZERO 

EXCEPTION_INT_OVERFLOW 

EXCEPTION_INVALID_DISPOSITION 

EXCEPTION_NONCONTINUABLE_EXCEPTION 

EXCEPTION_PRIV_INSTRUCTION 

EXCEPTION_SINGLE_STEP 

EXCEPTION_STACK_OVERFLOW 

 

http://www.at4re.com/f/showthread.php?t=6392


   

ƞƽƴǲǶǩƗ ƞǾƾǦǖǩƗ  :ƝǸǎƱ ǺǩƑ ǫƘǭȁƗ. Olly ǧǸǪƮǩƗǷ ƞǭƴǢƢǮǩƗ ǠǽƸǞǩƗ ǼƛƸǖǩƗ ƞƽƴǲǶǪǩ ƞǾƾǦǖǩƗ :AT4RE 
   

32 2009 ͜Ά͉̉͂̎ ȯȨẈ͚Ȩ ‫ Ȩ͢ ͵̯ͻ Ɂ;̥ ɁȨ˺̵ ɅȤȡ  ͍̀̾Ȩ̃ͮͻ 

 ȀǪȵȿǿǠǤȱǟ ǟǾȽ ȔȪȥ ǠȺȶȾɅ ÛɄȩǠǤȱǟ ǠȺȶȾɅ ɍ: 
 

ExceptionAddress : 
ǒǠȺǮǪȅǟ ȻǼȺȝ ǫǼǵ ɃǾȱǟ ȷǟɀȺȞȱǟ. 

 

ȼǱǠǪƲ ȸȱ. DWORD dwFirstChance; 
 } EXCEPTION_DEBUG_INFO; 

 

CREATE_THREAD_DEBUG_INFO=

ȰȞȵ ɃɀǪƠ øȱǟ ǧǠȵȿThread  ƃǠǪȱǠȭ ɄȽȿ ÛǴɆȪȺǪȱǟ ǼɆȩ ǰȵǠȹȀǣ ǠȽǖȊȹǕ Ɣȱǟ: 

 

 typedef struct _CREATE_THREAD_DEBUG_INFO 

{ 
ȐǤȪȵ  øȱǟThread ǴɆȪȺǪȱǟ ǼɆȩ ǰȵǠȹƎȱǟ ǠȽǖȊȹǕ Ɣȱǟ. HANDLE hThread; 
ȼǱǠǪƲ ȸȱ LPVOID lpThreadLocalBase; 

 øȱǟ ȼȺȵ ȨȲȖȺǩ ɃǾȱǟ ȷǟɀȺȞȱǟThread ǴɆȪȺǪȱǟ ǼɆȩ ǰȵǠȹȀǣ Ž ǥǼɅǼƨǟ. LPTHREAD_START_ROUTINE lpStartAddress; 
 } CREATE_THREAD_DEBUG_INFO; 

 

 CREATE_PROCESS_DEBUG_INFO=

 øȱǟ ǧǠȵɀȲȞȵ ɂȲȝ ɃɀǪƠ ǦɆȺǣProcess ǴɆȪȺǪȱǟ ȰǱǕ ȸȵ ȻǒǠȊȹǙ ǒǠȺǭǕ. typedef struct _CREATE_PROCESS_DEBUG_INFO 

{ 
ȐǤȪȵ ǢȲȎȱǟ ȋȀȪȱǟ ɁɀǪȆȵ ɂȲȝ ȤȲƫǟ. HANDLE hFile; 
ȐǤȪȵ  øȱǟProcess  HANDLE hProcess; 
ȐǤȪȵ  øȱǟThread  øȱǟ Ž ɄȅǠȅɉǟProcess HANDLE hThread; 

ImageBase ǦǶȑǟȿ) . øȱǟ ȃȿǿǻ ȜǱǟǿPE Format.( LPVOID lpBaseOfImage; 
ȼǱǠǪƲ ȸȱ. DWORD dwDebugInfoFileOffset; 
ȼǱǠǪƲ ȸȱ. DWORD nDebugInfoSize; 
ȼǱǠǪƲ ȸȱ. LPVOID lpThreadLocalBase; 

ȯɀǹǼȱǟ ǦȖȪȹ  ǴɆȪȺǪȱǟ ǼɆȩ ǰȵǠȹƎȱEP= ImageBase + OEP . LPTHREAD_START_ROUTINE lpStartAddress; 
 ǴɆȪȺǪȱǟ ǼɆȩ ȤȲƫǟ ǿǠȆȵASCII . LPVOID lpImageName; 

 ȤȲƫǟ ǿǠȆȵUnicode . WORD fUnicode; 
 } CREATE_PROCESS_DEBUG_INFO; 
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 EXIT_THREAD_DEBUG_EVEN=

 øȱǟ ȧɎȡǙ ǦȱǠǵThread typedef struct _EXIT_THREAD_DEBUG_INFO { 
ǳǠƱ ǦȱǠǵ Ž Ɏȡɋǟȧ  ɃȿǠȆǩ ǦȶɆȪȱǟ ȻǾȽ ȷɀȮǩ ȴɆȲȅ ȰȮȊǣ0. DWORD dwExitCode; 

 } EXIT_THREAD_DEBUG_INFO; 

 

 EXIT_PROCESS_DEBUG_EVEN=

ǴɆȪȺǪȱǟ ȸȵ ǯȿȀƪǟ ǦȪɅȀȕ ɄȖȞǩ. typedef struct _EXIT_PROCESS_DEBUG_INFO { 
ǴɆȪȺǪȱǟ ȸȵ ǯȿȀƪǟ ǦȱǠǵ ǻɀȭ. DWORD dwExitCode; 

 } EXIT_PROCESS_DEBUG_INFO; 

 

LOAD_DLL_DEBUG_INFO=

ǴɆȪȺǪȱǟ ǒǠȺǭǕ ǰȵǠȹƎȱǟ ǠȾȲƥ Ɣȱǟ ǦǤǪȮƫǟ ǧǠȵɀȲȞȵ ɃɀǪƠ ǦɆȺǣ. typedef struct _LOAD_DLL_DEBUG_INFO { 

ǠȾȒǤȪȵ. HANDLE hFile; 
 øȱǟImageBase ǦǤǪȮȶȲȱ. LPVOID lpBaseOfDll; 

ȼǱǠǪƲ ȸȱ. DWORD  dwDebugInfoFileOffset; 
ȼǱǠǪƲ ɍ. DWORD  nDebugInfoSize; 

ǠȾƧǟȿ ǦǤǪȮƫǟ ǿǠȆȵ. LPVOID lpImageName; 
 ǠȾƧǟȿ ǦǤǪȮƫǟ ǿǠȆȵUnicode . WORD fUnicode; 

 } LOAD_DLL_DEBUG_INFO; 

 

 UNLOAD_DLL_DEBUG_EVEN=

ǴɆȪȺǩ ǒǠȺǭǕ ǥǿȀǂǟ ǦǤǪȮƫǟ ǧǠȵɀȲȞȵ ɂȲȝ ɃɀǪƠ ǦɆȺǣ ǰȵǠȹƎȱǟ. typedef struct _UNLOAD_DLL_DEBUG_INFO { 

 ǥȀȭǟǾȱǟ Ž ǠŒǟɀȺȝImageBase. LPVOID lpBaseOfDll; 
 } UNLOAD_DLL_DEBUG_INFO; 

 

1.10. ContinueDebugEvent=

ǴɆȪȺǩ ȳǠƢɋ ǦȱǟǼȱǟ ȻǾȽ  ȰȶȞȹ ǠȺȹǖȭȿ ǰȵǠȹƎȱǟTrace ȼȞǤǪǩ ɃǕ ǰȵǠȹƎȲȱ... 

 ȜǱȀǩ ǦȱǟǻTRUE  ǟǽǙȄȮȞȱǠǣ ȄȮȞȱǟȿ ǨǶƱ. BOOL ContinueDebugEvent ( 

 øȱǟId ǴɆȪȺǪȱǟ ǼɆȩ ǰȵǠȹƎǣ ȋǠƪǟ . ǦȱǟǼȱǟ ȸȵ ȼɆȲȝ ȰȎƲ
CreateProcess ÝǠȽȀȭǾǪǩǕ 

ǦȶȾȵ ǦȚǵɎȵ  : ɀȽId  øȱȿhProcess ȴȾȺɆǣ ȂɆɆȶǪȱǟ Ǣƶ. 
DWORD dwProcessId 
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 øȱǟId  øǣ ȋǠƪǟThread ǦɆȅǠȅɉǟ . 
 ǦȚǵɎȵ : ɀȽId  ȄɆȱȿhThread . DWORD dwThreadId 

ǴɆȪȺǪȱǟ ǦȱǟǼȱǟ ȰȶȮǪȅ ȤɆȭ . ȯǠȮȉɉǟ ȻǾŏ ɄȽȿ: 
 DBG_CONTINUE 

ǒǠȺǮǪȅǟ ɃǕ ǫǼǵ ǟǽǙ ǴȪȺƫǟ Ž ǰȵǠȹƎȱǟ Ȥȩɀǩ. 
 DBG_EXCEPTION_NOT_HANDLED 

ǧǟǒǠȺǮǪȅɍǟ ǼȺȝ ȤȩɀǪȱǟ ȷȿǼǣ ǰȵǠȹƎȱǟ ǾɆȦȺǩ ȰȶȭǕ. 
 

ȳǦȚǵɍ  : ȨȲȢɅ ȣɀȆȥ ÛǒǠȺǮǪȅǟ ǫǼǵȿ ǦɆȍǠƪǟ ȻǾȽ ǨȲȶȞǪȅǟ ǟǽǙ
ȌǝǠȎƪǟ ȻǾȽ Ȝȵ ȰȵǠȞǪȱǟ Ž ǿǾƠ ȷǕ Ǣƶ ȬȱǾȱ ÛǖȖƪǠǣ ǰȵǠȹƎȱǟ. 

DWORD dwContinueStatus 

 ) ; 

 

1.11. DebugActiveProcess=

 Ž ȼȹǕ ȴȲȞȹ ǠȶȭOllyDbg  Ȱȶȝ ǦɆȍǠǹ ȬȱǠȺȽAttach ɄȽȿ ÛǰȵǠȹƎȱ ǴɆȪȺǩ ƗȞǩ ǥȀȭǟǾȲȱ ǄɎȍǕ ȰȶƮ ǰȵǠȹȀǣ . ǯǠǪƲ Ȭȱǽ ȰȶȞȱ
 ǦȱǟǼȱǟ ȻǾƬDebugActiveProcess . 

 

 Ȱȶȝ ǦȱǟǻAttach ǴɆȪȺǪȱǟ ȰǱǕ ȸȵ ǰȵǠȹƎȱ . ȜǱȀǩTRUE ǨǶƱ ǟǽǙ .
ȄȮȞȱǠǣ ȄȮȞȱǟȿ. BOOL DebugActiveProcess ( 

 øȱǟPid  Ǽǵǖǣ ȼɆȲȝ ȯɀȎƩǟ ȬȺȮƹȿ ÛȼǶɆȪȺǩ ǼɅȀȹ ɃǾȱǟ ǰȵǠȹƎȱǠǣ ȋǠƪǟ
 øȱǟ ǧǟǿȀƮprocess  ȰǮȵTaskMan ȿǕKernel Detective DWORD dwProcessId 

 ) ; 

 

ǦȲǮȵɊȱ ǦȎȎǺƫǟ ǦɆȱǠǪȱǟ ǥȀȪȦȲȱ ȀȶȺȅȿ ÛȯǟȿǼȱǟ ǳȀȉ ǥȀȪȥ ǠȺɆŒǕ Ǽȩ ȷɀȮȹ ǟǾŏ. 

 

2. =Ĳ_ċĀ_n=Wyċñākø^=ďñùv=

2.1. ==úýä=ďñĊ¨½Debug=tü_Ā2ø=

 øȱ ǄǠȖɆȆǣ Ǆǟǻɀȭȿ ǦɆȵȁǿǟɀǹ ǢǪȮȺȅ ǥȀȪȦȱǟ ȻǾȽ ŽDebugger  øȱǟ Ȱȭ Ž ǿȀȮǪɆȅ ɀȽȿ ÛȔɆȆǣDebbugers  ÛǳȀȖȺȅ Ɣȱǟ
ȷɇǟ ǼǱɀǩ Ɣȱǟȿ . 
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2.1.1. =yċñākø^=úr`=Ăü=tü^2ø^=§_ċk~^=Ď¦ì_Ā=

ȯȿǘȆƫǟ ǦȱǟǼȱǠȥ ȰǤȩ ȸȵ ǠȺǵȀȉ Ǡȶȭ ɄȽ ǰȵǟƎȱǟ ǿǠɆǪǹǟ ǥǾȥǠȹ ȸȝ ǥGetOpenFileNameA   ƃǠǪȱǟ ȰȮȊȱǠǣ ǠƬɎȢǪȅǟ ȸȮƹȿ: 

 ƃǠǪȱǟ ȰȮȊȱǠǣ ǦȱǟǼȱǟ ȻǾȽ ǯǠǪƠ Ɣȱǟ ǦɆȺǤȱǟ țɀȹ ȸȵ ƘȢǪȵ ȤɅȀȞǩ ǄɍȿǕ: 
OPENFILENAME ofn;  

 

ɄȽȿ ÛǠȾǶɆȪȺǩ ǼɅȀȹ Ɣȱǟ ǧǠȦȲƫǟ ȰȮȉ ǢȆǵ ǦɆȺǤȱǟ ȌǝǠȎǹ ƘɆȢǩ Ż  ǦǞɆȽ ȸȵ ǄǠǤȱǠȡexe  . ȼɆȥ ȘȦǶȺȅ ɃǾȱǟ ƘȢǪƫǟ ȻǾȽ ǯǠǪǶǪȅ Ż
ǿǠǪǺƫǟ ǰȵǠȹƎȱǟ ǿǠȆȵ. 

 ǦȱǟǼȱǠǣ ǦɆȺǤȱǟ ƘȦȎǩ ǢǱȿ ȬȱǾȱ ÛǦȱǟǼȱǟ ɂȲȝ ȀǭǘɆȅ ǟǾȽȿ ÛǄǠȡǿǠȥ ǠŒǠȮȵ ȷɀȮɅ ȸȱ ǢȱǠȢȱǟ Žȿ ǧǠȞȶŎǟ ȐȞǣ Ž ǦɆȺǤȱǟ ȤɅȀȞǩ ǒǠȺǭǕ
RtlZeroMemory  ƘȢǪȵ ȿǕ ǠȽǠȺȥȀȝ ǦɆȺǣ ȰȮȱ Ȁȵɉǟ ȬȱǾȭȿƘǤȭ. 

 ƃǠǪȱǠȭ ȼȥȀȞȺȅȿ ǿǠȆƫǟ ȼɆȥ ȘȦƠ ƘȢǪƫ ǯǠǪƠ ǦɆȺǤȱǠȥ ǠȺȲȩ Ǡȶȭ: 
char FileTarget[ 256];  

 

 ƘȢǪƫǟȿ ǦɆȺǤȱǟ ȀȦȎȹ Ż: 

 

ZeroMemory ( &ofn,sizeof ( ofn )) ;  

ZeroMemory  ( FileTarget,sizeof ( FileTarget )) ;  

 

ofn.lStructSize = sizeof ( ofn ) ;  

ofn.lpstrFilter = "Win32 \ 0*.e xe" ;  

ofn.lpstrFile  = FileTarget ;  

ofn.nMaxFile = 256 ;  

ofn.Flags = OFN_PATHMUSTEXIST | OFN_FILEMUSTEXIST;  

 

 ǠȽǿǠǤǪǹǟ Ȝȵ ƃǠǪȱǠȭ ǦȱǟǼȱǟ ɄȝǼǪȆȹ Ż: 

 

if( GetOpenFileNameA ( &ofn ))  

{  

 //  ϣЮϜϹЮϜ ϥϳϯж дϖ иϻуУзϦ ϹтϽж рϻЮϜ ϸнЫЮϜ 

}  

 

2.1.2. ă¨f=úċýÂyċñākø^=úr`=Ăü=Ď¨ô^¦ùø=tü^=

 ÝȼǶɆȪȺǩ ǼɅȀȹ ɃǾȱǟ ǰȵǠȹƎȱǟ ǿǠɆǪǹǠǣ ǠȺȶȩ ȷǙ ǼȞǣ ǟǽǠȵȿ 
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36 2009 ͜Ά͉̉͂̎ ȯȨẈ͚Ȩ ‫ Ȩ͢ ͵̯ͻ Ɂ;̥ ɁȨ˺̵ ɅȤȡ  ͍̀̾Ȩ̃ͮͻ 

 ǦȱǟǼȱǟ ȼȲȞȦǩ Ǡȵ Ȭȱǽȿ ÛǴɆȪȺǪȱǟ ǦɆȍǠƝ ǥȀȭǟǾȱǟ Ƃǟ ȼȲɆȶƠ ǢƶCreateProcess .  ƃǠǪȱǠȭ ǠȾȲȢǪȆȺȅ: 

 ǦȱǟǼȱǟ ȀȭǾǩǕ Ȭȱǽ ȰǤȩ ȸȮȱGetStartupInfo ǟǾȮȽ ǰǩǠȺȱǟ ȷɀȮɆȅ Ý: 

 

 ƃǠǪȱǠȭ ǠƵƘȦȎǩ Ż ƙǪȱǟǼȱǟ ǯǠǪƠ Ɣȱǟ ǧǠɆȺǤȱǟ ȤɅȀȞǩ Ǣƶ ǄɍȿǕ: 
 

STARTUPINFO sinfo;  

PROCESS_INFORMATION pinfo;  

BOOL Result =FALSE ;  

 

ZeroMemory ( &pinfo,sizeof ( pinfo )) ;  

ZeroMemory ( &sinfo,sizeof ( sinfo )) ;  

 

 ƘȢǪƫǟ ȣȀȞǪǣ Ǩȶȩ ǟǽǠƫResult  ǦȱǟǼȱǟ ȷǕ ȀȭǾǩ ÝCreateProcess  ǦȶɆȩ ȜǱȀǩBOOL . 
GetStartupInfo (&sinfo);  

Result=CreateProcess (FileTarget,0,0,0,0,DEBUG_PROCESS + 

DEBUG_ONLY_THIS_PROCESS,0,0,&sinfo,&pinfo);       

 

ǥȀȭǟǾȱǟ Ž ȤȩɀǪȵ ǠȺƭǠȹȀǣ ǴǤȍǕ Ǽȩ ǠȽ .Ǡȵ ǟ ȜǣǠǩ Ý ǦɆȱǠǪȱǟ ǥɀȖƪ... 

 

2.1.3. yċñākø^=ďñùÅ=ûĉ~¤ø^=

 

ǥȀȪȦȱǟ ȻǾȽ Ž ǄǟǼɆǱ Ȃȭǿ ȬȱǾȱ ǴȪȺƫǟ Ž ȴȾƫǟ ǒȂƨǟ ɀȽ ǟǾȽ . 

 ƃǠǪȱǟ ȰȮȊȱǠǣ ǦȪȲƩǟ: 
while(R esult)  

{  

 

}  

 

 ǦȪȲƩǟ ȰǹǼɆȆȥ ǥȀȭǟǾȲȱ ǰȵǠȹƎȱǟ ȰɆȶƠ Ž ǴƱ ǟǽǙ ȼȹǕ ɃǕ .ǄǠǤɅȀȩ ǡǟɀƨǟ ȣȀȞȺȅ Ý ǦȪȲƩǟ ȸȵ ǯȀƸ Ɠȵ ȸȮȱȿ. 

 

ȤȩɀǪȵ ɀȽ ǼɆȭǕ Ý ǰȵǠȹƎȱǟ ǦȱǠǵ ɄȽ ȤɆȭ ÝǦȪȲƩǟ Ȱǹǻ ȷǕ ǼȞɅ ǟǽǠȵ !! ǦȱǟǼȱǟ ȸȵ Ȥȩɀǩ ȸȮȱCreateProcess  ǢǱȿ ȬȱǾȱ
ſ ȼȱǠǹǻǙ ǦȱǟǼȱǠǣ Ȭȱǽȿ ǴɆȪȺǪȱǟ ǦȪȱWaitForDebugEvent ÝǄǟǼɆǱ ǠȽȀȭǾǪǩ ȬȹǕ ȸȚȹ 

ɃȀǪȵǟǿǠǣ ǯǠǪƠ ǦȱǟǼȱǟ ȻǾȽȷ  ƃǠǪȱǠȭ ǦȱǟǼȱǟ ȻǾȽ Ž ǦȵǼǺǪȆƫǟ ǦɆȺǤȱǟ ȤɅȀȞǩ Ǣƶȿ ÛǠȶȾǵȀȉ Ź: 
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DEBUG_EVENT DebugEvent;  

 

 Ȱǹǟǻ ǦȱǟǼȱǟ ɄȝǼǪȆȹ Ż ǦȪȲƩǟ: 
while(Result)  

{  

      WaitForDebugEvent (&DebugEvent,INFINITE);  

}  

 

ǴɆȪȺǪȱǟ ǦȪȲǵ Ž ǴǤȍǕ ȷǕ ǼȞɅ ǟǽǠȵ ȷɇǟ Ý 

ȤɆȭ ȣȀȞǩǕ Û ǰȵǠȹƎȱǟ Ž ǫǼƠ Ɣȱǟ ǫǟǼǵɉǟ ȜɆƤ ǦǤȩǟȀȵ Ǣƶ Ȭȱǽ ȴǪɅ  ǦȺȮȶƫǟ ȴɆȪȱǟ ȜǱǟǿ Ý ƘȢǪƫǟ Ž
dwDebugEventCode 

 ȰȶȞǣ ȳɀȪȺȅ ȬȱǾȱȿSwitch Case ǫǟǼǵɉǟ ǢȩǟȀȹȿ ȼȱ ǦȺȮȶƫǟ ȴɆȪȱǟ ǢȆǵ ƘȢǪƫǟ ǟǾƬ  . ɃǕ ǫǼƷ Ɓ ǦȱǠǵ Ž ǴɆȪȺǪȱǟ ȯǠȶȭǙ Ż
ȯǟǼȱǠǣ Ȭȱǽȿ ÛǦȺȮȶƫǟ ǫǟǼǵɉǟ ȸȵ ǫǼǵǥ  :ContinueDebugEvent ǄǟǼɆǱ ǠȾȞǱǟǿ. 

 

ȜǪȅǟ ȸȮƹ ǧǟǒǠȺǮǪȅɍǟ ȁȿǠǲǪȱ ƃǠǪȱǠȭ ǠƬǠȵ: 
 

ContinueDebugEvent (DebugEvent.dwProcessId, 

DebugEvent.dwThreadId,DBG_EXCEPTION_NOT_HANDLED);       

 

 ƃǠǪȱǟ ȰȮȊȱǠǣ ǦȲȵǠȭ ǦȪȲƩǟ ȷɀȮǩ ƃǠǪȱǠǣȿ: 

ǼȱǠǣ Ȭȱǽȿ ÛǠȾȲȭ ǧǟǒǠȺǮǪȅɍǟ ȁȿǠƟ ȼȱ ȤɆȒȹ ȷǕ ǼȞǣȯǟǥ ContinueDebugEvent   ǦɆȍǠƪǠǣDBG_CONTINUE . 

while ( Result )  

    {  

     WaitForDebugEvent ( &DebugEvent , INFINITE );  

        switch ( DebugEvent . dwDebugEventCode )  

        {  

            case  CREATE_PROCESS_DEBUG_EVENT:  

 

            break ;  

    

            case  EXCEPTION_DEBUG_EVENT:  

                ContinueDebugEvent (  DebugEvent . dwProcessId ,   

 DebugEvent . dwThreadId ,  

 DBG_CONTINUE);      

     

            break ;  

 

            case  CREATE_THREAD_DEBUG_EVENT:  

 

            break ;  
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            case  EXIT_PROCESS_DEBUG_EVENT:  

   Result = FALSE ;  

            break ;  

        }  

 

    Result =Continue DebugEvent (  DebugEvent . dwProcessId ,  

 DebugEvent . dwThreadId ,  

 DBG_EXCEPTION_NOT_HANDLED);  

}  

 

CloseHandle ( pinfo . hProcess );  

CloseHandle ( pinfo . hThread );  

ExitProcess ( 0);  

 

 ȧɎȡǙ ɂȆȺȹ ɍǴȪȺȹ ɃǾȱǟ ǰȵǠȹƎȱǟ ȧɎȡǙ ɀȽ ǦȪȲƩǟ ȸȵ ǯȿȀƪǟ ȓȀȉ ȷǕȿ ÛǦȪȲƩǟ ȸȵ ǯȿȀƪǟ ǼȞǣ ȐǣǠȪƫǟ ȧɎȡǙȿ ǴȪȺƫǟ. 

ǴɆȪȺǪȱǟ ǦȪȲǵ ǠȺɆŒǕ Ǽȩ ȷɀȮȹ ǟǾŏȿ . ǦȲǮȵɉǟ ǥȀȪȦȱ ȀȶȺȅȿ: 

 
 ȴȅǠǣ ǧǠȪȥȀƫǟ Ž ȻǼǲǪȅ ȰȵǠȭ ȰȮȊǣ ǻɀȮȱǟDebug1.cpp 

 

3. =Ĳ_oø_n==Wîċôæ·Ĉ=ďĊ=ÞñĀîðĉj=Ď=BP==ďċýċùåkø^=Ý=Ē_āok«^=çĉĀ=Ăüint3=\=

 ǠƵȿ ƙɆȅǠȅǕ ƙȶȆȩ ƂǙ ǠȾȶɆȆȪǪǣ ȳɀȪȺȅȿ ÛȃǿǼȱǟ Ž ȴȽɉǟ ǥȀȪȦȱǟ ɄȽ ȻǾȽ: 

1( ǴɆȪȺǪȱǟ ǦȪȲǵ Ž ǰȵǠȹƎȱǟ Ž ǠȾǪȱǟȁǙȿ ȤȩɀǪȱǟ ǦȖȪȹ Ȝȑȿ. 

2( ǢȲǱȿ ȤȩɀǪȱǟ ǦȖȪȹ Ƃǟ ȯɀȍɀȲȱ ǰȵǠȹƎȱǟ ȜǤǪǩ ǧɎǲȆƫǟ ȜɆƤ ǧǠȵɀȲȞȵ. 

 

3.1. =ďċíċôyċñākø^=ďñùv=Ý=tü_Ā2ø^=Ý=_ąkø^©dĈ=îðĉkø^=ďĮñĀ=æ·Ĉ=

ɄȦɆȭ ǠȺȥȀȝ ȷǕ ǼȞǣȿ ȷɇǟȿǥ ǴɆȪȺǪȱǟ ǦȪȲǵ Ž Ǡȵ ǰȵǠȹȀǣ ȰȞǱȤȩɀǩ ǦȖȪȹ Ȝȑȿ ǦȪɅȀȕ ɄȽȿ ÛǄǠȪɅɀȊǩ ȀǮȭɉǟ ǥȀȪȦȲȱ ȀȶȺȅ Û  Ž ȰȞȦǩ Ǡȶȭ
OllyDbg  øǣ Ȥȩɀǩ ǦȖȪȹ Ȝȑɀȱ ǠȵǠƢ(F2) . 

 ǦɆȶɆȲȞǪȱǟ ȷǚȥ ȴȲȞȹ Ǡȶȭint3 ǴɆȪȺǪȱǟ ǦȪȲǵ ȷǕ Ǡƞȿ ÛžǠȞƫǟ Ž ăǒǠȺǮǪȅǟ ǫǼƠ  ǦȖȪȹ Ȝȑɀȱ ǦȕǠȆǤǤȥ ÛǧǟǒǠȺǮǪȅɍǟ ǼȺȝ ȤȩɀǪȱǟ ǠȺȱ ǴɆǪǩ
Ȥȩɀǩ  ȷǕ ɄȦȮɅ ƙȞȵ ȷǟɀȺȝ ǼȺȝ ǦɆȶɆȲȞǪȱǟ ǾȦȺɅ ȷǟɀȺȞȱǟ Ȭȱǽ ȰȞƱInt3 . 
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3.1.1. ďċíċô=îðĉj=ďĮñĀ=æ·Ĉ===ďċýċùåkø_fInt3=Òåü=ă^ĉāä=Ý=

 ǾȦȺɅ ȧǻǕ ȰȮȊǣ ȿǕ ǦȺɆȞȵ ǦɆȶɆȲȞǩ ǾȦȺǩ ȷǟɀȺȝ Ȱȭ ǼȺȝ ȼȹǕ ȴȲȞȹ ǠȶȭOp Code  øȱǟ ÛƙȞȵOp Code  ǦɆȶɆȲȞǪȲȱint3  ɀȽ0xCC 
)0CCh. ( 

 

 ǦȱǟǼȱǟ ȰȶȞǪȆȺȅ ȬȱǾȱWriteProcessMemory  ǦɆȶɆȲȞǪȱǟ ǦǣǠǪȮȱ0xCC  ǦȖȪȹ Ȝȑȿ ȰǤȩ ȸȮȱ ÛȻǼȺȝ ȤȩɀǪȱǟ ǻǟȀƫǟ ȷǟɀȺȞȱǟ ǼȺȝ
Ȥȩɀǩ ȯǟǼȲȱ ȏȀȢȱǟ ǟǾƬ ǯǠǪǶȺȅȿ ÛǰȵǠȹƎȲȱ ǾɆȦȺǪȱǟ ȜǱȀȹ ɄȮȱ ǦɆȲȍɉǟ ǦɆȶɆȲȞǪȱǟ ȘȦƲ ȷǕ Ǣƶ ǥ :ReadProcessMemory . 

void  Set_int3_BP ( HANDLE hProcess , void *  Address , char  * OriginalOP )  

{  

    char  int3_OP =0xCC;  

    ReadProcessMemory ( hProcess , Address , OriginalOP , 1, 0);  

    WriteProcessMemory ( hProcess , Address , &int3_OP , 1, 0);  

}  

 

ǟȀǪȵȿǿǠǣ ǦǭɎǮǣ Ǧȱǟǻ ȤɅȀȞǪǣ ǠȺȶȩ ǼȪȥ ɁȀǩ Ǡȶȭǧ  ƃǟɀǪȱǟ ɂȲȝ ȴȽ: 

1( hProcess  :ȐǤȪȵ ǥȀȭǟǾȲȱ Ȱȶǂǟ ǰȵǠȹƎȱǟ. 
2( Address  :Ȥȩɀǩ ǦȖȪȹ Ȝȑȿ ǼɅȀȹ ɃǾȱǟ ȷǟɀȺȞȱǟ ȻǼȺȝ. 
3( OriginalOP  :Ȥȩɀǩ ǦȖȪȹ Ȝȑȿ ȰǤȩ ǦɆȲȍɉǟ ǦɆȶɆȲȞǪȱǟ ȼɆȥ ȘȦǶȺȱ. 

 

3.1.2. d=ďċíċôďĮñĀ=ďø^©=tü_Ā2ùø=þõwkø^=ç_r§dĈ=îðĉkø^=

îċôďĊ=ďø^©d=\îðĉkø^=ďĮñĀ=

Ȥȩɀǩ ǦȖȪȹ Ȝȑȿ ǼɅȀȹ ǠȺȹǕ ȏȀǪȦȹ  ȷǟɀȺȞȱǟ Ž0x004010E4  ǦɆȶɆȲȞǪȱǟ ǾɆȦȺǩ ǒǠȺǭǖȥInt3 ǒǠȺǮǪȅǟ ȰȎƷ ȷǟɀȺȞȱǟ ǟǾȽ ǼȺȝ . ǠȺȹǕ Șǵɍ
 ǻɀȮȱǟ ȜȖȪȵ ɀƲ Ȁȉǘƫǟ ȷǕȿ ǧǾȦȹ ǦɆȶɆȲȞǪȱǟ ȻǾȽ ȷǕ ɃǕ ÛǠȽǾɆȦȺǩ ǼȺȝ ǠȺȲȩEIP  øȱǟ ȷɉ Ǽǵǟɀǣ ǻǟȁ ǼȩOP Code  øȲȱint3  ɀȽ Ǡȵ

Ǽǵǟȿ ǨɅǠǣ ɍǙ. 

 

 ȿ ȷɇǟ ȰȎǵ ǒǠȺǮǪȅɍǟ ȷǽǙEIP = 0x004010E5 ƏǪȭ ɃǾȱǟ ǴȪȺƫǟȿ ǫǼƩǟ ǼȺȝ ǰȵǠȹƎȱǟ ȤȩȿǕ ǟ
EXCEPTION_DEBUG_EVENT . ȰȞȦȱ ÝȤȩɀǪȱǟ ǦȖȪȹ ȰɅȂȹ ȤɆȭȿ ÝȔǤȒȱǠǣ ȷǟɀȺȞȱǟ ǟǾȽ Ž ȰȎǵ ǒǠȺǮǪȅɍǟ ȷǕ ȣȀȞȹ ȤɆȭ ȷɇǟ
 ǦɆȱǠǪȱǟ ǦȪɅȀȖȱǟ țǠǤǩǟ Ɂɀȅ ǠȺɆȲȝ Ǡȵ Ȭȱǽ: 

  țɀȹ ȸȵ ȼȹǕ ȣȀȞȺȱ ǒǠȺǮǪȅɍǟ ƎǪƳ ȷǕ Ǣƶ ǊɍȿǕEXCEPTION_BREAKPOINT  . øȱǟ ǢȲƛ ȳɀȪȹ  ȬȱǾȭ ȷǠȭ ǟǽǙ
Context  ǦȱǟǼȱǠǣ ǴɆȪȺǪȱǟ ǼɆȩ ǰȵǠȹƎȲȱGetThreadContext  ȰȞƱ ȷǕ ǼȞǣContextFlags=CONTEXT_FULL 

 ǠȾȲȶȭǖǣ ǦɆȺǤȱǟ ǢȲƨ. 
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  øȱǟ ȷǿǠȪȹ Ȭȱǽ ǼȞǣ ŻEIP ȸȵ  øȱǟContext ȻǼȺȝ ȤȩɀǪȱǟ ǼɅȀȹ ɃǾȱǟ ȷǟɀȺȞȱǟ ȼȆȦȹ ɀȽ ȷǠȭ ǟǽǙ . ɀȽ ǠȺǪȱǠǵ Ž
0x004010E5  ǠȺȦȑǕ Ǽȩ ȼȹǕ ȀȭǾǩ1 ǧǾȦȹ ǦɆȶɆȲȞǪȱǟ ȷɉ ȷǟɀȺȞȲȱ. 

 

 Ȭȱǽȿ ÛȤȩɀǪȱǟ ǦȖȪȹ Ǧȱǟȁǚǣ ȳɀȪȺȅ ȷɇǟ ÛǼɅȀȹ ɃǾȱǟ ȷǟɀȺȞȱǟ ǼȺȝ ǄǠȵǠƢ ȤȩɀǪȵ ǰȵǠȹƎȱǟ ȷɇǟ ɀȽǠȽǡÛǠȾǪȱǟȁǚǣ ȳɀȪǩ ǦȖɆȆǣ Ǧȱǟǻ ǦǣǠǪȭ  ɄȽȿ
 ǦǶȑǟȿ: 

void  Remove_int3_BP ( CONTEXT * cntxt , HANDLE hThread , HANDLE hProcess , void *  

Address , char  OriginalOP )  

{  

    WriteProcessMemory ( hProcess , Address , &OriginalOP , 1, 0);  

    cntxt - >ContextFlags =CONTEXT_FULL;  

    GetThreadContext ( hThread , cntxt );  

    cntxt - >Eip -- ;  

    SetThreadContext ( hThread , cntxt );  

}  

 

ǡ ǠȽǠȹƘȡ Ɣȱǟ ǦɆȲȍɉǟ ǦɆȶɆȲȞǪȱǟ țǠǱǿǚǣ ȳɀȪǩ ȯȿɉǟ Ž ÝǦȱǟǼȱǟ ȻǾȽ ȰȶȞǩ ȤɆȭ ǴȑɀȺȅø int3  øȱǟ ǢȲƛ ȳɀȪǩ ŻContext  ƃǠƩǟ
 ǰȵǠȹƎȲȱ . øǣ ǼɅȂɅ ȷǟɀȺȝ ǼȺȝ ȤȪȹ ǠȺȹǕ ȀȭǾǩ1  øȱǟ ȌȪȺȹ ȷǕ ǢǱȿ ȬȱǾȱ ÛȻǼȺȝ ǠȺȦȩɀǩ ɃǾȱǟ ȷǟɀȺȞȱǟ ȸȝEIP  Ǽǵǟɀǣ ǻɀȞȹ ɄȮȱ

 ǦȱǟǼȱǠǣ ǰȵǠȹƎȲȱ ȴȮǶǪȱǟ ȜǱȀȹ Ż ÛǦɆȲȍɉǟ ǦȶɆȲȞǪȲȱSetThreadContext . 

 

ȯǟ ȯǟǘȆȱǟȿ ȼȆȦȹ ǳȀȖɅ Ƀǽ  :Ȥȩɀǩ ǦȖȪȹ ȜȒȹ ȷǕ Ǣƶ ƓȵÝ 

 

 ǟǾȮȽ ÛǥȀȭǟǾȲȱ ȣǼƬǟ ǰȵǠȹƎȱǟ ȰɆȶƠ ǼȞǣ ǥȀȉǠǤȵ ǠȾȞȑȿ ȬȺȮƹ: 

 

Result =CreateProcess (  FileTarget ,  

 0, 0, 0, 0,  

 DEBUG_PROCESS+ DEBUG_ONLY_THIS_PROCESS,  

 0, 0,  

 &sinfo ,  

 &pinf o);       

Set_int3_BP ( pinfo . hProcess ,( void  * ) 0x004010E4 , &OriginalOP );  

 

 ȿǕ )ǠȺȲȩ ȀȭǾǩ" :ȿǕ ( " ǫǼƩǟ Ž ǠȾȞȑȿ ȬȺȮƹCREATE_PROCESS_DEBUG_EVENT  ǟǾȮȽ: 
switch( DebugEvent.dwDebugEventCode )  

    {  

    case  CREATE_PROCESS_DEBUG_EVENT:  

           Set_int3_BP(pinfo.hProcess,(void *)0x004010E4,&OriginalOP ) ;  

     break ;    
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\îðĉkø^=ďĮñĀ=ďø^©d=hÍ=Đkü=

 ƃǠǪȱǠȭ ÛǒǠȺǮǪȅɍǟ ǼȺȝ ȤȩɀǪȱǟ ǒǠȺǭǕ ǠȾǪȱǟȁǙ ȸȮƹ: 

 

case  EXCEPTION_DEBUG_EVENT:  

if ( DebugEvent . u.Excepti on. ExceptionRecord . ExceptionCode ==EXCEPTION_BREAKPOINT)  

{  

 cntxt . ContextFlags =CONTEXT_FULL;  

 GetThreadContext ( pinfo . hThread , &cntxt );  

 if ( cntxt . Eip ==0x004010E5 )  

      {  

          MessageBox ( 0, "We Are on the BP" , "On BP" , MB_OK);  

          Remove_int3_BP (  &cntxt ,  

 pinfo . hThread ,  

 pinfo . hProcess ,  

 ( void  * ) 0x004010E4 ,  

 OriginalOP );   

      }  

}  

ContinueDebugEvent ( DebugEvent . dwProcessId ,   

 DebugEvent . dwThread Id ,  

 DBG_CONTINUE);  

break ;  

 

 

3.2. _oø_n=Wÿ¤ñkü=ČñċgĮj=û_oü 

 

ȃǿɀȆȱǟ Ȝȵ ȨȥȀȵ ǦɆǶȑ ȸȵ ȯǠɅȀȆȱǟ ȌȺǪȪɅ ȯǠǮƫ ǧǠȪȥȀƫǟ Ž ǄɎȵǠȭ ǻɀȮȱǟ ǼƟ .ǄǟǼǱ Ǵȑǟȿ ɀȽȿ. 

Ɓǟ ȜɆƤ ǦȶɆȩ ɄȖȞɅ ǄɍǠǮȵ ǼǲȺȅ ǄǠȒɅǕȿǠȵ ȷǟɀȺȝ Ž ȤȩɀǪȱǟ ǒǠȺǭǕ ǧɎǲȅ. 

 

ȷɇǟ ȳɀȪȺȅ ǦȅǟǿǼǣ ȯǠǮȵ ȳǼȪǪȵ ÛǄɎɆȲȩ Ǵȑɀȹ ȸȵ ȼȱɎǹ ǦȪɅȀȕ ȜǤǪǩ Ȝȑȿȿ ȔȪȹ Ȥȩɀǩ ɂȲȝ ǰȵǠȹȀǣ ȓɀȢȒȵ ȌȺȩȿ ȯǠɅȀȆȱǟ ÛǄǠȒɅǕ 
ȳɀȪȺȅȿ ȨɆǤȖǪǣ Ȱȭ Ǡȵ ȻǠȺȶȲȞǩ Ž ǟǾȽ ȃǿǼȱǟ ɂȲȝ ǟǾȽ ÜȯǠǮƫǟ ǬɆǵ ǢȩǟȀȺȅ ǢȲȡǕ ǫǟǼǵɉǟ ȼǣ. 

 

ǴǪȥǟ ǦɆǶȒȱǟ ǠȽǟȀǪȅȿ ƃǠǪȱǠȭ : 

http://www.at4re.com/f/showthread.php?t=6392
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ǢȲȖɅ ȴȅɍǟ ȯǠɅȀȆȱǟȿ ȬȱǠȺȽȿ ǦȱǠȅǿ ǖȖǹ .ȷɇǟ ȼȲƥ Ž OllyDbg : 

 

 

 ȔȢȑ ȬȦǩ ȤɆȭ ȣȀȞǩ ǨȹǕUPX ÝǴɆǶȍ ǊǠɅȿǼɅ ! ȔȢȑǟ Ż ȔȡǠȒȱǟ ǟǾƬ ǥȂɆȶƫǟ ǥȂȦȪȱǟ Ƃǟ ȯȂȹǟF9 : 

 

 

ǥȂȦȪȱǟ ǼȺȝ ȷǟɀȺȞȱǟ 00x05212DF  ȻȀȭǾǩ ǄǟǼɆǱ. ȷɇǟ ȿ ɍ ȔȢȒǩ F8 Ȱǣ ȼƟǟ ƂǙ ȷǟɀȺȞȱǟ ɃǾȱǟ ǢȽǾǩ ȼȱ ǥȂȦȪȱǟ : 
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ȰȪǪȺǪȅ Ƃǟ ȷǟɀȺȞȱǟ 0x040675C0: 

 

 

ȰɆƤ !!ȷɇǟ ǴǤȍǕ ǻɀȮȱǟ ÛǄǠǶȑǟȿ ȷǽǙ ǟǽǠȵ ȰȎǵ ƙǵ ǠȺȞȑȿ ǦȖȪȹ ÝȤȩɀǪȱǟ! 

Ǡȶȭ ȴȲȞǩ øȥ UPX ǰȵǠȹȀǣ ȔȢȑ .Ǡȵ ȰȎƷ ȰǤȩ ǾɆȦȺǩ ǥȂȦȪȱǟ ɀȽ Ȭȥ ȔȢȑ ǻɀȭ ǰȵǠȹƎȱǟ Ž ǥȀȭǟǾȱǟ Ż ȻǾɆȦȺǩ ǠȽǼȞǣ. 

ȷɇǟ ȔȢȒȺȱ F9 ǼȽǠȊȺȱȿ ȸɅǕ ǜǤǪƸ ÝȯǠɅȀȆȱǟ 

ǼȞǣ ȔȢȒȱǟ ɂȲȝ F9 Ȝȑ ǦȖȪȹ Ȥȩɀǩ ǼȺȝ MessageBox ȸȵ ȯɎǹ CommandLine Ž OllyDbg ǟǾȮȽ : 

 

 

ȿǕ ȸȵ ȯɎǹ ǦȥǠȑǙ ǠȺɆǹǕ Zool@nder ǟǾȮȽ : 

 

 

 ȸȮɆȱȿ ÛȯǠɅȀȅ ɃǕȿ ȴȅǟ ɃǕ ǢǪȭǟ ŻAT4RE ȿ  ɀȽ ȯǠɅȀȆȱǟ1111111111111  ȔȢȑǟ Ż"ȰɆǲȆǪȱǟ ȸȵ ȨȪƠ"  ȤȩɀǪɆȅȿ
OllyDbg  ȷǠȮƫǟ ǟǾȽ Ž: 
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 ȸȵ ȤȩɀǪȱǟ ǦȖȪȹ ȯȁǕMOV EDI,EDI  Ž ǠȾȞȑ ŻRETN 10  ȔȢȑǟȿF9  ǠȽǼȞǣȿ Ȩȥǟɀȵ ÛȬȱ ǧȀȾș Ǽȩ ǖȖƪǟ ǦȱǠȅǿ ȷǕ ǼǲǪȅ
 ȤȩɀǪɆȅOllyDbg  ǼȺȝRETN 10 . 

  ȔȢȑǟF8 ǖȖƪǟ ǦȱǠȅǿ ǿǼȎȵ ǼȺȝ ȬȆȦȹ ǼǲǪȅȿ. 

Ȥȩɀǩ ǦȖȪȹ Ȝȑ ȷɇǟ  ȷǟɀȺȞȱǟ ǟǾȽ ǼȺȝ00403FF4  ƃǠǪȱǟ ǼȽǠȊȺȅ ǠȽǼȺȝȿ ÛȰɆǲȆǪȱǟȿ ȴȅɍǟ ȯǠǹǻǙ ǼȝǕ Ż)ɎǲȆƫǟ ȀȚȹǟǧ: ( 

 

 

 ȴȅɍǠǣ ȋǠƪǟ ȯǠɅȀȆȱǟ ɀȽǠȽAT4RE  ȼȹǙ0160 ȼǣȀǱ .. ȰȶȞɅ ȼȹǙ !! ɄȲɅ Ǡȵ ȀȭǾǪȹ ȷǕ Ǣƶ ȷɇǟ: 

1(  ǥȀȭǟǾȱǟ Ž ǻɀȮȱǟ ȬȦȱ ǥȂȦȪȱǟ ȷǟɀȺȝ :0x05212DF . 
2(  ɀȽȿ  ÛȯǠɅȀȆȱǟ ȌȺȪȱ ȻǼȺȝ ȤȩɀǪȱǟ ǼɅȀȹ ɃǾȱǟ ȷǟɀȺȞȱǟ :0x0403FF4 . 

3(  ȰǲȆƫǟ Ž ɃǾȱǟ ȷǟɀȺȞȱǟ Ž ǼǱɀɅ ȯǠɅȀȆȱǟEDX  . 

 

ȰȡǕ ȧOllyDbg ǄǠɆƭȀǣ Ȭȱǽ ȰȞȦȹ ǠȺȝǻȿ. 

 

ǄɍȿǕ  :ÝȬȱǾǣ ȳɀȪǩ ȤɆȭ ȣȀȞǩ ȬȺȚȹȿ ǴɆȪȺǪȱǟ ȰǱǕ ȸȵ ǰȵǠȹƎȱǟ ȰȶǶȺȅ.! 

ǄǠɆȹǠǭ  :Ȥȩɀǩ ǦȖȪȹ Ȝȑɀǣ ȳɀȪȺȅ  ǥȂȦȪȱǟ ȷǟɀȺȝ ǼȺȝ0x05212DF  ȷǟɀȺȞȱǟ ǼȺȝ ɁȀǹǕ ǦȖȪȹ ȜȒȹ Ż ǠȾȲɅȂȹ ǰȵǠȹƎȱǟ ȤȩɀǪɅ ƙǵȿ
0x0403FF4  ȤȩɀǪɅ ƙǵȿ ȰɆǲȆǪȱǟ ǧǠȵɀȲȞȵȿ ǧɎǲȆƫǟ ȌȺȪǣ ȳɀȪȹ ǥƘǹɉǟ ȻǾȽ ǼȺȝ:  
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case  CREATE_PROCESS_DEBUG_EVENT:  

 Set_int3_BP ( pinfo . hProcess ,( void  * ) 0x005212DF , &OriginalOP );  

break ;  

 

case  EXCEPTION_DEBUG_EVENT:  

 if ( DebugEvent . u.Exceptio n. ExceptionRecord . ExceptionCode ==EXCEPTION_BREAKPOINT)  

 {  

  cntxt . ContextFlags =CONTEXT_FULL;  

  GetThreadContext ( pinfo . hThread , &cntxt );  

  if ( cntxt . Eip == 0x005212DF + 1)  

  {  

   Remove_int3_BP ( &cntxt ,  

    pinfo . hThread ,  

    pinfo . hProcess ,  

    ( void  * ) 0x005212DF ,  

    OriginalOP );  

 

   Set_int3_BP ( pinfo . hProcess ,( void  * ) 0x00403FF4 , &OriginalOP );  

  }  

  else  if ( cntxt . Eip == 0x00403FF4 + 1)  

  {  

   wsprintf ( RegInformation , "EAX = %.8X \ n"  

     "ECX = %.8X \ n"  

     "EDX = %.8X \ n"  

     "EBX = %.8X \ n"  

     "ESP = %.8X \ n"  

     "EBP = %.8X \ n"  

     "ESI = %.8X \ n"  

     "EDI = %.8X" ,   

    cntxt . Eax ,  

    cntxt . Ecx ,  

    cntxt . Edx ,  

    cntxt . Ebx ,  

    cntxt . Esp ,  

    cntxt . Ebp,  

    cntxt . Esi ,  

    cntxt . Edi );  

         

   MessageBox ( 0, RegInformation , "Registers" , MB_OK |  MB_ICONINFORMATION);  

   ReadProcessMemory ( pinfo . hProcess ,( void  * ) cntxt . Edx , Serial , 5, 0);  

   MessageBox ( 0, Serial , "Your Serial Is :" , 0);  

   Remove_in t3_BP  (  &cntxt ,  

    pinfo . hThread ,  

    pinfo . hProcess ,  

    ( void  * ) 0x00403FF4 ,  

    OriginalOP  );  

  }  

 }  

 ContinueDebugEvent ( DebugEvent . dwProcessId ,  

    DebugEvent . dwThreadId ,  

    DBG_CONTINUE);  

break ;  

 

ȷɇǟ ȤɆȒȺȅ ȐȞǣ ǟǼǵɉǟÜǫ ǄɎǮȵ ǟǽǙ Ȱƥ ǰȵǠȹƎȱǟ Ǧȱǟǻ ÛǠȵ ȳɀȪȺȅȿ ǢȲƛ øȱǟ ImageBase ÛǠƬ ǄǠȒɅǕȿ ȀȾȚȺȅ ǦȱǠȅǿ ɄȖȞǩ ǻɀȭ 
ǦȱǠǵ ǯȿȀǹ ǰȵǠȹƎȱǟ ȸȵ ǴɆȪȺǪȱǟ : 

case  LOAD_DLL_DEBUG_EVENT:  
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    wsprintf ( SomeInfo , "The Program Loads a new Library its ImageBase =                             

%.8X" , DebugEvent . u.LoadDll . lpBaseOfDll );  

    MessageBox ( 0, SomeInfo , "Dll ImageBase" , MB_OK);  

break ;  

 

 

 ǧǠȵɀȲȞȵ ȐȞǣ ǢȲǱPE  ǥȀȭǟǾȲȱ ȤȲƫǟ ȰɆȶƠ ǒǠȺǭǕ: 

 

case  CREATE_PROCESS_DEBUG_EVENT:  

    Set_int3_BP ( pinfo . hProcess ,( void  * ) 0x005212DF , &OriginalOP );  

    wsprintf ( SomeInfo , "Program Loaded : \ nImageBase = %.8X \ nEP = %.8X" ,  

DebugEvent . u.CreateProcessInfo . lpBaseOfImage ,  

DebugEvent . u.CreateProcessInfo . lpStartAddress );  

    MessageBox ( 0, SomeInfo , "Some Pe Info" , MB_OK);  

break ;  

 

 

Ǣȕ ǴɆȪȺǪȱǟ ȸȵ ǯȿȀƪǟ ǦȱǠǵ ǻɀȭ ǄǠȒɅǕȿ ÛǴɆȪȺǪȱǟ ȸȵ ǯȿȀƪǟ ǒǠȺǭǕ ǦȱǠȅǿ ț: 

 

case  EXIT_PROCESS_DEBUG_EVENT:  

 wsprintf ( SomeInfo , "Program Closed , its state = %.8X" ,  

DebugEvent . u.ExitProcess . dwExitCode );  

    MessageBox ( 0, SomeInfo , "State" , MB_OK);  

    Result =FALSE;  

break ;  

 

ǧǻǿǕ ȷǙ ǫǟǼǵɉǟ ɄȩǠǣ ɂȲȝ ȷȀȶǪȱǟ ȬȺȮƹ .ǧǠȪȥȀƫǟ Ž ǻɀȭ ȃǿɀȆȱǟ .

 

 Ȱȶȝ ǠȹǻǿǕ ɀȱ ȷɇǟ ǟǽǠȵAttach Ý ǴɆȪȺǪȱǟ ȰǱǕ ȸȵ ǰȵǠȹƎȱ 

 

 ȸɅȀȵɉǟ ȣǾƜ ȼǣ ȳǠɆȪȱǟ ȸȮƹȿ ȔɆȆǣ ȀȵɉǟCreateProcess  ȿGetOpenFileNameA  ǦȱǟǼȱǠǣ ǠȶȾȒɅɀȞǩȿ
DebugActiveProcess  ǰȵǠȹȀǣ ǴǪȥǟ ǄɎǮȵ ÜȰȮȊȱǟ ǟǾŏ ǠƬɎȢǪȅǟ ȸȮƹ ƔȱǟKernel Detective  ɂȲȝ ȰȎǶǪȱPID  ǰȵǠȹȀǣ

 ȼǶɆȪȺǩ ȰǱɉ: 
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 ǦȱǟǼȲȱ ȼȖȞȹ ŻDebugActiveProcess  ƃǠǪȱǠȭ: 

DebugActiveProcess((DWORD)1576) ; 

 

ǴɆȪȺǪȱǟ ǦȪȲƩ ȼȲǹǼȹ Ż. 

 

 

 

ȳɎȆȱǟȿ ǥɎȎȱǟ ȼɆȲȝ ǼȶƮ ǠȹǼɆȅ ȨȲƪǟ ȣȀȉǕ ɂȲȝ ȳɎȆȱǟȿ ǥɎȎȱǟȿ ȃǿǼȱǟ ɄȾȺȹ ǠȺȽ ƂǙ. 
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êāċkgĊ¨õ¬ø^=Ý=OllyDb g 
Scripting  In OLLYDBG  : OdbgScript 

 

4. ďü¤ñÛ^=

 OdbgScript: ɄȽ ǦȢȱ ǦƭȀǣ ǦȍǠǹ ǰȵǠȹƎǣ ǴɆȪȺǪȱǟ OllyDbg ɄȽȿ ǦȾɆǤȉ ƂǙ ňǼǵ Ǡȵ ǦȢȲǣ ȜɆȶǲǪȱǟ. 

ȰȮȭ ǦȢȱ ǨǤɅȀȮȅ OdbgScript ȼȱ ȀȵǟȿǕ ȿǧǠȥȀȞȵ ǦȍǠǹ ȼǣ ȰȞƟ ǦɆȲȶȝ ǴɆȪȺǪȱǟ ǄǟȀȵǕ ǄɎȾȅ ǄǠȍɀȎǹ ǠȵǼȺȝ ǢȲȖǪɅ Ȁȵɉǟ ǾɆȦȺǩ 
ǧǠɆȲȶȝ ǦɆȱǓ ȿǕ ǥǿȀȮǪȵ ȿǕ ƙȺǭɍǟ ǄǠȞȵ. 

ȧȀȖǪȺȅ Ž ǟǾȽ ȃǿǼȱǟ ƂǙ ȤɅȀȞǪȱǟ ȰȮǣ ɉǟȀȵǟȿ ȿǧǟƘȢǪƫǟ ȯǟǫǡǟǧǥ ȯø OdbgScript Û ǇȰȭ ɂȲȝ ǥǼǵÛ Ȝȵ ǨȱǟȤȩȿ ǼȺȝ ȐȞǣ 
ǦȲǮȵɉǟ ǦȞɅȀȆȱǟ ǦɆȲȶȞȱǟȿÛ ȿƔȱǟ ȸȮƹ ȸȪǵ ǠȾȶȚȞȵ ǥȀȉǠǤȵ Ž ȤȲȵ ǨǤɅȀȮȅ ɄȎȹ ȿǠȽǗǠȝǼǪȅǟ ǢɅȀǲǪȲȱ. 

 

5. m_ċ«_«`=hÍ=_ąkì¨åü=

ɄȽ ǦŏǠȊȵ ǠőƘȚȺȱ Ž ǦȢȱ ȜɆȶǲǪȱǟ Ȝȵ ǧǠȥɎǪǹǟ ǦȖɆȆǣ : 
 ȰȵǠȞǪɅ OdbgScript Ȝȵ Ȱȭ ȴɆȪȱǟ ȯǟǨǣǠǭǥ ɂȲȝ ǠŒǕ ȴɆȩ ǦǪȅ ǦɅȀȊȝ. 

 ǼȺȝ ȯǠȶȞǪȅǟ ȴɆȩ ǦɅȀȊȝ ɄȢǤȺɅ ȷǕ ȜǤǪǩ ǦȖȪȺǣ. 

 ǼȺȝ ȯǠȶȞǪȅǟ ǧǟǿǠǤȝ ǦǪȅ ǦɅȀȊȝÛ Ǣƶ ǠȽȀȎǵ ƙǣ ȂȵȀȱǟ  #)ȯǠǮȵ :#004A #(. 

 ȸȮƹ ȯǠȶȞǪȅǟ ȂȵȀȱǟ Ý ȐɅɀȞǪȱ ȴɆȪȱǟ ǦȱɀȾŎǟ )ȯǠǮȵ :#4?00 #(. 

 ɄȩǠǤȭ ǧǠȢȱ ÛǦƭƎȱǟ OdbgScript ȴȞǪȆɅȯ ǧɎȵǠȞƫǟ ǦɆȱǠǪȱǟ- + :  / * > < ̂ | &ǬɆǵ : 

 

 &ȰǣǠȪɅ AND 

 |ȰǣǠȪɅ OR 

 ̂ȰǣǠȪɅ XOR 

> ȰǣǠȪɅ SHR 

< ȰǣǠȪɅ SHL 

 

ǧǟƘȢǪƫǟ ǥȁɀǲǂǟ :ɄȽ ǒǠƧǕ ǦȍǠǹ ȜȺƹ ȷǕ ǴȺƢ Ƀɉ ƘȢǪȵ ȀǹǓ: 

 $RESULT ɃɀǪƠ ǄǠȶǝǟǻ ǦȶɆȪȱǟ ǦȞǱȀƫǟ ȸȵ Ȁȵǟȿɉǟ. 
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49 2009 ͜Ά͉̉͂̎ ȯȨẈ͚Ȩ ‫ Ȩ͢ ͵̯ͻ Ɂ;̥ ɁȨ˺̵ ɅȤȡ  ͍̀̾Ȩ̃ͮͻ 

 $RESULT_1 ǦȶɆȪȱǟ ǦȞǱȀƫǟ ȸȵ ȐȞǣ ɉǟȀȵǟȿ. 

 $RESULT_2 ǦȶɆȪȱǟ ǦȞǱȀƫǟ ȸȵ ȐȞǣ Ȁȵǟȿɉǟ. 

 $VERSION ȜǱȀǩ ȴȩǿ ǿǟǼȍǙ OdbgScript. 

 

6. m_ñċùåkø^=

ǼȺȝ ȯǠǹǻǙ ǧǠȪɆȲȞǩ ǦɆȎȹ ɂȲȝ ɃǕ ǨǤɅȀȮȅ Ǣƶ ǥǠȝǟȀȵ Ǡȵ ɄȲɅ: 
 ȨɆȲȞǪȱǟ ȨǤȆɅ Ǽǵǖǣ ȸɅȂȵȀȱǟ ; ȿǕ // . 

 ȀȖȅ ȨɆȲȞǪȱǟ ȧɀǤȆƫǟ ȂȵȀȱǠǣ ; ɃȀȾș Ž ǥǾȥǠȹ ǾɆȦȺǩ ǨǤɅȀȮȆȱǟ. 

 ȸȮƹ ǒǠȺȢǪȅɍǟ ȸȝ ȸɅȂȵȀȱǟ ƙȪǣǠȆȱǟ ȓȀȉ ȀȎǵ Ȍȹ ȨɆȲȞǪȱǟ ƙǣ /* ȿ*/ . 

7. m^¥^¦Ä^=

 ǥǽǟǾƨǟ )label : (ǦɆȶȆǩ ȀȖȅ ƙȞȵ ȸȵ ǨǤɅȀȮȆȱǟ ȏȀȢȱ ȂȦȪȱǟ ȼɆȱǙ ǼȺȝ ǾɆȦȺǩ ǨǤɅȀȮȆȱǟ . 
 ȤɅȀȞǪȱ ǥǽǟǾǱ ɄȦȮɅ ǦǣǠǪȭ ȴȅɍǟ ǻǟȀƫǟ ǠƬ țɀǤǪȵ ȂȵȀȱǠǣ ȷǠǪȖȪȹ . : 
 ǨȅɍǠȾǝǠȝǻ ǢǪȮɅ ǠȾƧǟ ǼȞǣ ǦȶɆȲȞǪȱǟ ǦǤȅǠȺƫǟ ȷȿǻ ȷǕ ȜǤǪǩ ȂȵȀȱǠǣ ȷǠǪȖȪȹ . : 

 

8. ¨ü^Ĉ`=OdbgScript=

8.1. ďéċ´ø^=ďü_åø^=

ǦȢɆȎȱǟ ǦȵǠȞȱǟ Ƀɉ ȀȵǕ ȃǧȷɀȭ ɂȲȝ ȰȮȊȱǟ ƃǠǪȱǟ : 

INSTRUCTION param1, param2 [param3] 

ǬɆǵ  :

INSTRUCTION ü  ǦȶɆȲȞǪȱǟ ȿǕ Ȁȵɉǟ. 

param1 ü  ƁǟȰȵǠȝ ȯȿɉǟ. 

param2 ü  ȰȵǠȞƫǟ ƆǠǮȱǟ. 

param3 ü  ȰȵǠȞƫǟ ǬȱǠǮȱǟÛ ȿɀȽ ɃǿǠɆǪǹǟ ȿƘȡ ɄȵǟȂȱǙÜ ȻǻɀǱɀȱ ƙǣ 
ƙǪȥɀȪȞȵ. 

 

8.2. m_ýċùåkø^=

ADD  :  

ƗƺǒƮǃƒ ADD dest, src 
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ýǍƶƽǆǃƒ ƗƼƓưƍ src Ǐǃƍ dest ƲƽơǍ ƝƙƓǈǃƒ ǑƼ dest 

ýƓùùƛǆ  ƥƶƕ ƗǒǄǆƶǃƒ x= "100 times" // add x, "times" 

 x = 100 // mov x, 100  

 ƗƼƓưƍ 100 Ǐǃƍ ecx // add ecx, x 

 ƗƼƓưƍ 200 Ǐǃƍ ǎǍƙơǆ ǇƒǍǈƶǃƒ 401000 // add [401000], 200 

AL  :  

ƗƺǒƮǃƒ AL 

ýǍƶƽǆǃƒ Ʀƽǈƙ ƧǆǕƒ "Animate into" 

ALLOC  :  

ƗƺǒƮǃƒ ALLOC size 

ýǍƶƽǆǃƒ ƭƮƤƙ ƗơƓƪǆ ƓǋƧƥƿ size ǑƼ ƖƧǂƒƦǃƒ.  ǍƜƧƙƳ ǇƒǍǈƶǃƒ ƭƮƤǆǃƒ ǑƼ $RESULT 

AN :  

ƗƺǒƮǃƒ AN add 

ýǍƶƽǆǃƒ Ʀƽǈƙ ƧǆǕƒ Analyze ǇƒǍǈƶǄǃ addr 

ýƓùùƛǆ   =CTRL-A // an eip 

AO :  

ƗƺǒƮǃƒ AO 

ýǍƶƽǆǃƒ Ʀƽǈƙ ƧǆǕƒ "Animate Over" 

ASK :  

ƗƺǒƮǃƒ ASK question 

ýǍƶƽǆǃƒ Á ƧǌƲƙ ƖƦƼƓǈ ƗǒƮǈ ǐǍƙơƙ ƖƧƓƕƶǃƒ question ƔǄƞǃ ƭǈǃƒ ýƤƥǆǃƒ Ǉǆ ƻƧƱ ýǆƶƙƪǆǃƒ .
Á ƴƞƧƙ $RESULT = 0 ƥǈƵ Ʊƺưǃƒ ǏǄƵ Ƨƨ ƇƓƺǃǗƒ. 

Á ƴƞƧƙ ǁǃƦǂ ýǍƱ ƭǈǃƒ ǑƼ Ƨǒƺƙǆǃƒ $RESULT_1 .
 

ýƓùùƛǆ   // mov eip, $RESULT 
"ask "Enter new EIP 
cmp $RESULT, 0  
je cancel_pressed 
mov eip, $RESULT 
 cancel_pressed: 
ret 

ASM  :  

ǑƮǃƒƗƹ ASM addr, command 

ýǍƶƽǆǃƒ Ǉǀơƙ ƧǆǕƒ command ǑƼ ǇƒǍǈƶǃƒ addr 

ýƓùùƛǆ    asm 4012FE, "xor eax,eax"  

ASMTX

T : 

 

ƗƺǒƮǃƒ ASMTXT addr, file 

ýǍƶƽǆǃƒ Ǉǀơƙ ƥǍǂ ƻǄǆ ƴǒǆƞƙǃƒ ǑƼ ǇƒǍǈƶǃƒ addr 

ýƓùùƛǆ    asm 4012FE, "mycode.asm" 

ATOI  :  

ƗƺǒƮǃƒ ATOI str [, base=16.] 
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ýǍƶƽǆǃƒ ýǒǍơƙ ƖƧƓƕƶǃƒ ƗǒǆƿƧǃƒ str Ǉǆ ƩƓƪǕƒ base )ŹƓǒưƒƧƙƼƒ Ɨƙƪ ǐƧƬƵ( Ǐǃƍ ƓǌǄƕƓǀǆ ýƒƗƙƪ ǐƧƬƵ  .
ƝƙƓǈǃƒ ǑƼ $RESULT 

ýƓùùƛǆ  RESULT = 1E // atoi "30", 10.  

 RESULT = 0E // atoi "1110", 2 

BC :  

ƗƺǒƮǃƒ BC [addr] 

ýǍƶƽǆǃƒ ƻƦơ ƗƱǀǈ ƻƿǍƙ Ƨǒƹ ƗƱǍƧƬǆ ƥǈƵ ǇƒǍǈƶǃƒ addr 

ýƓùùƛǆ   // bc  6A0000 

  // bc eip 

BD :  

ƗƺǒƮǃƒ BD [addr] 

ýǍƶƽǆǃƒ ýǒƱƶƙ ƗƱǀǈ ƻƿǍƙ Ƨǒƹ ƗƱǍƧƬǆ ƥǈƵ ǇƒǍǈƶǃƒ addr 

ýƓùùƛǆ    bd  6A0000 

   bd eip 
BEGINS

EARCH: 

 

ƗƺǒƮǃƒ BEGINSEARCH [start] 

ýǍƶƽǆǃƒ ƣƪǈ ƥǍǂǃƒ Ơǀǈǆǃƒ ŅƇƒƥƙƕƒ Ǉǆ ǇƒǍǈƶǃƒ start Ǐǃƍ ƖƧǂƒƦǃƒ.  
Ǎýǆƶƙƪƙ ƖƒƨƒǍǆǃƓƕ ƴǆ ENDSEARCH ŹƓƕǃƓƹ ƴǒƧƪƙǃ ƗǒǄǆƵ ƚơƕǃƒ ƧǆǕƓƕ FIND. 

ýƓùùƛǆ   ;  mov count, 0 

  ;  mov start, eip 

 ƣƪǈ ŅƇƒƥƙƕƒ Ǉǆ eip   ;  beginsearch start 

  ;  loop: 

 ƚơƕǃƒ  ŅƇƒƥƙƕƒ Ǉǆ eip ǇƵ ƗǆǒǄƶƙǃƒ pushad ;  find start, #60#  

 ƭơƼ Ɨƞǒƙǈ ƚơƕǃƒ ;  cmp $RESULT,0 

 ƜǍƧƤ ƒƦƍ ǅǃ ƥƞǍƙ ;  je end 

 ýǀǈ ǇƒǍǈƶǃƒ ǑǃƓƙǃƒ ǐƦǃƒ ƘƥƞǍ ǊǒƼ ƗǆǒǄƶƙǃƒ Ǐǃƍ 
start 

;  mov start, 
$RESULT+1 

 ƖƥƓǒƨ ƥƒƥƶǃƒ ;  add count, 1 

  ;  jmp loop 
end : 

  ;  end : 

 ƸǒƧƽƙ ƖƧǂƒƦǃƒ ;  endsearch 

 ƧƓǌƲƍ ƥƥƵ ƘƒƧǆ ƜǍƥǍ ƗǆǒǄƶƙǃƒ ;  msg count 

BP:  

 ƗƺǒƮǃƒ BP addr 

 ýǍƶƽǆǃƒ ýǒƶƽƙ ƗƱǀǈ ƻƿǍƙ Ƨǒƹ ƗƱǍƧƬǆ ƥǈƵ ǇƒǍǈƶǃƒ addr 

 ýƓùùƛǆ    bp  6A0000 

   bp eip 

BPCND:  

 ƗƺǒƮǃƒ BPCND addr, cond 
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52 2009 ͜Ά͉̉͂̎ ȯȨẈ͚Ȩ ‫ Ȩ͢ ͵̯ͻ Ɂ;̥ ɁȨ˺̵ ɅȤȡ  ͍̀̾Ȩ̃ͮͻ 

 ýǍƶƽǆǃƒ ýǒƶƽƙ ƗƱǀǈ ƻƿǍƙ ƗƱǍƧƬǆ ƱƧƬǃƓƕ cond ƥǈƵ ǇƒǍǈƶǃƒ addr 

 ýƓùùƛǆ  ƻƿǍƙ ƒƦƍ ýƞƪǆǃƒ AL=1  bpcnd 401000, 
"AL==1" 

BPGOT

O: 

 

 ƗƺǒƮǃƒ BPGOTO addr, label 

 ýǍƶƽǆǃƒ ƨƽǀǃƒ Ǐǃƍ ƖŽƦƒŽƦŃƞǃƒ label ƥƶƕ ƻǍƿǍǃƒ ǏǄƵ ƗƱǀǈ ƻƿǍƙǃƒ ƥǈƵ ǇƒǍǈƶǃƒ addr ǍǑǋ ǊƕƓƬǆƖ Ƨǆǖǃ EOB 

 ýƓùùƛǆ   
 

ƥǈƵ ƚǍƥơ int3 exception ,
ƘƓǆǒǄƶƙǃƒ ýǆǂƙ ŹƓƿǚƱǈƒ Ǉǆ 
notice 

 
 

; 
; 

mov addr, 64A000 
bp addr 
bpgoto  addr, notice 
Χ 
Χ 
notice:            
msg "Break Point set correctly" 

BPHWC   
 

 

ƗƺǒƮǃƒ BPHWC [addr] 

ýǍƶƽǆǃƒ ƻƦơ ƗƱǀǈ ƻƿǍƙ ƧǒǍƥƧƓǋ ƥǈƵ ǇƒǍǈƶǃƒ addr 

ýƓùùƛǆ    bphwc 64A000 

BPHWS  

ƗƺǒƮǃƒ BPHWS addr, [mode] 

ýǍƶƽǆǃƒ ƴưǍ ƗƱǀǈ ƻƿǍƙ ƧǒǍƥƧƓǋ ƥǈƵ ǇƒǍǈƶǃƒ addr ǕƒǍƓǆǈƱ Ɨǈǂǆǆǃƒ Ǒǋ  :
Á "r "ƖƇƒƧƿ 
Á "w "ƗƕƓƙǂ 
Á "x "Ʀǒƽǈƙ )ǑưƒƧƙƼƒ( 

ýƓùùƛǆ    bphws 64A000, "w" 

BPL  

ƗƺǒƮǃƒ BPL addr, expr 

ýǍƶƽǆǃƒ ƴưǍ ƗƱǀǈ ƻƿǍƙ ƥǈƵ ǇƒǍǈƶǃƒ addr ǇǒǍƥƙǃ ƖƧƓƕƶǃƒ expr 

ýƓùùƛǆ  ǇǒǍƥƙ Ɨǆǒƿ eax ƥǈƵ ýǂ ƻƿǍƙ ǏǄƵ ǇƒǍǈƶǃƒ 
64A000 

 bpl 64A000, "eax" 

BPLCN

D 

 

ƗƺǒƮǃƒ BPLCND addr, expr, cond 

ýǍƶƽǆǃƒ ƴưǍ ƗƱǀǈ ƻƿǍƙ ƗƱǍƧƬǆ ƱƧƬǃƓƕ cond ƥǈƵ ǇƒǍǈƶǃƒ addr ǇǒǍƥƙǃ ƖƧƓƕƶǃƒ expr 

ýƓùùƛǆ  ǇǒǍƥƙ Ɨǆǒƿ eax ƥǈƵ ýǂ ƻƿǍƙ ǏǄƵ ǇƒǍǈƶǃƒ 
64A000 

Ǎ ƥǈƵ ƇƓƽǒƙƪƒ ƱƧƬǃƒ ecx=0 

; 
; 

bpl addr, "eax", "ecx ==0" 

BPMC  

ƗƺǒƮǃƒ BPMC [addr] 

ýǍƶƽǆǃƒ ƻƦơ ƗƱǀǈ ƻƿǍƙ ǑƼ ƖƧǂƒƦǃƒ ƥǈƵ ǇƒǍǈƶǃƒ addr 

BPRM  

ƗƺǒƮǃƒ BPRM addr, size 

ýǍƶƽǆǃƒ ƴư ƗƱǀǈ ƻƿǍƙ ǑƼ ƖƧǂƒƦǃƒ ƥǈƵ ƖƇƒƧǀǃƒ ǏǄƵ ǇƒǍǈƶǃƒ addr ýǍƱƕ size 
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ýƓùùƛǆ    bprm 64A000, 08 

BPWM  

ƗƺǒƮǃƒ BPWM addr, size 

ýǍƶƽǆǃƒ ƴư ƗƱǀǈ ƻƿǍƙ ǑƼ ƖƧǂƒƦǃƒ ƥǈƵ ƗƕƓƙǂǃƒ ǏǄƵ ǇƒǍǈƶǃƒ addr ýǍƱƕ size 

ýƓùùƛǆ    bpwm 64A000, 08 

BUF  

ƗƺǒƮǃƒ BUF var 

ýǍƶƽǆǃƒ ýǍơƙ Ƨǒƺƙǆǃƒ var )ƖƧƓƕƵ ǍƊ Ɨǆǒƿ( Ǐǃƍ ǊǄƕƓǀǆ ǑǆƿƧǃƒ 

ýƓùùƛǆ   

ƴƞƧƙ DEDE 

 

ƴƞƧƙ #44454445# 

 
; 

 
; 

mov str, "DEDE" 
msg str 
buf str 
msg str 

CMP  

ƗƺǒƮǃƒ CMP dest, src [,size] 

ýǍƶƽǆǃƒ ƗǌǒƕƬ ƓǋƧǒƲǈƕ ǑƼ Ɨƺǃ ƴǒǆƞƙǃƒ. ǇƧƓǀƙ src ƴǆ dest ýǍƱƕ size 

ýƓùùƛǆ    cmp y, x 
cmp eip, 401000, 4 

CMT  

ƗƺǒƮǃƒ CMT addr, comment 

ýǍƶƽǆǃƒ ƴư ƾǒǄƶƙ comment ƥǈƵ ǇƒǍǈƶǃƒ addr 

ýƓùùƛǆ    cmt eip, "This is the 
OEP" 

COB  

ƗƺǒƮǃƒ COB 

ýǍƶƽǆǃƒ ýƮƒǍƙ Ʀǒƽǈƙ ƘƕǒƧǂƪǃƒ ƥƶƕ ƗƼƥƓƮǆ ƗƱǀǈ ƻƿǍƙ. ǑƺǄƙ ýǆƵ ƧǆǕƒ EOB 

ýƓùùƛǆ     

    
COE  

ƗƺǒƮǃƒ COE 

ýǍƶƽǆǃƒ ýƮƒǍƙ Ʀǒƽǈƙ ƘƕǒƧǂƪǃƒ ƥƶƕ ƗƼƥƓƮǆ ƇƓǈƛƙƪƒ. ǑƺǄƙ ýǆƵ ƧǆǕƒ EOE 

ýƓùùƛǆ     

DBH  

ƗƺǒƮǃƒ DBH 

ýǍƶƽǆǃƒ ƇƓƽƤƍ Ơǀǈǆǃƒ 

DBS  

ƗƺǒƮǃƒ DBS 

ýǍƶƽǆǃƒ ƧƓǌƲƍ Ơǀǈǆǃƒ. ǑƺǄƙ ýǆƵ ƧǆǕƒ DBH 

DEC  

ƗƺǒƮǃƒ DEC var 

ýǍƶƽǆǃƒ ƟƧƱ ƥơƒǍ Ǉǆ Ƨǒƺƙǆǃƒ var 

ýƓùùƛǆ    mov var, B 
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ƴƞƧƙ 0000000A 

 
; 

dec var 
msg var 

DIV  

ƗƺǒƮǃƒ DIV op1, op2 

ýǍƶƽǆǃƒ ǅǒƪǀƙ op1 ǏǄƵ op2 ƲƽơǍ ƝƙƓǈǃƒ ǑƼ op1 

ýƓùùƛǆ    mov op1, 12. 
mov op2, 6 
ƴƞƧƙ op1 = 2 div op1, op2 

DM  

ƗƺǒƮǃƒ DM addr, size, file 

ýǍƶƽǆǃƒ Ɣǂƪ )dump (ǎǍƙơǆ ƖƧǂƒƦǃƒ Ǉǆ ǇƒǍǈƶǃƒ addr ǍýǍƱƕ size Ǐǃƍ ƻǄǆǃƒ file 

ýƓùùƛǆ    dm eip, 1000, "c:\dump.bin" 

DMA  

ƗƺǒƮǃƒ DMA addr, size, file 

ýǍƶƽǆǃƒ Ɣǂƪ ǅƛ ƗƼƓưƍ ǎǍƙơǆ ƖƧǂƒƦǃƒ Ǉǆ ǇƒǍǈƶǃƒ addr ǍýǍƱƕ size Ǐǃƍ ƻǄǆǃƒ file ƒƦƍ ƥƞǍ 

ýƓùùƛǆ    dma eip, 1000, "c:\dump.bin" 

DPE  

ƗƺǒƮǃƒ DPE file, ep 

ýǍƶƽǆǃƒ Ɣǂƪ ǎǍƙơǆ ƖƧǂƒƦǃƒ ƻǄǆǄǃ ǐƦǒƽǈƙǃƒ Ơǀǈǆǃƒ Ǐǃƍ ƻǄǆǃƒ file Ǎýƶƞ ƗƱǀǈ ǊǃǍƤƥ ep 

ƚǆýƓùù    dpe "c:\dump.exe", 
eip 

EOB  

ƗƺǒƮǃƒ EOB label 

ýǍƶƽǆǃƒ ýǒǍơƙ Ʀǒƽǈƙ ƘƕǒƧǂƪǃƒ Ǐǃƍ ƖƦƒƦƞǃƒ label ƥǈƵ ƗƱǀǈ ƻƿǍƙǃƒ ƗǒǃƓƙǃƒ 

EOE  

ƗƺǒƮǃƒ EOE label 

ýǍƶƽǆǃƒ ýǒǍơƙ Ʀǒƽǈƙ ƘƕǒƧǂƪǃƒ Ǐǃƍ ƖƦƒƦƞǃƒ label ƥǈƵ ǇƛƙƪǙƒƇƒ ǑǃƓƙǃƒ 

ýƓùùƛǆ    eoe end: 

ERUN  

ýƒƗƺǒƮ ERUN 

ýǍƶƽǆǃƒ ƗǌƕƓƬǆ ƱƺưǄǃ ǏǄƵ SHIFT-F9 .Ʀǒƽǈƙ ǇǍƥ ƻƿǍƙǃƒ ƥǈƵ ƘƒƇƓǈƛƙƪǙƒ 

ESTI  

ƗƺǒƮǃƒ ESTI 

ýǍƶƽǆǃƒ ƗǌƕƓƬǆ ƱƺưǄǃ ǏǄƵ SHIFT-F7. 

ESTO  

ƗƺǒƮǃƒ ESTO 

ýǍƶƽǆǃƒ Ɨǆǒƥƿ Ǉǂǃ ƗǌƕƓƬǆ Ƨǆǖǃ ESTI. 

ýƓùùƛǆ     

EVAL  

ƗƺǒƮǃƒ EVAL "string with {var}"  
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ƒýǍƶƽǆǃ ƾƙǐǅǒ Ƨǒƺƙǆ ýƤƒƥ ƖƧƓƕƵ. ǍƧǒƺƙǆǃƒ Ɣƞǒ ǇƊ ƻƧƶǒ Ǉǒƕ ǑƙǆǚƵ ƭǒƮǈƙ " ". 

ýƓùùƛǆ   
$RESULT= "the value of x is 1F"  

 
; 

mov x, 1F 
eval "the value of x is {x}" 

EXEC/E

NDE 

 

ƗƺǒƮǃƒ 9·9/ Χ 9b59 

ýǍƶƽǆǃƒ Ʀƽǈƙ ƘƓǆǒǄƶƙ Ɨƺǃ ƴǒǆƞƙǃƒ ƖƧǍƮơǆǃƒ Ǉǒƕ EXEC ǍENDE ǑƼ ƔƗƑǒ ƝǆƓǈƧƕǃƒ Ơǀǈǆǃƒ .
ƘƒƧǒƺƙǆǃƒ ƗƼƧƶǆǃƒ Ǉǒƕ ǑƙǆǚƵ ƭǒƮǈƙÜ ƯǍƶƙ Ɠǌƙǆǒǀƕ. 

ýƓùùƛǆ   
 
 

xor eax,eax 
add eax, 401000 

 
 
 

; 
; 

mov x, "eax" 
mov y, "401000" 
exec 
     xor {x}, {x}            
     add {x}, {y}           
ende 

FILL  

ƗƺǒƮǃƒ FILL addr, len, value 

ƒýǍƶƽǆǃ ýǆƇ ƖƧǂƒƦǃƒ ƥǈƵ ǇƒǍǈƶǃƒ addr ƗǆǒǀǃƓƕ value ǍýǍƱƕ len ƘǒƓƕ 

ýƓùùƛǆ  ƐǄǆ ƖƧǂƒƦǃƒ ƥǈƵ 401000 ùƕ 128 ƗǆǒǄƶƙ NOP  fill 401000, FF, 90 

FIND  

ƗƺǒƮǃƒ FIND addr, expr 

ýǍƶƽǆǃƒ ýƚơƕǃ ǇƵ Ɨǆǒǀǃƒ expr ŅƇƒƥƙƕƒ Ǉǆ ǇƒǍǈƶǃƒ addr .
ƴƞƧƙ ǇƒǍǈƵ ýǍƊ ƗƼƥƓƮǆ ƗǆǒǀǄǃ ǑƼ $RESULT. 

ýƓùùƛǆ  ƚơƕǃƒ ǇƵ ǐƊ ƗǆǒǄƶƙ push -1 ƗƵǍƕƙǆ Ƈƒƥǈƕ  find eip, #6AFFE8# 

FINDCA

LLS 

 

ƗƺǒƮǃƒ FINDCALLS addr [,name] 

ýǍƶƽǆǃƒ ýýƚơƕ ǇƵ ƴǒǆƞ ƘƒƇƒƥǈǃƒ ƗǒƪƓǒǀǃƒ )dll calls (ŅƇƒƥƙƕƒ Ǉǆ ǇƒǍǈƶǃƒ addr  ǍǇǂǆǒ ýƓǆƶƙƪƒ ƠƬƧǆǃƒ name 

ýƓùùƛǆ  ƚơƕǃƒ ǇƵ ƘƒƇƒƥǈǃƒ ƗƮƓƤǃƒ ǐƧƙƪƞƧǃƓƕ  findcalls eip, reg 

FINDC

MD 

 

ƗƺǒƮǃƒ FINDCMD addr, cmdstr 

ýǍƶƽǆǃƒ ýƚơƕǃ ǇƵ ƗǆǒǄƶƙǃƒ cmdstr ŅƇƒƥƙƕƒ Ǉǆ ǇƒǍǈƶǃƒ addr .
Ǉǂǆǒ ƚơƕǃƒ ǇƵ ƗǄƪǄƪ ƘƓǆǒǄƶƙ ƴǆ ýƮƽǃƒ Ɠǌǈǒƕ ƗǄƮƓƽƕ ƗƱǍǀǈǆ ";". 

ýƓùùƛǆ  ƚơƕǃƒ ǇƵ ƗǆǒǄƶƙǃƒ push 0 ; findcmd eip, "push 0" 
findcmd eip, "cmp al,dl; setne bl; 
not ebx" 

FINDOP  

ƗƺǒƮǃƒ FINDOP addr, opcode 

ýǍƶƽǆǃƒ ƚơƕǃƒ ǑƼ ƥǍǂǃƒ ǇƵ opcode ŅƇƒƥƙƕƒ Ǉǆ ǇƒǍǈƶǃƒ addr 

ýƓùùƛǆ  ƚơƕǃƒ ǇƵ ǐƊ ƗǆǒǄƶƙ xor ; findop eip, #33??# 

    
FINDM

EM 

 

ƗƺǒƮǃƒ FINDMEM val [, StartAddr 

ƴƽǆǃƒýǍ ƚơƕǃƒ ǑƼ ƖƧǂƒƦǃƒ ǇƵ Ɨǆǒǀǃƒ val ŅƇƒƥƙƕƒ Ǉǆ ǇƒǍǈƶǃƒ StartAddr 
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ýƓùùƛǆ    findmem #6A00# 

FREE  

ƗƺǒƮǃƒ FREE addr [, size] 

ýǍƶƽǆǃƒ ƧǒƧơƙ ýƒƖƧǂƒƦ )Ǒƙǃƒ ŹƓƕǃƓƹ Ɠǆ ƾƕƪ ǍƘƮƮƤ ƧǆǕƓƕ ALLOC  (ƥǈƵ ǇƒǍǈƶǃƒ addr ýǍƱƕǍ size ȿǑƼ ƗǃƓơ 
ǅƥƵ ƻǒƧƶƙ ýǍƱǃƒ size ǅƙǒƪƼ ƠƙƧǒƧ ýǆƓǂ ƖƧǂƒƦǃƒ 

ýƓùùƛǆ  ƭǒƮƤƙ 256 ƘǒƓƕ ǑƼ ƗơƽƮ ƖƧǂƒƦ Ɩƥǒƥƞ  alloc 100 

 ƧǒƧơƙ 128 ƘǒƓƕ Ǉǆ ƖƧǂƒƦǃƒ ƗƮƮƤǆǃƒ  free $RESULT, FF 

GBPR  

ƗƺǒƮǃƒ GBPR 

ýǍƶƽǆǃƒ ƔǄƞ ƳǍǈ ƧƤƈ ƗƱǀǈ ƻƿǍƙ 
10 ƗƱǀǈ ƻƿǍƙ ƗǒƥƓƵ 
20 ƗƱǀǈ ƻƿǍƙ ǑƼ ƖƧǂƒƦǃƒ 
40 ƗƱǀǈ ƻƿǍƙ ƗƕǄƮ )ƧǒǍƥƧƓǋ( 

ýƓùùƛǆ    GBPR 
cmp $RESULT, 10 
je SelectNormalBP 
cmp $RESULT, 20 
je SelectMemBP 
cmp $RESULT, 40 
je SelectHwBP 
jmp NextBP   

GCI  

ƗƺǒƮǃƒ GCI addr, info 

ýǍƶƽǆǃƒ ƴƞƧƙ ǅǍǄƶǆƘƒ ýǍơ ƗǆǒǄƶƙ  Ɨƺǃ ƴǒǆƞƙǃƒ ƥǈƵ ǇƒǍǈƶǃƒ addr  
ýǆƓƶǆǃƒ info ƥƿ ǇǍǂǒ ƥơƊ ǅǒǀǃƒ ƗǒǃƓƙǃƒ :
¶ COMMAND ƴƞƧƙ ùǃƒ opcode ƾƼƒǍǆǃƒ ƗǆǒǄƶƙǄǃ .
¶ DESTINATION ƴƞƧƙ ǇƒǍǈƵ ýǍƮǍǃƒ ǑƼ ƗǃƓơ ƘƓǆǒǄƶƙ Üƨƽǀǃƒ Ƈƒƥǈǃƒ ǍƳǍƞƧǃƒ ret .
¶ SIZE ƴƞƧƙ ýǍƱ ǍƊ ƥƥƵ ƘƓƙǒƓƕ opcode ƗǆǒǄƶƙǃƒ .
¶ TYPE ƴƞƧƙ ǇƳǍ ƗǆǒǄƶƙǃƒ :

o 10 ƧǆƊ ƴƼƥ Ǐǃƍ Ʃƥǂǆǃƒ push .
o 20 ƧǆƊ Ɣơƪ Ǉǆ Ʃƥǂǆǃƒ pop .
o 40 ƧǆƊ fpu. 
o 50 ƧǆƊ Ɩƨƽƿ Ƨǒƹ ƗƱǍƧƬǆ .
o 60 ƧǆƊ Ɩƨƽƿ ƗƱǍƧƬǆ .
o 70 ƧǆƊ Ƈƒƥǈ .
o 80 ƧǆƊ ƳǍƞƧ. 

ýƓùùƛǆ    gci 401000, 
destination 

GCMT  

ƗƺǒƮǃƒ GCMT addr 

ýǍƶƽǆǃƒ ƴƞƧƙ ƾǒǄƶƙǃƒ ƥǈƵ ǇƒǍǈƶǃƒ addr 
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ùƛǆýƓù    gcmt 40D1F5 

GMA  

ƗƺǒƮǃƒ GMA name, info 

ýǍƶƽǆǃƒ ƴƞƧƙ ƘƓǆǍǄƶǆ ǇƵ ƖƥơǍǃƒ )module (ƘƒƦ ǅƪǙƒ name  
ýǆƓƶǆǃƒ info Ǉǂǆǒ ǇƊ ƦƤƋǒ ƥơƒǍƖ Ǉǆ ǅǒǀǃƒ ƗǒǃƓƙǃƒ:MODULEBASE, MODULESIZE, CODEBASE, 

CODESIZE, MEMBASE, MEMSIZE, ENTRY, NSECT, DATABASE, RELOCTABLE, 
RELOCSIZE, RESBASE, RESSIZE, IDATABASE, IDATATABLE, EDATATABLE, EDATASIZE 

ýƓùùƛǆ    gma "crackme", codebase 

   msg $RESULT 
GMEMI  

ƗƺǒƮǃƒ GMEMI addr, info 

ýǍƶƽǆǃƒ ƴƞƧƙ ƘƓǆǍǄƶǆ ǇƵ ƗǄƙǂ ƖƧǂƒƦǃƒ Ǒƙǃƒ Ǒǆƙǈǒ Ɠǌǃ ǇƒǍǈƶǃƒ addr  
ýǆƓƶǆǃƒ info Ǉǂǆǒ ǇƊ ƦƤƋǒ ƒǍƥơƖ Ǉǆ ǅǒǀǃƒ ƗǒǃƓƙǃƒ :MEMORYBASE, MEMORYSIZE, 

MEMORYOWNER 

ýƓùùƛǆ    gmemi eip, memorysize 
msg $RESULT 

GMI  

ƗƺǒƮǃƒ GMI addr, info 

ýǍƶƽǆǃƒ ƴƞƧƙ ƘƓǆǍǄƶǆ ǇƵ ƖƥơǍǃƒ )module (Ǒƙǃƒ Ǒǆƙǈǒ Ɠǌǃ ǇƒǍǈƶǃƒ addr 
ýǆƓƶǆǃƒ info Ǉǂǆǒ ǇƊ ƦƤƋǒ ƥơƒǍƖ Ǉǆ ǅǒǀǃƒ ƗǒǃƓƙǃƒ :MODULEBASE, MODULESIZE, CODEBASE, 

CODESIZE, MEMBASE, MEMSIZE, ENTRY, NSECT, DATABASE, RELOCTABLE, 
RELOCSIZE, RESBASE, RESSIZE, IDATABASE, IDATATABLE, EDATATABLE, EDATASIZE, 

NAME, PATH, VERSION 

ýƓùùƛǆ  ƔǄƞ ǅƪƒ ƖƥơǍǃƒ Ɨơǀǈǆǃƒ ƓǒǃƓơ  gmi eip, name 

 ƔǄƞ ƱǀǈƖ ýǍƤƥǃƒ  gma $RESULT, entry 

 ƧƓǌƲƍ ƗƱǀǈ ýǍƤƥǃƒ ǑƼ ƗǃƓƪƧ  msg $RESULT 

GN  

ƗƺǒƮǃƒ GN addr 

ýǍƶƽǆǃƒ Á ƴƞƧƙ ǅƪǙƒ ǐƨǆƧǃƒ ǇƒǍǈƶǄǃ addr ǑƼ $RETURN .
Á ƒƦƍ ǇƓǂ ǇƒǍǈƶǃƒ Ǎǋ Ɨǃƒƥǃ APIÜ ƴƞƧƙ ǅƪƒ Ɨƕƙǂǆǃƒ )ýƓƛǆ :kernel32 (ǑƼ $RETURN_1 Ǎǅƪƒ 

Ɨǃƒƥǃƒ )ýƓƛǆ :ExitProcess (ǑƼ $RETURN_2. 

ýƓùùƛǆ    gn eip 
msg $RESULT 

GO  

ƗƺǒƮǃƒ GO addr 

ýǍƶƽǆǃƒ Ʀƽǈƙ ƝǆƓǈƧƕǃƒ Ǐƙơ ǇƒǍǈƶǃƒ addr 

ýƓùùƛǆ    go eip + 1000 

GPA  

ƗƺǒƮǃƒ GPA proc, lib 

ýǍƶƽǆǃƒ Á ƴƞƧƙ ǇƒǍǈƵ Ɨǃƒƥǃƒ  proc ýƤƒƥ Ɨƕƙǂǆǃƒ lib  ǑƼ $RETURN .
Á ƴƞƧƙ ÜƧƽƮ $RETURN == 0 ǑƼ ƗǃƓơ ǅƥƵ ƥǍƞǍ Ɨǃƒƥǃƒ ǍƊ Ɨƕƙǂǆǃƒ .
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Á Ɩƥǒƽǆ ƥǈƵ ƗƞƓơǃƒ ƴưǍǃ ƱƓǀǈ ƻƿǍƙ ǏǄƵ ýƒǍƥ API. 

ýƓùùƛǆ    gpi "CreateFileW", "kernel32.dll" 

GPI  

ƗƺǒƮǃƒ GPI key 

ýǍƶƽǆǃƒ ƴƞƧƙ ƘƓǆǍǄƶǆ ǇƵ ùǃƒ process Ơǀǈǆǃƒ .
ƧƙǆǍƧƓƕǃƒ key Ǉǂǆǒ ǇƊ ƦƤƋǒ ƖƥơƒǍ Ǉǆ ǅǒǀǃƒ ƗǒǃƓƙǃƒ :HPROCESS, PROCESSID, HMAINTHREAD, 

,MAINTHREADID ,
MAINBASE, PROCESSNAME, EXEFILENAME, CURRENTDIR ,
SYSTEMDIR  

ýƓùùƛǆ  ƴƞƧƙ ùǃƒ PID ǑǃƓơǃƒ  gpi PROCESSID 

GREF  

ƗƺǒƮǃƒ GREF [instance] 

ýǍƶƽǆǃƒ Á ƴƞƧƙ ǇƒǍǈƶǃƒ ǑǃƓƙǃƒ Ɨƞǒƙǈǃ ƒÜƚơƕǃ ƚǒơ instance ýƥƙ ǏǄƵ ǅƿƧ Ɨƞǒƙǈǃƒ ƗǒǃƓƙǃƒ  .
Á Ɩƥǒƽǆ ƥǈƵ ƗƞƓơǃƒ ƥƓƞǒǗ ƧƛǂƊ Ǉǆ Ɨƞǒƙǈ ƚơƕ. 

ýƓùùƛǆ  Ɛǒǌƙ ƻǄǆǃƒ ǐƦǃƒ Ɣƙǂǒƪ ǊǒƼ ƝƙƓǈǃƒ )ƻƦơ 
ǎǍƙơǆ ƾƕƓƪǃƒ Ǉƍ ƥƞǍ( 

 wrt "found.txt", " " 

 ƗƑǒǌƙ ƥƒƥƶǃƒ  mov instance,1 

 ƚơƕ ǇƵ ƗǆǒǄƶƙǃƒ  find eip, "xor al,al" 

   next: 

   cmp $RESULT, 0 

 Ǉƍ ǅǃ ƥƞǍƙ  <<ƜǍƧƤ  je finish 

 ƔǄƞ ǇƒǍǈƶǃƒ ǑǃƓƙǃƒ  gref instance 

 ƗƕƓƙǂ ǇƒǍǈƶǃƒ ǑǃƓơǃƒ ǑƼ ƻǄǆǃƒ ǑƮǈǃƒ )ƥơƒǍ 
ƧƱƪǃƓƕ( 

 wrta "found.txt", $RESULT, 

 ýƓǀƙǈǙƒ Ǐǃƍ Ɨƞǒƙǈ ƚơƕǃƒ ǑǃƓƙǃƒ  inc instance 

   jmp next 

   finish: 
msg "check the file found.txt for 
search results" 
ret 

INC  

ƗƺǒƮǃƒ INC var 

ýǍƶƽǆǃƒ ƻǒưƙ ƥơƒǍ ƧǒƺƙǆǄǃ var. 

ýƓùùƛǆ  ƻƧƶƙ x ǍǊǒƱƶƙ Ɨǆǒǀǃƒ ƧƽƮ  mov x, 0 

 ƥǒƨƙ ƥơƒǍ  inc x 

ITOA  

ƗƺǒƮǃƒ ITOA n [, base=16] 

ýǍƶƽǆǃƒ ýǍơƙ Ɨǆǒǀǃƒ Ɨǒƥƥƶǃƒ n Ǐǃƍ ƖƧƓƕƵ ƗǒƥƥƵ ǑƼ ƩƓƪǕƒ base )ŹƓǒưƒƧƙƼƒ Ɨƙƪ ǐƧƬƵ( 

ýƓùùƛǆ    mov y, 01F2 
itoa y 
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mov x, "01F2 equivalent in HEX is: " 
+ $RESULT 
msg x 
itoa y,A 
mov x, "01F2 equivalent in Dec is: " 
+ $RESULT 
msg x 
itoa y,2 
mov x, "01F2 equivalent in BIN is: " 
+ $RESULT 
msg x 
ret 

JA; 

JAE; 

JB; 

JBE; 

JE; 

JNE; 

JMP 

 

ƗƺǒƮǃƒ JMP label 

ýǍƶƽǆǃƒ ƨƽǀƙ Ǐǃƍ ƖƦƒƦƞǃƒ label ƗǌƕƓƬǆ ƓǌƙƒƧǒƲǈǃ ǑƼ Ɨƺǃ ƴǒǆƞƙǃƒ. 

ýƓùùƛǆ     

  
ƚơƕƙ ǇƵ ƗǆǒǄƶƙǃƒ 

 Loop: 
... 
findcmd eip, "setne al" 

 ƒƦƍ ǅǃ ƥƞǍƙ  

ƨƽǀƙ ƍǏǃ ƖƦƒƦƞǃƒ Finish 

 cmp $RESULT, 0  
je Finish 

 ƒƦƍ ƘƥƞǍ ƨƽǀƙ ƍǏǃ ƖƦƒƦƞǃƒ 
Loop 

 jmp Loop 

   Finish: 
msg "Sorry, Nothing found" 
ret 

KEY  

ƗƺǒƮǃƒ ]KEY vkcode [, shift [, ctrl] 

ýǍƶƽǆǃƒ Á ýƛƓǆƙ Ʊƺưǃƒ ǏǄƵ Ƨƨ ǍƦ ƨǆƧǃƒ vkode .
Á Ǉǂǆǒ ƖƓǂƓơǆ Ʊƺưǃƒ ǏǄƵ ǇǒƧƨǃƒ shift Ǎctrl ƓǆǌƑƓƱƵƎƕ Ɨǆǒǀǃƒ 0 ǍƊ 1  

Á ǚǃƳǚƱ ǏǄƵ ƥǒƨǆǃƒ Ǉǆ vcodes ǏƞƧǒ ƗƶƞƒƧǆ ƾơǄǆǃƒ. 

ýƓùùƛǆ    shift + F9/               key 78,1 
ctrl + space /           key 20, 0,1 

LBL  

ƗƺǒƮǃƒ LBL addr, text 

ýǍƶƽǆǃƒ ƻǒưƙ ƖƦƒƦƞ ƥǈƵ ǇƒǍǈƶǃƒ addr. 

ýƓùùƛǆ    lbl eip, "This is the 
OEP" 

LC  

ƗƺǒƮǃƒ LC 

ýǍƶƽǆǃƒ Ơƪǆƙ ǎǍƙơǆ ƖƦƼƓǈ ƗǈǍƥǆǃƒ Log window. 

ýƓùùƛǆ     
LCLR  

ƗƺǒƮǃƒ LCLR 
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ýǍƶƽǆǃƒ Ơƪǆƙ ǎǍƙơǆ ƖƦƼƓǈ ƗǈǍƥǆǃƒ ƗƮƓƤǃƒ ƘƕǒƧǂƪǃƓƕ. 

ýƓùùƛǆ     

    
LEN  

ƗƺǒƮǃƒ LEN str 

ýǍƶƽǆǃƒ ƴƞƧƙ ýǍƱ ƖƧƓƕƶǃƒ str. 

ýƓùùƛǆ    len "AT4RE is my team"  
msg $RESULT 

LM  

ƗƺǒƮǃƒ LM addr, size, filename 

ýǍƶƽǆǃƒ Á ýǆơƙ ƻǄǆ ƷƒƧƼǗƒ dump ǍƦ ǅƪǙƒ filename ǑƼ ǇƒǍǈƶǃƒ addr ǍýǍƱƕ size .
Á Ʃǂƶƙ ýǆƵ ƧǆǕƒ DM. 

ýƓùùƛǆ    lm 40100, 1000, 
"dump.bin" 

LOG  

ƗƺǒƮǃƒ LOG src [,prefix] 

ýǍƶƽǆǃƒ Á ǇǍƥƙ Ɨǆǒǀǃƒ src ǑƼ ƖƦƼƓǈ ƗǈǍƥǆǃƒ OllyDbg Log Window 
Á ƒƦƍ ƘǈƓǂ src ýƛǆƙ ƖƧƓƕƵ ƗƙƕƓƛÜ ǁǄƙƼ ƖƧƓƕƶǃƒ ǇǍƥƙƪ Ɠǆǂ Ǒǋ .
Á ƒƦƍ ƘǈƓǂ src ýƛǆƙ Ƨǒƺƙǆ ǍƊ Üýƞƪǆ ǅƙǒƪƼ ǇǒǍƥƙ Ɨǆǒƿ Ƨǒƺƙǆǃƒ ǍƊ ýƞƪǆǃƒ. 

ýƓùùƛǆ    mov x, 1E 
mov eax, x 

   ǇǍƥƙ ƖƧƓƕƶǃƒ Ǉǒƕ ""  log "AT4RE is the best" 

   ǇǍƥƙ x: 0000001E""  log x 

   ǇǍƥƙ "eax: 0000001E"  log eax 

   ǇǍƥƙ "0000001E "  log eax,"" 

MOV  

ƗƺǒƮǃƒ MOV dest, src [,size] 

ýǍƶƽǆǃƒ Á ƓǌƙǄǒƛǆǂ ǑƼ Ɨƺǃ ƴǒǆƞƙǃƒ .
Á ýǀǈƙ Ɨǆǒǀǃƒ src Ǐǃƍ Ƨǒƺƙǆǃƒ dest ǍýǍƱƕ size .
Á src ƥƿ ǇǍǂƙ ƖƧƓƕƵ ÜƗǒƮǈ ƖƧƓƕƵ Ɨƙƪ ǐƧƬƵƖÜ Ɨǆǒƿ ÜƗǒƥƥƵ ýƞƪǆ ǍƊ ƗǒƒƧ. 

ýƓùùƛǆ    mov x, 0F 

 ýǀǈ ƖƧƓƕƵ ƗǒƮǈ Ǐǃƍ Ƨǒƺƙǆ  mov y, "Hello world" 

 ýǀǈ ýƞƪǆ Ǐǃƍ ýƞƪǆ  mov eax, ecx 

 ýǀǈ ƖƧƓƕƵ Ɨƙƪ ǐƧƬƵƖ Ǐǃƍ ǇƒǍǈƶǃƒ ƧƬƌǆǃƒ 
ùƕ ecx 

 mov [ecx], #DEADC0DE# 

 ýǒƶƽƙ ƗǒƒƧ ƲƓƽƙơǙƒ  mov !CF, 1 

 ýǀǈ ƗǃƓơ ƗǒƒƧ ƗǒƞƒǍƥƨǙƒ Ǐǃƍ ƗǒƒƧ ǉƓƞƙǙƒ  mov !DF, ! 

 ýǀǈ ƖƧƓƕƶǃƒ ƗǒƮǈǃƒ Ǐǃƍ ǇƒǍǈƶǃƒ 403000  mov [403000], "Hello 
world" 

MEMCP 
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Y ƗƺǒƮǃƒ MEMCPY dest,src,size 

ýǍƶƽǆǃƒ Á ýǀǈƙ Ɨǆǒǀǃƒ ƧƬƌǆǃƒ Ɠǌǃ ǇƒǍǈƶǃƓƕ src Ǐǃƍ ǇƒǍǈƶǃƒ dest ǍýǍƱƕ size .
Á ƗǀƕƓƱǆ Ƨǆǖǃ :mov [dst],[src],size. 

ýƓùùƛǆ ýǀǈ ǎǍƙơǆ ƒƦǃƒƖƧǂ ƓƿǚƱǈƒ Ǉǆ  Code BaseǏǃƍ ƗơƓƪǆǃƒ ƗƮƮƤǆǃƒ ǍýǍƱƕ  Code Size 

 ƔǄƞ Code Base ƖƥơǍǄǃ 
GDI32.dll 

 gma "GDI32",CODEBASE 

 ǊǄǀǈ Ǐǃƍ Ƨǒƺƙǆǃƒ  mov base, $RESULT 

 ƔǄƞ Code Size ƖƥơǍǄǃ 
GDI32.dll 

 gma "GDI32",CODESIZE 

 ǊǄǀǈ Ǐǃƍ Ƨǒƺƙǆǃƒ  mov size, $RESULT 

 ƭǒƮƤƙ ƗơƓƪǆ ǑƼ ƖƧǂƒƦǃƒ 
ýǍƱƕ size 

 alloc size 

 ýǀǈ ǇƒǍǈƶǃƒ ƭƮƤǆǃƒ Ǐǃƍ 
Ƨǒƺƙǆǃƒ 

 mov dst,$RESULT 

   memcpy dst,base,size 
MSG  

ƗƺǒƮǃƒ MSG message  

ýǍƶƽǆǃƒ Ǎ ƧǌƲƙ ƗǃƓƪƧ ǇǍǆưǆƕ message 

ýƓùùƛǆ    msg "OEP Found!" 

MSGYN  

ƗƺǒƮǃƒ MSGYN message 

ýǍƶƽǆǃƒ ƧǌƲƙ ƗǃƓƪƧ ǇǍǆưǆƕ message ƴǆ ǇǒƧƨ "YES" Ǎ"NO "
ƴƞƧƙ 0 ƒƦƍ Ʊƺư Ƨƨǃƒ "NO" Ǎ1 ƒƦƍ Ʊƺư Ƨƨǃƒ "YES" 

ýƓùùƛǆ    msgyn "Do you want to exit?" 
cmp $Result,0 
je Continue 
Exit: 
msg "Script terminated by user" 
ret 
Continue: 
.. 
.. 

MUL  

ƗƺǒƮǃƒ MUL op1, op2 

ýǍƶƽǆǃƒ ƓǌƙǄǒƛǆǂ ƗƺǄƕ Üƴǒǆƞƙǃƒ Ʋƽơƙ ǑƼ ýǆƓƶǆǃƒ op1 ƝƙƓǈ ƔƧư op1 ùƕ  op2 

ýƓùùƛǆ    mov x, 0F 
mul x, 2 

NEG  

ƗƺǒƮǃƒ NEG op 

ýǍƶƽǆǃƒ ƓǌƙǄǒƛǆǂ ƗƺǄƕ Üƴǒǆƞƙǃƒ Ɣƪơƙ ýǆǂǆǃƒ ǑƑƓǈƛǃƒ )Two's Complement (ýǆƓƶǆǄǃ op 

ýƓùùƛǆ    mov x, 15 
neg x 
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eval "the 2's complement of 15 is 
{x}" 

   ƴƞƧƙ "FFFFFFEB"  msg $RESULT 
ret 

NOT  

ƗƺǒƮǃƒ ƗƺǒƮǃƒ :NOT op 

ýǍƶƽǆǃƒ ƓǌƙǄǒƛǆǂ ƗƺǄƕ Üƴǒǆƞƙǃƒ Ɣƪơƙ ýǆǂǆǃƒ ǐƥƓơǕƒ )One's Complement (ýǆƓƶǆǄǃ op 

ýƓùùƛǆ    mov x, 15 
not x 
eval "the 1's 
complement of 15 is 
{x}" 

 ƴƞƧƙ "FFFFFFEA"  msg $RESULT 
ret 

OR  

ƗƺǒƮǃƒ OR dest, src 

ýǍƶƽǆǃƒ ƓǌƙǄǒƛǆǂ ƗƺǄƕ Üƴǒǆƞƙǃƒ ǅǍǀƙ ƗǒǄǆƶǃƓƕ ƗǒǀƱǈǆǃƒ "OR "Ǉǒƕ dest Ǎ srcÜ Ʋƽơƙ ƝƙƓǈǃƒ ǑƼ dest 

ýƓùùƛǆ   
 
 

ƴƞƧƙ "EB000000" 

 mov y, A2 
mov x, 6B 
or x, y 
eval "x OR y =  {x}" /    msg $RESULT 
ret 

OPCOD

E 

 

ƸǒƮǃƒƖ OPCODE addr 

ýǍƶƽǆǃƒ Á ƴƞƧƙ ǑƼ $RESULT ùǃƒ Opcode ýƕƓǀǆǃƒ ƗǆǒǄƶƙǄǃ ƖƥǍƞǍǆǃƒ ǏǄƵ ǇƒǍǈƶǃƒ addr .
Á ƴƞƧƙ ǑƼ $RESULT_2 ýǍƱ ùǃƒ Opcode .
Á ǑƼ ýƓơ Opcode ÜƐƱƓƤ ƴƞƧƙ $RESULT_2 = 0. 

ýƓùùƛǆ   

opcode ƥǈƵ eip 

 opcode eip  
msg $RESULT 

 ýǍƱ ƥǍǂǃƒ  msg $RESULT_2 

O
P

E
N

D
U

M
P

 

 

ƗƺǒƮǃƒ OPENDUMP addr [,base,size] 

ýǍƶƽǆǃƒ Ơƙƽƙ ƖƦƼƓǈ Ɣǂƪ )dump (ǎǍƙơǆǃ ƖƧǂƒƦǃƒ ƥǈƵ ǇƒǍǈƶǃƒ addr ǍƊ ŅƇƒƥƙƕƒ Ǉǆ ǇƒǍǈƶǃƒ base ǍýǍƱƕ size 

ýƓùùƛǆ  Ơƙƽƙ ƖƦƼƓǈ Ɣǂƪ ƖƧǂƒƦǄǃ ƥǈƵ ǇƒǍǈƶǃƒ eip 

Ơƙƽƙ ƖƦƼƓǈ Ɣǂƪ ƖƧǂƒƦǄǃ ƥǈƵ ǇƒǍǈƶǃƒ eip 
ýǍƱƕ 1000h 

 opendump eip 
opendump eip, eip, 1000 

OPENT

RACE 

 

ƗƺǒƮǃƒ OPENTRACE 

ýǍƶƽǆǃƒ Ơƙƽƙ ƖƦƼƓǈ Ɣǀƶƙǃƒ )trace window( 

PAUSE  

ƗƺǒƮǃƒ PAUSE 

ýǍƶƽǆǃƒ Á ƾǄƶƙ Ʀǒƽǈƙ ƘƕǒƧǂƪǃƒ.  

Á ƗǄƮƒǍǆǃ Ʀǒƽǈƙǃƒ Ɣƞǒ Ƨǀǈǃƒ ǏǄƵ ƧǆǕƒ Resume Ǉǆ ƗǆƑƓǀǃƒ Ɨǃƥƪǈǆǃƒ ƗƼƓưǘǃ OdbgScript. 
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POP  

ƗƺǒƮǃƒ POP dword 

ýǍƶƽǆǃƒ ƓǌƙǄǒƛǆǂ ƗƺǄƕ Üƴǒǆƞƙǃƒ ǅǍǀƙ ƜƒƧƤƎƕ ýǍƊ Ɨǆǒƿ ǑƼ Ʃƥǂǆǃƒ Ǐǃƍ Ƨǒƺƙǆǃƒ dword 

ýƓùùƛǆ  ýǍƊ Ɨǆǒƿ ǑƼ Ʃƥǂǆǃƒ Ǐǃƍ eax  pop eax 

 Ɨǆǒǀǃƒ ƗǒǃƓƙǃƒ ǑƼ Ʃƥǂǆǃƒ Ǐǃƍ ǇƒǍǈƶǃƒ 58C000  pop [58C000] 

PREOP  

ƗƺǒƮǃƒ PREOP addr 

ýǍƶƽǆǃƒ Á Ƨƙƴƞ ǇƒǍǈƵ ƗǆǒǄƶƙǃƒ ƗǀƕƓƪǃƒÜ ƗǆǒǄƶƙǄǃ ƖƥǍƞǍǆǃƒ ǏǄƵ ǇƒǍǈƶǃƒ addr .
Á Ǌǒƕǈƙ :Ǚ ƴƞƧƙ ƖƧǍƧưǃƓƕ ƧƤƈ ƗǆǒǄƶƙ ÜƘƦƽǈ ǐƊ Ǉǃ ƴƞƧƙ ǚƛǆ ǇƒǍǈƵ Ɩƨƽƿ ƖƓƼǍƙƪǆ .
Á Ǐǈƶǆƕ ÜƧƤƈ PREOP ƴƞƧƙ ƱǀƼ ǇƒǍǈƵ ƗǆǒǄƶƙǃƒ ǑƼ ƧƱƪǃƒ ýƕƿ ǑǃƓơǃƒ. 

ýƓùùƛǆ    preop eip 

PUSH  

ƗƺǒƮǃƒ PUSH dword 

ǅǃƒýǍƶƼ ƓǌƙǄǒƛǆǂ ƗƺǄƕ Üƴǒǆƞƙǃƒ ǅǍǀƙ ƴƼƥƕ Ɨǆǒƿ Ƨǒƺƙǆǃƒ dword Ǐǃƍ Ʃƥǂǆǃƒ 

ýƓùùƛǆ  eax Ǐǃƍ Ʃƥǂǆǃƒ  push eax 

 Ɨǆǒǀǃƒ ǑƼ ǇƒǍǈƶǃƒ 58C000 Ǐǃƍ Ʃƥǂǆǃƒ  push [58C000] 

READS

TR 

 

ƗƺǒƮǃƒ READSTR str, len 

ýǍƶƽǆǃƒ ƴƞƧƙ ƥƥƵ len Ǉǆ ƻƧơǕƒ Ǉǆ ƖƧƓƕƶǃƒ str ŅƇƒƥƙƕƒ Ǉǆ ǑǃƒƧƓƪ 

ýƓùùƛǆ   

ƴƞƧƙ "AT4RE" 

 mov str, "AT4RE is the best" 
readstr str, 5 
msg $RESULT 

REF  

ƗƺǒƮǃƒ REF addr 

ýǍƶƽǆǃƒ Á ƗǌǒƕƬ ƱƺưǃƓƕ ǏǄƵ CTRL + R ǍƊ ƗǒƮƓƤ Find references to .
Á ƴƞƧƙ ǑƼ $RESULT ýǍƊ ƴƞƧǆ )reference (ǇƒǍǈƶǄǃ addr .
Á ƴƞƧƙ ǑƼ $RESULT_1 ƗǆǒǄƶƙǃƒ ƥǈƵ ƴƞƧǆǃƒ .
Á ƴƞƧƙ ǑƼ $RESULT_2 ƾǒǄƶƙǃƒ ƥǈƵ ƴƞƧǆǃƒ .
Á ƔǄƞǃ ǑƿƓƕ ƴƞƒƧǆǃƒ ƥƓƶǒ Ʀǒƽǈƙ ƧǆǕƒ REF Ǐǃƍ Ǉǒơ $RESULT = 0. 

ýƓùùƛǆ    Repeat: 
ref eip 
log $RESULT 
log $RESULT_1 
log $RESULT_2 
cmp $RESULT, 0 
jne Repeat 
ret 

    
REPL  

ƗƺǒƮǃƒ REPL addr, find, repl, len 

ýǍƶƽǆǃƒ ýƥƕƙ ƖƧƓƕƶǃƒ ƗǒǆƿƧǃƒ find ƖƧƓƕƶǃƓƕ ƗǒǆƿƧǃƒ repl ŅƇƒƥƙƕƒ Ǉǆ ǇƒǍǈƶǃƒ addr ǍǏǄƵ ýǍƱ len ƘǒƓƕ 

http://www.at4re.com/f/showthread.php?t=6392


   

ƞƽƴǲǶǩƗ ƞǾƾǦǖǩƗ  :ƝǸǎƱ ǺǩƑ ǫƘǭȁƗ. Olly ǧǸǪƮǩƗǷ ƞǭƴǢƢǮǩƗ ǠǽƸǞǩƗ ǼƛƸǖǩƗ ƞƽƴǲǶǪǩ ƞǾƾǦǖǩƗ :AT4RE 
   

64 2009 ͜Ά͉̉͂̎ ȯȨẈ͚Ȩ ‫ Ȩ͢ ͵̯ͻ Ɂ;̥ ɁȨ˺̵ ɅȤȡ  ͍̀̾Ȩ̃ͮͻ 

ýƓùùƛǆ  ýƥƕƙ push 0 ùƕ push 1 

ǑƺǄƙ ǐƊ Ɩƨƽƿ jnz 

ýƥƕƙ inc eax ùƕ nop 

 repl eip, #6A00#, #6A01#, 10 
repl eip, #75??#, #7500#, 1F 
repl 40100, #40#, #90#, 1F 

RET  

ƗƺǒƮǃƒ RET 

ýǍƶƽǆǃƒ Ǒǌǈƙ Ʀǒƽǈƙ ƘƕǒƧǂƪǃƒ ǍƊ ƴƞƧƙ Ǉǆ ƖƒƥƓǈǆ Ɨǃƒƥ 

REV  

ƗƺǒƮǃƒ REV dword 

ýǍƶƽǆǃƒ ƴƞƧƙ Ɨǆǒǀǃƒ ƗƪǍǂƶǆǃƒ ƗǆǒǀǄǃ dword 

ýƓùùƛǆ    rev 01234567 

 ƴƞƧƙ 67452301  msg $RESULT 

ROL  

ƗƺǒƮǃƒ ROL op, count 

ýǍƶƽǆǃƒ ƓǌƙǄǒƛǆǂ ƗƺǄƕ Üƴǒǆƞƙǃƒ ǅǍǀƙ ƧǒǍƥƙƕ Ɨǆǒǀǃƒ op Ǐǃƍ ƧƓƪǒǃƒ ƥƥƵ count ÜƘƕ Ɨǆǒǀǃƒ ƗƞƙƓǈǃƒ ǑƼ op 

ýƓùùƛǆ    rol eax, cl 
rol [58C000], 10 

 ƴƞƧƙ 23456781  rol 12345678, 4 

ROR  

ƗƺǒƮǃƒ ROR op, count 

ýǍƶƽǆǃƒ ƓǌƙǄǒƛǆǂ ƗƺǄƕ Üƴǒǆƞƙǃƒ ǅǍǀƙ ƧǒǍƥƙƕ Ɨǆǒǀǃƒ op Ǐǃƍ Ǉǒǆǒǃƒ ƥƥƵ count ÜƘƕ ƾǃƒƗǆǒ ƗƞƙƓǈǃƒ ǑƼ op 

ýƓùùƛǆ    ror eax, cl 
ror [58C000], 10 

 ƴƞƧƙ 81234567  ror 12345678, 4 

RTR  

ƗƺǒƮǃƒ RTR 

ýǍƶƽǆǃƒ ƗǌǒƕƬ ƱƺưǃƓƕ ǏǄƵ CTRL + F9 ǍƊ Ʀǒƽǈƙ ƗǒǄǆƶǃƒ Run till return ǑƼ OllyDbg 

RTU  

ƗƺǒƮǃƒ RTU 

ýǍƶƽǆǃƒ ƗǌǒƕƬ ƱƺưǃƓƕ ǏǄƵ ALT + F9 ǍƊ ǑƽǈƙƦ ƗǒǄǆƶǃƒ Run till user code ǑƼ OllyDbg 

RUN  

ƗƺǒƮǃƒ RUN 

ýǍƶƽǆǃƒ ƗǌǒƕƬ ƱƺưǃƓƕ ǏǄƵ F9 ǍƊ Ʀǒƽǈƙ ƗǒǄǆƶǃƒ Run  ǑƼ OllyDbg 

SCMPI  

ƗƺǒƮǃƒ SCMPI dest, src [,size] 

ýǍƶƽǆǃƒ ƗǌǒƕƬ ƧǆǕƓƕ CMP ƴǆ ƾƧƓƼ Ʊǒƪƕ :SCMPI Ǚ Ƨǒƶƙ ǅƓǆƙǋƒŹƒ Ƨƕǂǃ ǍƊ ƧƺƮ ƻǍƧơǃƒ 
ýƓƛǆǃƒ ƘǃƒǑǃƒ ƓǆƑƒƥ ƴƞƧǒ ƖƧƓƕƵ "Good" 

ýƓùùƛǆ    mov x, "at4re" 
scmpi x, "AT4RE" 
je Good 
msg "Bad" 
Good: 
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65 2009 ͜Ά͉̉͂̎ ȯȨẈ͚Ȩ ‫ Ȩ͢ ͵̯ͻ Ɂ;̥ ɁȨ˺̵ ɅȤȡ  ͍̀̾Ȩ̃ͮͻ 

msg "Good" 
ret 

SETOPT

ION 

 

ƗƺǒƮǃƒ SETOPTION 

ýǍƶƽǆǃƒ Ơƙƽƙ ƖƦƼƓǈ ƘƒƧƓǒƤǃƒ ǑƼ OllyDbg 

SHL  

ƗƺǒƮǃƒ SHL op, count 

ýǍƶƽǆǃƒ ƓǌƙǄǒƛǆǂ ƗƺǄƕ Üƴǒǆƞƙǃƒ ǅǍǀƙ ƗơƒƨƎƕ Ɨǆǒǀǃƒ op Ǐǃƍ ƥƥƵƧƓƪǒǃƒ count ÜƘƕ Ɨǆǒǀǃƒ ƗƞƙƓǈǃƒ ǑƼ op 

ýƓùùƛǆ    hl eax, cl 
shl [58C000], 10 
mov x,12345678 

 ƴƞƧƙ 23456780  shl x, 4 

SHR  

ƗƺǒƮǃƒ SHR op, count 

ýǍƶƽǆǃƒ ƓǌƙǄǒƛǆǂ ƗƺǄƕ Üƴǒǆƞƙǃƒ ǅǍǀƙ ƗơƒƨƎƕ Ɨǆǒǀǃƒ op Ǐǃƍ ƥƥƵƧƓƪǒǃƒ count ÜƘƕ Ɨǆǒǀǃƒ ýƒƗƞƙƓǈ ǑƼ op 

ýƓùùƛǆ    hr eax, cl 
shr [58C000], 10 
mov x,12345678 

 ƴƞƧƙ 01234567  shr x, 4 

STI  

ƗƺǒƮǃƒ STI 

ýǍƶƽǆǃƒ ƗǌǒƕƬ ƱƺưǃƓƕ ǏǄƵ F7 ǍƊ Ʀǒƽǈƙ ƗǒǄǆƶǃƒ Step Into  ǑƼ OllyDbg 

STO  

ƗƺǒƮǃƒ STO 

ýǍƶƽǆǃƒ ƗǌǒƕƬ ƱƺưǃƓƕ ǏǄƵ F8 ǍƊ Ʀǒƽǈƙ ƗǒǄǆƶǃƒ Step Over  ǑƼ OllyDbg 

STR  

ƗƺǒƮǃƒ STR var 

ýǍƶƽǆǃƒ ƩǂƵ BUFÜ ýǍơƙ Ƨǒƺƙǆǃƒ var )Ɨǆǒƿ ƗǒƥƥƵ( Ǐǃƍ ǊǄƕƓǀǆ ǑƮǈǃƒ 

ýƓùùƛǆ   
ƴƞƧƙ AT4RE 

 mov strng, "AT4RE" 
msg strng 
buf strng 

 ƴƞƧƙ #4154345245#  msg strng 
str strng 

 ƴƞƧƙ AT4RE AT4RE  msg strng 

SUB  

ƗƺǒƮǃƒ SUB dest, src 

ýǍƶƽǆǃƒ ƓǌƙǄǒƛǆǂ ƗƺǄƕ Üƴǒǆƞƙǃƒ ǅǍǀƙ ƟƧƱƕ Ɨǆǒƿ src Ǉǆ dest ƲƽơƙǍ ƝƙƓǈǃƒ ǑƼ dest 

ýƓùùƛǆ    sub eax, ebx 

   sub [58C000], 1000 
TC  

ƗƺǒƮǃƒ TC 

ýǍƶƽǆǃƒ ǅǍǀƙ ƻƓǀǒƎƕ Ɣǀƶƙǃƒ )Tracing (ǑƼ OllyDbg 
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66 2009 ͜Ά͉̉͂̎ ȯȨẈ͚Ȩ ‫ Ȩ͢ ͵̯ͻ Ɂ;̥ ɁȨ˺̵ ɅȤȡ  ͍̀̾Ȩ̃ͮͻ 

TEST  

ƗƺǒƮǃƒ TEST dest, src 

ýǍƶƽǆǃƒ ƚǆǂƓǌƙǄǒ ƗƺǄƕ Üƴǒǆƞƙǃƒ ǅǍǀƙ ƗǒǄǆƶƕ AND Ǉǒƕ dest Ǎ src ǇǍƥ Ʋƽơ ƝƙƓǈǃƒ .
Ƨǒƺƙ Ɨǆǒƿ ƘƓǒƒƧǃƒ CF OF PF SF ZF Ɣƪơ ƝƙƓǈǃƒ. 

ýƓùùƛǆ    ask "Input x:" 
cmp $RESULT, 0 
je canceled 
mov x, $RESULT 
ask "Input y:" 
cmp $RESULT, 0 
je canceled 
mov y, $RESULT 
test x, y 
eval "flags after TEST x,y : CF= {!CF} OF= {!OF} PF= {!PF} 
SF= {!SF} ZF= {!ZF}" 
msg $RESULT 
canceled: 
ret 

TI  

ƗƺǒƮǃƒ TI 

ýǍƶƽǆǃƒ ƗǌǒƕƬ ƱƺưǃƓƕ ǏǄƵ CTRL + F11 ǍƊ Ʀǒƽǈƙ ƗǒǄǆƶǃƒ Trane Into  ǑƼ OllyDbg 

TICK  

ƗƺǒƮǃƒ TICK var 

ýǍƶƽǆǃƒ ƴƞƧƙ ǑƼ Ƨǒƺƙǆǃƒ var ƘƿǍ ǑƽǈƙƦ ƘƕǒƧǂƪǃƒ Ʀǈǆ Ǌƙǒƒƥƕ ƻǃƋƕ Ƈƨƞ Ǉǆ ƗǒǈƓƛǃƒ ms 

ýƓùùƛǆ    tick var 

 ýǒǍơƙ Ǐǃƍ ǅƓƲǈǃƒ ǐƧƬƶǃƒ  itoa var,10. 
eval "script took {$RESULT} ms"  
msg $RESULT 

TICND  

ƗƺǒƮǃƒ TICND cond 

ýǍƶƽǆǃƒ Ɣǀƶƙƙ ýƤƒƥ ƘƒƇƒƥǈǃƒ )Trace Into( Ǐǃƍ  Ǉǒơ ƾǀơƙ ƱƧƬǃƒ cond 

Ɠùùƛǆý    ticnd "eip > 402000" 
opentrace 
ret 

TO  

ƗƺǒƮǃƒ TO 

ýǍƶƽǆǃƒ ƗǌǒƕƬ ƱƺưǃƓƕ ǏǄƵ CTRL + F12 ǍƊ Ʀǒƽǈƙ ƗǒǄǆƶǃƒ Trane Over  ǑƼ OllyDbg 

TOCND   

ƗƺǒƮǃƒ TOCND cond 

ýǍƶƽǆǃƒ Ɣǀƶƙƙ ƜƧƓƤ ƘƒƇƒƥǈǃƒ )Trace Over( Ǐǃƍ  Ǉǒơ ƾǀơƙ ƱƧƬǃƒ cond 

ýƓùùƛǆ    tocnd "eip > 402000" 
opentrace 
ret 

VAR  

ƗƺǒƮǃƒ VAR var 
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67 2009 ͜Ά͉̉͂̎ ȯȨẈ͚Ȩ ‫ Ȩ͢ ͵̯ͻ Ɂ;̥ ɁȨ˺̵ ɅȤȡ  ͍̀̾Ȩ̃ͮͻ 

ýǍƶƽǆǃƒ ǇǄƶƙ Ƨǒƺƙǆǃƒ var ǇǍƥ ƇƓƱƵƍǉ Ɨǆǒƿ 
ƧǆǕƒ MOV ǅǍǀǒ ýƛǆǃƓƕ ƴǆ ƇƓƱƵƍ Ɨǆǒƿ ƧǒƺƙǆǄǃ 

XOR  

ƗƺǒƮǃƒ XOR dest, src 

ýǍƶƽǆǃƒ ƓǌƙǄǒƛǆǂ ƗƺǄƕ Üƴǒǆƞƙǃƒ ǅǍǀƙ ƗǒǄǆƶƕ xor Ǉǒƕ src Ǎ dest ƲƽơƙǍ ƝƙƓǈǃƒ ǑƼ dest 

ýƓùùƛǆ    xor eax, ebx 
xor [58C000], 1F 

XCHG  

ƗƺǒƮǃƒ XCHG dest, src 

ýǍƶƽǆǃƒ ǅǍǀƙ ýǀǈƕ src Ǐǃƍ dest Ǎ dest Ǐǃƍ src 

ýƓùùƛǆ    xchg eax, ebx 
xchg [58C000], 1F 
xchg [58C100], 
[58C200] 

WRT  

ƗƺǒƮǃƒ WRT file, data [,separator] 

ýǍƶƽǆǃƒ ƋƬǈƙ ƻǄǆǃƒ file ǅƙ Ɣƙǂƙ ǊǒƼ ƗǆǍǄƶǆǃƒ data Ǎƻǒưƙ ýƮƓƽǃƒ separator ǑƼ ƧǒƤǕƒ 
ǑƼ ýƓơ ƥǍƞǍ ÜƻǄǆǃƒ ǅƙǒ Ơƪǆ ǉƒǍƙơǆ 

WRTA  

ƗƺǒƮǃƒ WRTA file, data [,separator] 

ýǍƶƽǆǃƒ Ɣƙǂƙ ǑƼ ƻǄǆǃƒ file ƗǆǍǄƶǆǃƒ data Ǎƻǒưƙ ýƮƓƽǃƒ separator ǑƼ ƧǒƤǕƒ 
ǑƼ ýƓơ ƥǍƞǍ ÜƻǄǆǃƒ ǅƙǒ ýƓǆǂƍ ǉƒǍƙơǆ 

ýƓùùƛǆ    ƒƧƲǈ Ǐǃƍ ƾǒƕƱƙǃƒ ǑǄǆƶǃƒ ǑƼ ƾơǄǆǃƒ  

    

 

9. òwùü 

9.1. òċgĮj=Čùýä 

 

ȸȮƹ ȰɆȶƠ ȤȲȵ ȨɆǤȖǪȱǟ ȿȯǠǮȵ ȸȵ ǨǤɅȀȮȆȱǟ ȿȤȲƫǟ ǰǩǠȺȱǟ ȸȵ ǠȺȽ. 

 

Ž ǟǾȽ ȯǠǮƫǟ ȯȿǠǶȺȅ ȋɎǺǪȅǟ ǧɍǠɅȀȅ ȰɆǲȆǩ ǰȵǠȹƎȱǟ ȨȥȀƫǟ Ɣȱǟȿ ɄȽ ȸȆƩ ȘƩ ǦȹɀȪƮ Ž ǻɀȭ ǰȵǠȹƎȱǟ! 

ǰȵǠȹƎȱǟ ǠȾȲȶȞǪȆɅ ȸȵ ȰǱǕ ƁǟǠȩǦȹǿ Ȝȵ Ǡȵ ȼȲǹǼɅ ǨȆƫǟȳǼǹ ƙǵ ÛȰɆǲȆǪȱǟ ƗȞɅ ȼȹǕ ɍ ǻɀǱȿ ǦɆȵȁǿǟɀƪ ǡǠȆǵ ȯǠɅȀȆȱ ǴɆǶȍ . 

ȷǽǙ Ȱȭ Ǡȵ ǠȺɆȲȝ ȼȲȞȥ ɀȽ ǼɆȍ ȻǾȽ ǧɍǠɅȀȆȱǟ ȿǠȾȞɆȶƟ ȷǙȿ ǠȺǞȉ ǠȽǠȺȲȶȞǪȅǟ Ž Ǽȱɀȵ ƙǲɆȭ ɄǝǟɀȊȝ. 

http://www.at4re.com/f/showthread.php?t=6392
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68 2009 ͜Ά͉̉͂̎ ȯȨẈ͚Ȩ ‫ Ȩ͢ ͵̯ͻ Ɂ;̥ ɁȨ˺̵ ɅȤȡ  ͍̀̾Ȩ̃ͮͻ 

ȸȮȱ ȄɆȱ Ȁȵɉǟ ƙƬǠǣ ǧɍǠɅȀȆȱǠȥ ȼǤȉ ǥȀǮȞǤȵ-  ǥƘǮȭ ȿǦȲɅɀȕ- Ǡư ȰȞƶ ǠȾȞƤ ǄǠɅȿǼɅ ǄǟȀȵǕ ȧǠȉǄǟ . 

ǠȺȽ źǖǩ ǥǼǝǠȥ ǥȀƣȿ ȨɆǤȖǩ Ǡȵ ȻǠȺȶȲȞǩ ȸȝ OdbgScript ȿȰȞǱ ȀȵǕ ȜƤ ǧɍǠɅȀȆȱǟ ȴǪɅ ǠɆȱǓ Žȿ Ǩȩȿ ȂɆǱȿ. 

ɄȪȲȺȱ ɍȿǕ ǥȀȚȹ ȸȝ ǦɆȦɆȭ ɀǩǼǱǟ ǧɍǠɅȀȆȱǟ Ž ǰȵǠȹƎȱǟ  ,ǢȽǾȹ ƂǙ ȷǟɀȺȞȱǟ 4CDDD0 ȸȅȿǼǱ Ǡȵ ɄȲɅ : 

 

 

 

ǠȺȥǼȽ ǠȺȽ ɀȽ ǻǠƶǙ ȘȺȵǦȵȿ ȴȮƠ ȤȍǟȀǩ ǧɍǠɅȀȆȱǟ ɄȮȱ ǠȾȲȢǪȆȹ Ž ǦǣǠǪȭ ǨǤɅȀȮȅ ȳɀȪɅ ǠȾȞȶƛ.  

 

ǦȚǵɎȵ ƂȿǕ : ǧɍǠɅȀȆȱǟ ǥǼȝǠǤǪȵ ǧǥǿǟ øǣ DFh ǦȹǠǹÛ ǧȿǥǿǟ øǣ DEh ǦȹǠǹ ǠȶɆȥ ǠȾȺɆǣÛ ȿƓǵ øǣ DDh Ž 
ȸȭǠȵǕ ɁȀǹǕÛ ǟǾȽȿ ȄɆȱ ǼɆƨǠǣ ȼȹɉ ɍ ȯǼɅ ɂȲȝ ǢɆǩȀǪȱǟ ȴɆȚȺǪȱǟȿ. 

ǦȚǵɎȵ ǦɆȹǠǭ : Ǖȯǟɀȕ ǧɍǠɅȀȆȱǟ ȤȲǪơ ǄǠɆǝǟɀȊȝÛ ǧǥǿǟ 31 ÛǦȹǠǹ ǧȿǥǿǟ 32 ǦȹǠǹ ȿȷǠɆǵǕǄǟ ɁȀǹǕ 33 ǦȹǠǹ. 

 

ȸȮȱ ǟǽǙ ǠȺȞȵǕ ȀȚȺȱǟ ȸȅǼǱ ȷǕ ŁȣɎǪǹǟ ȧȀȦȱǟ Ž ǼȝǠǤǪȱǟ ƙǣ Ȱȭ ȯǠɅȀȅ ȿɃǾȱǟ ȼɆȲɅ ŅǢȅǠȺǪȵ Ȝȵ ȣɎǪǹǟ ȯɀȕ Ȱȭ ňǼǵǟȿ ÛǠȶȾȺȵ 
ƃǠǪȱǠǣȿ ȌȲǺǪȆȹ ȷǕ ǼȝǠǤǪȱǟ ƙǣ ȯȿǕ ǦȹǠǹ Ž Ȱȭ ȯǠɅȀȅ ȿȯȿǕ ǦȹǠǹ ȯǠɅȀȆȲȱ ɃǾȱǟ ȼɆȲɅ ɄȽ ǦȶɆȩ ǦǪǣǠǭ ɃȿǠȆǩȿ FFh ǦȹǠǹ. 

ȀȶǮǪȆȺȱ ȻǾȽ ǦɆȍǠƪǟ Ž ǦǣǠǪȭ ǨǤɅȀȮȅ: 

ǦɅǟǼǣ ȳɀȪȺȅ ȤɅȀȞǪǣ ȸɅƘȢǪȵ ÛƙȺǭǟ ȯȿɉǟ ȼɆȶȆȹ addr ȿȼɆȖȞȹ ȷǟɀȺȝ ȯȿǕ ȯǠɅȀȅ Ɠǵ ǕǼǤȹ ǼȞȱǟ ȸȵ ȫǠȺȽ. 

ȯǟȿƆǠǭ ȼɆȶȆȹ instance ɃǾȱǟȿ ǢȞȲɆȅ ǿȿǻ ǻǟǼȞȱǟ ǻǼȞȱ ǧɍǠɅȀȆȱǟ Ɣȱǟ ǢȲǲȺȅǠȽ : 

http://www.at4re.com/f/showthread.php?t=6392


   

ƞƽƴǲǶǩƗ ƞǾƾǦǖǩƗ  :ƝǸǎƱ ǺǩƑ ǫƘǭȁƗ. Olly ǧǸǪƮǩƗǷ ƞǭƴǢƢǮǩƗ ǠǽƸǞǩƗ ǼƛƸǖǩƗ ƞƽƴǲǶǪǩ ƞǾƾǦǖǩƗ :AT4RE 
   

69 2009 ͜Ά͉̉͂̎ ȯȨẈ͚Ȩ ‫ Ȩ͢ ͵̯ͻ Ɂ;̥ ɁȨ˺̵ ɅȤȡ  ͍̀̾Ȩ̃ͮͻ 

mov addr, 04CDDE0 
mov instance, 0 

 

ȳɀȪȹ ǠȽǼȞǣ ǒǠȊȹǚǣ ȤȲȵ ɄȎȹ ȼɆȶȆȹ serials.txt ȜȒȹ ȼɆȥ ǧɍǠɅȀȆȱǟ ǥǻǠȖȎƫǟÛ ȿǢǪȮȹ ȼɆȥ ǦȶɆȪȭ ǦɆȱȿǕ ȌȺȱǟ :"Valid 

Serials:" . 

ȰȶȞǪȆȺȅ Ȁȵɉǟ WRT ƘȵǼǪȱ ɁɀǪƮ ɃǕ ȤȲȵ ȰȶƷ ȄȦȹ ȴȅɍǟ ȷǙ ȷǠȭ ǄǟǻɀǱɀȵ: 

wrt "serials.txt", "Valid Serials:" 

ȷɇǟ ȳɀȪȹ ǒǠȊȹǚǣ ǦȪȲƩǟ Ɣȱǟ ȤȪǪȅ ǼȺȝ ǦɅǟǼǣ Ȱȭ ȯǠɅȀȅ ȼǤǪȮǪȱ Ž ǠȺȦȲȵ ǿɀȭǾƫǟ ǄǠȪǣǠȅ : 
loop :  

cmp [addr], 0  

je  end 

wrta  "serials.txt", [addr]  

add  addr, FF  

inc  instance  

jmp loop  

 

Ż ȀȾȚȹ ǰǩǠȺȱǟ ǼȞǣ ȼȲɅɀƠ ƂǙ ȳǠȚȺȱǟ ɃȀȊȞȱǟ : 
end:  

itoa  instance, 0A  

eval  "{$RESULT} serials were fished"  

msg $RESULT 

ret  

ǾȦȺȹ ǨǤɅȀȮȆȱǟ Ž OllyDbg ȰȎǶȺȱ ǠȽǼȞǣ ɂȲȝ ȤȲȵ serials.txt )ȻǼƱ ǢȹǠƛ ȤȲȵ ǰȵǠȹƎȱǟ :ǿǠȆƫǟ ɄȑǟȀǪȥɍǟ( ȿȼǣ Ȱȭ 
ǧɍǠɅȀȆȱǟ ǦȶȚȺȵ. 

9.2. Vcodes=

 

ȰɆȶǶǪȱ ǥǿɀȎȱǟ ȔȢȑǟ ǧǠȪȥȀƫǟ. 

 

  

http://www.at4re.com/f/showthread.php?t=6392
http://www.at4re.com/ebook/2nd/RCE_A_STEP_FORWARD_FILES/CHAPTER_01/scripting_in_ollydbg.7z


   

ƞƽƴǲǶǩƗ ƞǾƾǦǖǩƗ  :ƝǸǎƱ ǺǩƑ ǫƘǭȁƗ. Olly ǧǸǪƮǩƗǷ ƞǭƴǢƢǮǩƗ ǠǽƸǞǩƗ ǼƛƸǖǩƗ ƞƽƴǲǶǪǩ ƞǾƾǦǖǩƗ :AT4RE 
   

70 2009 ͜Ά͉̉͂̎ ȯȨẈ͚Ȩ ‫ Ȩ͢ ͵̯ͻ Ɂ;̥ ɁȨ˺̵ ɅȤȡ  ͍̀̾Ȩ̃ͮͻ 

öì=ďĊ_Ù=PC-GUARD for Win32=§^¤³ğ^=þð§==W5.00 

 

1. ďü¤ñÛ^  

ǟǾȽ ǰȵǠȹƎȱǟ ȰǹǼɅ Ž ǦȲǝǠȝ ǰȵǟȀǣ øȱǟ Licensing ǼȎȪɅȿ ȬȱǾǣ ǠȺȹǕ ȯǠȶȞǪȅǠǣǠȹ ǟǾƬ ǰȵǠȹƎȱǟ ȸȱ ȰȎƲ ȔȪȥ ɂȲȝ ǰȵǠȹȀǣ ɄȶƮ 
Ǽȑ ǦȅǼȺƬǟ ǦɆȆȮȞȱǟ Ȱǣ ǠȺȺȮƹ ȸȝ ȼȪɅȀȕ ǯǠȵǻǙ ǦɆȱǓ ȰɆǲȆǩ ȳǠȭǦȱ ȿǦȝɀȺǪȵ ǢȆǵ ſǟǦǱǟ. ȯɀȎƩǟ ɂȲȝ ǰȵǠȹȀǣ ȰǣǠȩ ȯȯȰɆǲȆǩ 
ȿǻȿǼƮ Ž ȸȵȂȱǟ ȿȯǠȶȞǪȅɍǟ.. 

ɄȮȱ ɍ ȧȀȖǪȹ ƂǙ ǳȀȉ Ȱȭ ȌǝǠȎǹ ǰȵǠȹƎȱǟ ȬȺȮƹ ɄǹǕ ǛǿǠȪȱǟ ǦǣȀƟ ǦǺȆȺȱǟ ǦȪȥȀƫǟ ȿȜȲȖǪȱǟ ɂȲȝ Ȱȭ ǠȾȎǝǠȎǹ ǠȺȹɉ 
ȃȷȯȿǠǵ Ž ǟǾȽ ȃǿǼȱǟ ȷǙ ǒǠȉ ǃǟ ǒǠȖȝǙ ǴɆȑɀǩ ȸȝ ǦɆȦɆȭ Ȭȥ ǦɅǠƥ ǰȵǠȹƎȱǟ ȯɎȢǪȅǠǣ øȱǟ Exceptions ǦƟǠȺȱǟ ȸȝ ȜǤǪǪȱǟ ǴȪȺƫǠǣ . 

ȿȰǤȩ ǦɅǟǼǤȱǟ ǠȺȺȮƹ ȯɀȪȱǟ: ȷǙ ȳǼȝ ǥǒǠȦȭ ǟǾȽ țɀȺȱǟ ȸȵ ǦɅǠȶƩǟ Ȝȵ ȯǠȶȞǪȅǟ ǦɆȍǠǹ øȱǟ Licensing ȓȿȀȊȵ ǒǠȪǤǣ øȱǟ 
Loader ƗȞɅ Ȭȥ ɃǕ ǰȵǠȹȀǣ ɄȶƮ ȼǣȻǽ ǦȪɅȀȖȱǟ ǥǿɀȭǾƫǟ ǄǠȪǣǠȅ ȼȲȞƶ ǄɎȵǠȭ ȷȿǻ ɃǕ ǧǟǼɅǼƠ Ž ȯǠȶȞǪȅɍǟ. 

 

 

 PEiD ȌǶȦȲȱ ȿǕ AT4RE FastScanner. 

 OllyDbg. 

 OllyDump Plugin ȰȶȞȱ ǦǺȆȹ ȸȵ ǥȀȭǟǾȱǟ. 

 Import REConstructor ǙǥǻǠȝ ǒǠȺǣ ȯǟȿǼȱǟ ǥǠȝǼǪȆƫǟ ȸȵ ǰȵǠȹƎȱǟ. 

 

 

ǟǾȽ ȃǿǼȱǟ ȼǱɀȵ ƂǙ ɁɀǪȆƫǟ ȼǤȊȱǟ ÛȔȅɀǪȵ ɀȽȿ ȳɀȝǼȵ ǿɀȎȱǠǣ ȷɀȮɆȱ ɂȝǻǕ ȴȾȦȲȱ ȷǙ 
ǒǠȉ ǃǟ. 

 

Ź ȴɆȆȪǩ ȃǿǼȱǟ ƂǙ ƙȶȆȩ : 

http://www.at4re.com/f/showthread.php?t=6392
http://www.peid.info/getfile.php?id=1
http://www.at4re.com/files/Tools/Releases/at4re/FastScanner_v2.1_Arabic_version.rar
http://www.at4re.com/f/showthread.php?t=735


   

ƞƽƴǲǶǩƗ ƞǾƾǦǖǩƗ  :ƝǸǎƱ ǺǩƑ ǫƘǭȁƗ. Olly ǧǸǪƮǩƗǷ ƞǭƴǢƢǮǩƗ ǠǽƸǞǩƗ ǼƛƸǖǩƗ ƞƽƴǲǶǪǩ ƞǾƾǦǖǩƗ :AT4RE 
   

71 2009 ͜Ά͉̉͂̎ ȯȨẈ͚Ȩ ‫ Ȩ͢ ͵̯ͻ Ɂ;̥ ɁȨ˺̵ ɅȤȡ  ͍̀̾Ȩ̃ͮͻ 

 Ȭȥ ǦɅǠƥ ȤȲƫǟ ɃǾɆȦȺǪȱǟ PCGWIN32.exe 

 Ȭȥ ǦɅǠƥ ȤȲȵ ǦǤǪȮƫǟ ȳǠȺɅǼȱǟǦɆȮɅ PCGW32.DLL 

 

2. öì=ďĊ_Ù=îùÛ^=č¦ċíākø^=PCGWIN32.exe=

2.1. µwì=tü_Ā2ø^=

ȯǠȶȞǪȅǟ ǰȵǟȀǣ ȌǶȥ ȰǮȵ PEiD ȿǕ AT4RE FastScanner ǼȭǖǪȲȱ ȸȵ ȿǻɀǱ ǦɅǠƥ ȿǕ ȔȢȑ ȿǕ ǦȥȀȞȵ ǦȢȲȱǟ ǦȲȶȞǪȆƫǟ Ž ǦƭƎȱǟ 
ȀȵǕ ɄȅǠȅǕ Ž ƁǠȝ ǦȅǼȺƬǟ ǦɆȆȮȞȱǟ. 

 

 

ȘǵɎȹ ȷǕ ǰȵǠȹƎȱǟ ȓɀȢȒȵ ȿȀȦȊȵ ǦȖȅǟɀǣ ǰȵǠȹȀǣ PC-Guard 5.0 ȿȸȮƹ ǼȭǖǪȱǟ ȸȵ ǧǠȵɀȲȞƫǟ ǥǠȖȞƫǟ ȸȵ ȣȀȕ ǥǟǻǕ ǴȦȱǟȋ ȸȵ 
ȯɎǹ ǦȞǣǠǪȵ ǰȵǠȹƎȱǟ Ž ǴȪȺƫǟ ɃǻǠȦǪȱ țɀȩɀȱǟ Ž ǒǠȖǹǕ ǠȾǤǤȅ ǧǟȿǻǕ Ǩȶȶȍ ȀɅȿȂǪȱ ǧǠȶȎǣ ǰȵǟƎȱǟ ȰǮȵ .AT4RE 

Signs_Imitator 

 

2.2. û^|=Loader=

ȰȶƲ ǰȵǠȹƎȱǟ Ž ǴȪȺƫǟ ǠȽǼȞǣȿ ȃȘǵɎȹ ǦȖȪȹ ȯɀǹǻ ǰȵǠȹƎȱǟ ƘȢȱǟ ǦɆȪɆȪǵ 00483000 ȿɄȽ ǦɅǟǼǣ øȱǟ Loader ȯȿǘȆƫǟ ȸȝ Ȭȥ 
ǦɅǠȶƩǟ . 

http://www.at4re.com/f/showthread.php?t=6392
http://www.at4re.com/files/Tools/Releases/at4re/FastScanner_v2.1_Arabic_version.rar


   

ƞƽƴǲǶǩƗ ƞǾƾǦǖǩƗ  :ƝǸǎƱ ǺǩƑ ǫƘǭȁƗ. Olly ǧǸǪƮǩƗǷ ƞǭƴǢƢǮǩƗ ǠǽƸǞǩƗ ǼƛƸǖǩƗ ƞƽƴǲǶǪǩ ƞǾƾǦǖǩƗ :AT4RE 
   

72 2009 ͜Ά͉̉͂̎ ȯȨẈ͚Ȩ ‫ Ȩ͢ ͵̯ͻ Ɂ;̥ ɁȨ˺̵ ɅȤȡ  ͍̀̾Ȩ̃ͮͻ 

 

 

ɄȮȱ ȴȾȦȹ ǥȀȮȦȱǟ ȀǮȭǕ ǠȾǤȝɀǪȆȹȿ ǇȰȮȊǣ ňǼɆǱ ȣǟǾȽ ȯǠǮȵ ȯȳǠȆȩɉ ǦȍǠƪǟ ǦȱɇǠǣ ǦǤȅǠƩǟ : 

 

 

ȰǤȩ Ȝȑȿ ǦɅǠȶƩǟ ǦȖȪȹ ȯɀǹǻ ǰȵǠȹƎȱǟ ǥǻɀǱɀȵ Ž ȴȆȪȱǟ .text ȿǠȺȺȮƹ ǥǒǟȀȩ øȱǟ Strings ȿǧǟǒǠȝǼǪȅɍǟ ǳɀȑɀǣ Ž ǴȪȺƫǟ. 

ǦɆȲȶȝ ǦɅǠȶƩǟ  ȀƢ ƙǪȲǵȀƞ  :

1. ǦɅǠƥ ǰȵǠȹƎȱǟ ȣǼƬǟ: ǰȵǠȹȀǣ ǦɅǠȶƩǟ ÛȀȦȊɅ ȔȢȒɅ Û Ƀǻȳǯ øȱǟ Loader Ž ǰȵǠȹƎȱǟ ȣǼƬǟ мɃƘȡ ǦȖȪȹ ȯɀǹǼȱǟ ǦɆȪɆȪƩǟ 

ȸȵ ȄȪȱǟȳ .text ƂǙ ȴȆȪȱǟ ɃǾȱǟ ɃɀǪƷ øȱǟ Loader. 

ǴǤȎɅ ǰǩǠȺȱǟ ǟǾȮȽ : 

 

 

http://www.at4re.com/f/showthread.php?t=6392


   

ƞƽƴǲǶǩƗ ƞǾƾǦǖǩƗ  :ƝǸǎƱ ǺǩƑ ǫƘǭȁƗ. Olly ǧǸǪƮǩƗǷ ƞǭƴǢƢǮǩƗ ǠǽƸǞǩƗ ǼƛƸǖǩƗ ƞƽƴǲǶǪǩ ƞǾƾǦǖǩƗ :AT4RE 
   

73 2009 ͜Ά͉̉͂̎ ȯȨẈ͚Ȩ ‫ Ȩ͢ ͵̯ͻ Ɂ;̥ ɁȨ˺̵ ɅȤȡ  ͍̀̾Ȩ̃ͮͻ 

2. øȱǟ Loader ɃɀǪƷ ɂȲȝ ǧǠȶɆȲȞǩ Ȭȥ ƘȦȊǪȱǟ мȔȢȒȱǟ мțǠǱǿǙ ǦȖȪȹ ȯɀǹǼȱǟ ǦɆȪɆȪƩǟÛ ȿȰȭ ȻǾȽ ǧǠɆȲȶȞȱǟ ȴǪǩ Ž 
ÛǥȀȭǟǾȱǟ ȿȻȿ ǴɅɃɀǩ ǠȒɅǕ ȰȝɁ Ȱȭ țǼƪǟ ǦȥȿȀȞƫǟ ȣǠȪɅɋ ǴȪȺƫǟ мȈɅɀȊǩ мƘȦȊǩ ǻɀȮȱǟ ȰȞƨ ȜǤǪǩ øȱǟ Loader ȀȵǕǄǟ ȜȍǡǄǟ мǄɎư ̪

ȿɃɀƷ ǠȒɅǕ ǧǟǒǟȀǱǙ ȰɆǲȆǪȱǟ ȿǧǟǼɅǼǶǪȱǟ ǦȍǠƪǟ ȸȵȂǣ ǥǼȵȿ ȳǟǼǺǪȅǟ ǰȵǠȹƎȱǟ Ž ǰȵǟƎȱǟ Ɣȱǟ ɃɀǪƠ ɂȲȝ ǦɆȍǠǹ  Licensing. 

ǥɀȩ ǰȵǠȹȀǣ ſǟǦɅǠȵ ȸȶȮǩ Ž: ǦƭȀǣ Loader ǢȞȍ ȜǤǪǪȱǟÛ ɃɀǪƷȿ ɂȲȝ țǼǹ ȰȞƟ ȯɀȍɀȱǟ ƂǙ ǦȖȪȺȱǟ ǦɆȪɆȪƩǟ ǄǟȀȵǕ ǢȞȍǄǟÛ ǦȥǠȑǙ ƂǙ 
ȰȞǱ ǥǻǠȝǙ ǒǠȺǣ ǧǟǒǠȝǼǪȅɍǟ ǄǠǞɆȉ ȄɆȱ Ž ȯȿǠȺǪȵ ȜɆȶƨǟ. 

 

2.3. öì=ďĊ_ýÅ^==

ɃɀǪƷ ǟǾȽ ǢȹǠƨǟ ȸȵ ȃǿǼȱǟ ǦȪɅȀȖȱǟ ǦɆȲȶȞȱǟ ȬȦȱ ǦɅǠȶƩǟ. 

 

2.3.1. m^£^¤äd=yñāÛ^=

 

 

ǢȽǾȹ ƂǙ :Options Ż Debugging options 

ɄȢȲȹ ȰɆȞȦǩ ǧǟǿǠɆƪǟ ƃǠǪȱǠȭ : 

http://www.at4re.com/f/showthread.php?t=6392


   

ƞƽƴǲǶǩƗ ƞǾƾǦǖǩƗ  :ƝǸǎƱ ǺǩƑ ǫƘǭȁƗ. Olly ǧǸǪƮǩƗǷ ƞǭƴǢƢǮǩƗ ǠǽƸǞǩƗ ǼƛƸǖǩƗ ƞƽƴǲǶǪǩ ƞǾƾǦǖǩƗ :AT4RE 
   

74 2009 ͜Ά͉̉͂̎ ȯȨẈ͚Ȩ ‫ Ȩ͢ ͵̯ͻ Ɂ;̥ ɁȨ˺̵ ɅȤȡ  ͍̀̾Ȩ̃ͮͻ 

 

 

ǼȞǣ ǨȱǟȰɅǼȝ ǼɅǼƨǟ ȘȦƲ ǧǟǿǠɆƪǟ. 

 

ǠȺȺȮƹ ȰɅǼȞǩ ǧǟǿǠɆǹ ǴȪȺƫǟ Ȱȭ ǥȀȵ мǢȆǵ țɀȹ ǦɅǠȶƩǟ Ɣȱǟ ǼɅȀȹ ǠȾǪȅǟǿǻ. 

 

2.3.2. ďĮñĀ ďĊ^¤gø^ ďċñċñÅ^ 

ȯɀȎǶȲȱ ɂȲȝ ǦȶǝǠȩ øȱǟ Exceptions мȴȾȥ ǟǽǠȵ ǫǼƷ ȰǤȩ ǿɀȾș ǥǾȥǠȹ ǰȵǠȹƎȱǟÝ 

 

 

ǢȽǾȹ ƂǙ : View  Ż Log Ż ȯȿǠƲ ȠȊǩȰɅ ǰȵǠȹƎȱǟ ȯǠȶȞǪȅǠǣ Shift F9 ɄȖǺǪȱ øȱǟ Exceptions Ǡȶȭ ɀȽ Ǵȑɀȵ Ž ȔɅȀȉ 
ǴȪȺƫǟ: 
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75 2009 ͜Ά͉̉͂̎ ȯȨẈ͚Ȩ ‫ Ȩ͢ ͵̯ͻ Ɂ;̥ ɁȨ˺̵ ɅȤȡ  ͍̀̾Ȩ̃ͮͻ 

ǼɆȞȹ ǥȀȮȱǟ ƂǙ ȷǕ ȀȾȚǩ ǥǾȥǠȹ ǰȵǠȹƎȱǟ. 

ȷɇǟ ǢȽǾȹ ƂǙ Log мǢȆƲ ǻǼȝ øȱǟ Exceptions ǦƟǠȺȱǟ ȰǤȩ ȷǕ ȰȶȞɅ ǰȵǠȹƎȱǟ .
 ϭвϝжϽϡЮϜ ЭуПЇϦ F9 

00483343 Access violation when writing to [657EAB6E] Shift + F9 

00483564 Access violation when writing to [B4E6507E] Shift + F9 

004836D8 Single step event at PCGWIN32.004836D8 Shift + F9 

00483A0D Single step event at PCGWIN32.00483A0D Shift + F9 

7C911230 INT3 command at ntdll.DbgBreakPoint  

7C911230 INT3 command at ntdll.DbgBreakPoint  

7C911230 INT3 command at ntdll.DbgBreakPoint  

00492999 Single step event at PCGWIN32.00492999 Shift + F9 

0049698F Single step event at PCGWIN32.0049698F Shift + F9 

0046E343 Access violation when writing to [657EAB6E] Shift + F9 

0046E564 Access violation when writing to [B4E6507E] Shift + F9 

0046E6D8 Single step event at PCGWIN32.0046E6D8 Shift + F9 

0046EA0D Single step event at PCGWIN32.0046EA0D Shift + F9 

7C911230 INT3 command at ntdll.DbgBreakPoint  

7C911230 INT3 command at ntdll.DbgBreakPoint  

7C911230 INT3 command at ntdll.DbgBreakPoint  

0047D999 Single step event at PCGWIN32.0047D999 Shift + F9 

58B50000 Module C: \ WINDOWS\ system32 \ COMCTL32.dll  

76C40000 Module C: \ WINDOWS\ system32 \ IMAGEHLP.dll  

76340000 Module C: \ WINDOWS\ system32 \ comdlg32.dll  

77F40000 Module C: \ WINDOWS\ system32 \ SHLWAPI.dll  

7C9D0000 Module C: \ WINDOWS\ system32 \ SHELL32.dll  

77390000  Module 

C: \ WINDOWS\ WinSxS\ x86_Microsoft.Windows.Common -

Controls_6595b64144ccf1df_6.0.2600.2180_x -

ww_a84f1ff9 \ comctl32.dll 

 

0048198F Single step event at PCGWIN32.0048198F Shift + F9 

  ЙЏж ϝзкSet Memory Breakpoint on Access   

77BD0000 Module C: \ WINDOWS\ system32 \ VERSION.dll  

5B090000 Module C: \ WINDOWS\ system32 \ uxtheme.dll  

  ϭвϝжϽϡЮϜ ϢϻТϝж ϽлЗϦ  

 

ǼȞǣ ȀǹǓ Exception ȜȒȹ ǦȖȪȹ Ȥȩɀǩ Set Memory Breakpoint on Access ȼȹɉ ȴǪɆȅ ȯɀǹǼȱǟ ƂǙ ǦȖȪȹ ǦɅǟǼǤȱǟ 
ǦɆȪɆȪƩǟ ǰȵǠȹƎȲȱ ȿǯȿȀƪǟ ȸȵ øȱǟ Loader. 

 

 

ǢȽǾȹ ƂǙ  :View Ż Memory 
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76 2009 ͜Ά͉̉͂̎ ȯȨẈ͚Ȩ ‫ Ȩ͢ ͵̯ͻ Ɂ;̥ ɁȨ˺̵ ɅȤȡ  ͍̀̾Ȩ̃ͮͻ 

 

 

ǿǠǪƳ ȴȆȪȱǟ code Ż ȜȒȹ ǦȖȪȹ ȤȩɀǩÛ Ž ǦȱǠǵ ȯɀǹǼȱǟ ǟǾƬ ȴȆȪȱǟ ȷǚȥ ǴȪȺƫǟ ȃȤȩɀǪɅ. 

 

 

ȰɆƤ Ȥȩɀǩ ǴȪȺƫǟ Ž ǦȖȪȹ ǦɅǟǼǤȱǟ ǦɆȪɆȪƩǟ ǰȵǠȹƎȲȱ Ž ǥȀȭǟǾȱǟ. 

 

ǼȭǖǪȺȱ ǠȺȹǕ Ž ǦȖȪȹ ǦɅǟǼǤȱǟ ǦɆȪɆȪƩǟ ǰȵǠȹƎȲȱ :ǢȽǾȹ ƂǙ ǥǾȥǠȹ øȱǟ Strings мǧǟǒǠȝǼǪȅɍǟÛ 
ȣǙǽǟ ǠȺȞȖǪȅǟ ǠőǒǟȀȩ ǳɀȑɀǣ ǦɆȲȶȞȱǠȥ ǦǶǱǠȹ. 

 

2.3.3. âív tü_Ā2ø^ Ăü Ď¨ô^¦ø^ Dump 

ȣɀȅ ȯȿǠƲ ȷǙ ǒǠȉ ǃǟ ȘȦǵ ǰȵǠȹƎȱǟ ǒǟǼǪǣǟ ȸȵ ǦȖȪȹ ǦɅǟǼǤȱǟ ǥǼɅǼƨǟ Ž ȤȲȵ ǼɅǼǱ ȸȵ ǥȀȭǟǾȱǟ ȿǟǾȽ Ǡȵ ɂȶȆɅ ȰȶȞǣ Dump 

 

ȰȶȞǪȆȺȅ ǥǟǻǕ OllyDump Plugin .

 Ž ȻǾȽ ǦȲǵȀƫǟ ɍ ȁɀƶ ȷǕ ȨȲȢȹ ǴȪȺƫǟ Ɠǵ ɄȾǪȺȹ ȸȵ ǦɆȲȶȝ Ȭȥ ǦɅǠȶƩǟ. 
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77 2009 ͜Ά͉̉͂̎ ȯȨẈ͚Ȩ ‫ Ȩ͢ ͵̯ͻ Ɂ;̥ ɁȨ˺̵ ɅȤȡ  ͍̀̾Ȩ̃ͮͻ 

 

 

ǢȽǾȹ ƂǙ Plugins Ż OllyDump Ż Dump debugged process 

 

 

 

ɄȢȲȹ ȰɆȞȦǩ Rebuild import ǠȺȹɉ ȰȶȞǪȆȺȅ ǰȵǠȹȀǣ : 

Import REConstructor. 

 

 

 

ȳɀȪȹ ȘȦƜ ǰȵǠȹƎȱǟ ǼɅǼƨǟ ȸȵ ǥȀȭǟǾȱǟ ƂǙ ȋȀȪȱǟ. 
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78 2009 ͜Ά͉̉͂̎ ȯȨẈ͚Ȩ ‫ Ȩ͢ ͵̯ͻ Ɂ;̥ ɁȨ˺̵ ɅȤȡ  ͍̀̾Ȩ̃ͮͻ 

2.3.4. Ď£_äd=Ē_āf=Imports=û_ýåk«_f==tü_Ā¨f=Import REConstructor=

 

 

ǼȞǣ ȰɆȢȊǩ ǥǟǻǕ ǥǻǠȝǙ ǒǠȺǣ øȱǟ imports ǢȽǾȹ ƂǙ  :Attach to an Active process ȿǿǠǪƳ ǰȵǠȹȀǣ ȃǿǼȱǟ .

 

ǰȵǠȹȀǣ ȃǿǼȱǟ ȰȶƮ Ž ǟǾȱǟǥȀȭ ȸȝ ȨɅȀȕ ǴȪȺƫǟ ȤȩɀǪȵȿ Ž ǦȖȪȹ ǦɅǟǼǤȱǟ ÛǦɆȪɆȪƩǟ ǟǾȱ ɍ 
ȁɀƶ ȷǕ ȨȲȢȹ ǴȪȺƫǟ Ɠǵ ɄȾǪȺǩ ǦɆȲȶȞȱǟ ǦȲȵǠȭ ǄǠȪǣǠȅ ǠȹȀȭǽ Ǡȶȭ. 

 

 

 

ǢȽǾȹ ƂǙ IAT Infos Needed ȜȒȺȱ ȷǟɀȺȝ ǦȖȪȹ ǦɅǟǼǤȱǟ ǦɆȪɆȪƩǟ ǦȥȿȀȞƫǟ ȂȵȀǣ OEP : 

 

Ż ɂȲȝ AutoSearch : 

 

 

Ž ǦȱǠǵ ǻɀǱȿ ǦǲɆǪȹ ǙǦɆǣǠƶ ȀȾȚǩ ȻǾȽ ǦȱǠȅȀȱǟ  

ȔȢȒȹ ɂȲȝ Get Imports : 
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79 2009 ͜Ά͉̉͂̎ ȯȨẈ͚Ȩ ‫ Ȩ͢ ͵̯ͻ Ɂ;̥ ɁȨ˺̵ ɅȤȡ  ͍̀̾Ȩ̃ͮͻ 

 

 

ȻǾȽ øȱǟ Imports Ɣȱǟ ȣȀȞǩ ǠȾɆȲȝ ǰȵǠȹƎȱǟÛ Ɣȱǟȿ ȜɆȖǪȆɅ ǨɆǤǮǩ ǠȾȺɅȿǠȺȝÛ ȿȸȮȱ ȰǤȩ ǨɆǤǮǪȱǟ Ǣƶ ȌǶȥ øȱǟ imports ȴǪɆȱ 
ǠȾǵɎȍǙ ǄǠɅȿǼɅ. 

 

ȔȢȒȹ ɂȲȝ Show Invalid  

 

 

 

ȀȾȚǩ ǠȺȱ Ǧȱǟǻ Ž ǦǤǪȮƫǟ ǦɆȮȵǠȺɅǼȱǟ Kernel32.dll Ƙȡ ǦȥȿȀȞȵÛ ȿȜɆȖǪȆȹ ȣȀȞǪȱǟ ǠȾɆȲȝ ǡțǠǤǩǟ ǢɆǩȀǪȱǟ Ž ǴȪȺƫǟ ǰȵǠȹƎȱ ȃǿǼȱǟÜ 
ǬɆǵ ǠŒǕ ȜȪǩ ƙǣ Ǧȱǟǻ HeapDestroy м GetVersion Û ȿɄȽ Ǧȱǟǻ ExitProcess Ɣȱǟ ȣɀȅ ǠȾǶȲȎȹ ȯǠȶȞǪȅǠǣ ǿǠɆǹ  :

Import Editor 
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80 2009 ͜Ά͉̉͂̎ ȯȨẈ͚Ȩ ‫ Ȩ͢ ͵̯ͻ Ɂ;̥ ɁȨ˺̵ ɅȤȡ  ͍̀̾Ȩ̃ͮͻ 

 

 

ǿǠǪƳ ExitProcess Ż ȘȦƲ ǿǠɆƪǟ : 

 

 

Ǡƞ ȌƸ øȱǟ Import ƃǠǪȱǟ ȠȱǟȀɅ ȣȿȀȞȵ Ɏȥ ǼǱɀɅ ǠȺɅǼȱ ȴȅǟ ǦǤǪȮƫǟ ǟǾƬȿ ɄȦǪȮȺȅ ǠȾȥǾƜ ȸȵ ǦȶǝǠȪȱǟ ȿȸȮȱ ȼǤǪȺȹ ȻǾƬ ǦɆȲȶȞȱǟ  ɉȷȻ 
Ž ȐȞǣ ǧɍǠƩǟ ɍ ǰɅȁȿ ȣǾǵ øȱǟ Import ƘȢȱǟ ǦȥȿȀȞȵ ȿǦȱȿǠƮ ǠȾǵɎȍǙ ǄǠɅȿǼɅÜ ɉȷ ǠȾȥǾǵ ȀǭǘɅ ɂȲȝ ǰȵǠȹƎȱǟ Û ȔȢȒȹ ǿȂȱǟ 
ȸƹɉǟ ǥǿǖȦȲȱ Ż ǿǠǪƳ Cut Thunks. 
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81 2009 ͜Ά͉̉͂̎ ȯȨẈ͚Ȩ ‫ Ȩ͢ ͵̯ͻ Ɂ;̥ ɁȨ˺̵ ɅȤȡ  ͍̀̾Ȩ̃ͮͻ 

 

 

Import ǦǶɆǶȍ ȿȯȿǠǶȺȅ ǠȾǪɆǤǮǩ Ž ǰȵǠȹƎȱǟ ǼɅǼƨǟ Dump  . ȷɇǟ ǴǤȍǕ ȯǻɃǠȹ ȸɅȿǠȺȝ 

ȔȢȒȹ ɂȲȝ Fix Dump  

 

Ż ǿǠǪƳ ǰȵǠȹƎȱǟ ǼɅǼƨǟ Dump. 

 

 

 

ǼȞǣ ȳǠƢǙ Ȱȭ ȰǵǟȀȵ ȯǟțǦɆȲȵ ȯȿǠƲ ȰɆȢȊǩ ǰȵǠȹƎȱǟ ȿȂɆȭȀǪȱǟ ɂȲȝ ǢɅȀƟ ȼȎǝǠȎǹ. 

 

ȳɀȪȹ ȰȶȞǣ ȌǶȥ ǼɅǼǱ ǼȞǣ Ȭȥ ȴƩǟǦɅǟ ǼȽǠȊȺȱ ǦǲɆǪȹ ǦɆȲȶȞȱǟ : 
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82 2009 ͜Ά͉̉͂̎ ȯȨẈ͚Ȩ ‫ Ȩ͢ ͵̯ͻ Ɂ;̥ ɁȨ˺̵ ɅȤȡ  ͍̀̾Ȩ̃ͮͻ 

 

3. öì=ďĊ_Ù=îùü=ďgkõÛ^=ďċõċü_āĊ¤ø^=PCGW32.DLL 

3.1. µwì=Ĉď«^§£=îùÛ^=

 

ȬȦȱ ǦɅǠƥ ȤȲȵ ǦǤǪȮƫǟ ǦɆȮɆȵǠȺɅǼȱǟ PCGW32.dll ȜǤǪȹ ȄȦȹ ǦȪɅȀȖȱǟ ǥǿɀȭǾƫǟ ȤȹǓǄǟ ǦȍǠƪǟ 

ȯɎȢǪȅǠǣ Exceptions ȯɀȍɀȲȱ ƂǙ ǦȖȪȹ ǦɅǟǼǤȱǟ ǦɆȪɆȪƩǟ ȤȲȶȲȱ. 

 

ǦɆȲȶȝ ȌǶȦȱǟ ƙǤǩ ȴȅǟ ǰȵǠȹȀǣ ǦɅǠȶƩǟ : 

 

Ż : 

 

 

 

OllyDbg ɍ ņȴƷȯ ǧǠȦȲȵ ǦǤǪȮƫǟ ǦɆȮȵǠȺɅǼȱǟ ǄǠɆǝǠȪȲǩÜ ǟǾȱ Ǣƶ ǠȺɆȲȝ ȯǠȶȞǪȅǟ ǰȵǠȹȀǣ ɄǱǿǠǹ ǴɆȪȺǪȱ ǟǾȽ țɀȺȱǟ 

ȸȵ ǧǠȦȲƫǟÛ мǠȺȺȮƹ ȯǠȶȞǪȅǟ ǰȵǠȹȀǣ Loaddll.exe Ȝȵ ǴȪȺƫǟ. 

ȻǾȽ ǦȖȪȹ ȯɀǹǻ ȤȲȵ Dll Ʉȶǂǟ : 

http://www.at4re.com/f/showthread.php?t=6392


   

ƞƽƴǲǶǩƗ ƞǾƾǦǖǩƗ  :ƝǸǎƱ ǺǩƑ ǫƘǭȁƗ. Olly ǧǸǪƮǩƗǷ ƞǭƴǢƢǮǩƗ ǠǽƸǞǩƗ ǼƛƸǖǩƗ ƞƽƴǲǶǪǩ ƞǾƾǦǖǩƗ :AT4RE 
   

83 2009 ͜Ά͉̉͂̎ ȯȨẈ͚Ȩ ‫ Ȩ͢ ͵̯ͻ Ɂ;̥ ɁȨ˺̵ ɅȤȡ  ͍̀̾Ȩ̃ͮͻ 

 

 

3.2. âív=tü_Ā2ø^=Ăü=Ď¨ô^¦ø^=Dump=

ǡțǠǤǩǟ ȨɅȀȖȱǟ ǦȪǣǠȆȱǟ ɄǹǕ ȂɅȂȞȱǟ ȰȎǪȅ ǄǠȶǪǵ ƂǙ ǦȖȪȹ ǦɅǟǼǤȱǟ ǦɆȪɆȪƩǟ ȤȲƫ Dll  :

 

 

ȿ ǠȺȽ ǦɆȲȶȝ ȘȦǵ ȤȲƫǟ ǥȀȉǠǤȵ ȸȵ ǥȀȭǟǾȱǟ Ȝȵ ǦȖȪȹ ǦɅǟǼǤȱǟ ǦɆȪɆȪƩǟ : 
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84 2009 ͜Ά͉̉͂̎ ȯȨẈ͚Ȩ ‫ Ȩ͢ ͵̯ͻ Ɂ;̥ ɁȨ˺̵ ɅȤȡ  ͍̀̾Ȩ̃ͮͻ 

3.3. Ď£_äd=Ē_āf=Imports=û_ýåk«_f==tü_Ā¨f=Import REConstructor 

 

 

 

ɍ ǠȺȺȮƹ ȰɆȶƠ ȤȲȵ Dll ǥȀȉǠǤȵ ȸȵ øȱǟ Process ǟǾȱ ȃȷņȴǵȯ ǰȵǠȹȀǣ Loaddll.exe ɃǾȱǟ Ȱƥ ȻǿȿǼǣ ȤȲȵ 

Dll Ż ȔȢȒȹ ɂȲȝ Pick DLL. 

 

ǿǠǪƳ ȤȲƫǟ ǻǟȀƫǟ ǥǻǠȝǙ ǒǠȺǣ øȱǟ Imports ȼȱ Ž ȣǠȺȱǟǥǽ Ɣȱǟ ǧȀȾș ǠȺȱ : 

 

 

ȰǹǼȹ ȷǟɀȺȝ ǦȖȪȹ ȯɀǹǼȱǟ ǦɆȪɆȪƩǟ ȤȲȶȲȱ Ż ȔȢȒȹ ɂȲȝ AutoSearch Û ȿŽ ȯǠǵ ǿɀǮȞȱǟ ɂȲȝ ǦǲɆǪȹ ǙǦɆǣǠƶ ȀȾȚǩ ǠȺȱ ǦȱǠȅǿ ǳǠƱ 
ǦɆȲȶȞȱǟ. 

 

 

ȿ ǼȺȝ ȔȢȒȱǟ ɂȲȝ Get Imports ȘǵɎȹ Ǖȼȹ ɍ ǼǱɀɅ ǒǠȖǹǕ Ž ȸɅȿǠȺȞȱǟ : 

http://www.at4re.com/f/showthread.php?t=6392


   

ƞƽƴǲǶǩƗ ƞǾƾǦǖǩƗ  :ƝǸǎƱ ǺǩƑ ǫƘǭȁƗ. Olly ǧǸǪƮǩƗǷ ƞǭƴǢƢǮǩƗ ǠǽƸǞǩƗ ǼƛƸǖǩƗ ƞƽƴǲǶǪǩ ƞǾƾǦǖǩƗ :AT4RE 
   

85 2009 ͜Ά͉̉͂̎ ȯȨẈ͚Ȩ ‫ Ȩ͢ ͵̯ͻ Ɂ;̥ ɁȨ˺̵ ɅȤȡ  ͍̀̾Ȩ̃ͮͻ 

 

 

ȳɀȪȹ ǨɆǤǮǪǣ ȯǟȸɅȿǠȺȝ ǦǶɆǶȎȱǟ Ž ȤȲƫǟ ǼɅǼƨǟ  :

 

 

4. ďÕ_Æ^=

ǼȶƩǟ ǃ Ź ǟǾȽ ȃǿǼȱǟ ȯǖȆȹȿ ǃǟ ƂǠȞǩ ȷǕ ȷɀȮɅ ȴɆȚȝ ȜȦȺȱǟ ȿȰȾȅ ȴȾȦȱǟ. 

 

 

ǧǠȦȲƫǟ Ɣȱǟ Ȱȶȝ ǠȾɆȲȝ ǟǾȽ ȃǿǼȱǟ ǦȪȥȀȵ ŉȸȆǪɆȱ Ȭȱ ɄǹǕ ƇȀȮȱǟ ǦǣȀǲǪȱǟ 
Ȝȵ țǠǤǩǟ Ȱȭ ȰǵǟȀƫǟ ȿȯɀȍɀȱǟ ƂǙ ǦǲɆǪȺȱǟ ǦɆȑȀƫǟ .ȿȬȺȮƹ ǠȾȲɆȶƠ ȸȵ 
ȻǠȹ. 

http://www.at4re.com/f/showthread.php?t=6392
http://www.at4re.com/ebook/2nd/RCE_A_STEP_FORWARD_FILES/CHAPTER_01/unpacking_pcguard_5.00.7z


   

ƞƽƴǲǶǩƗ ƞǾƾǦǖǩƗ  :ƝǸǎƱ ǺǩƑ ǫƘǭȁƗ. Olly ǧǸǪƮǩƗǷ ƞǭƴǢƢǮǩƗ ǠǽƸǞǩƗ ǼƛƸǖǩƗ ƞƽƴǲǶǪǩ ƞǾƾǦǖǩƗ :AT4RE 
   

86 2009 ͜Ά͉̉͂̎ ȯȨẈ͚Ȩ ‫ Ȩ͢ ͵̯ͻ Ɂ;̥ ɁȨ˺̵ ɅȤȡ  ͍̀̾Ȩ̃ͮͻ 

úýä=ď«¤āĄ=ďċ¬õä =m_ĀĉõÛ=Číø£=

Delphi component  RCE 

 

1. ï^¤Ąě^=

ȯɀøøȎƩǟ ɂȲȝ ǧǠȵɀȲȞȵ ȰøɆǲȆǪȱǟ Ȱȶȝȿ Ǽȱɀȵ ǴɆǩǠȦȵ Serial Fishing and Keygening. 

ȰøøɅǼȞǪȱǟ Ʉøȥ ȷɀøȮƫǟ øøȱǠǣ Patching. 

 

2. ďü¤ñü=

ǦȢȱ ǦƭƎȱǟ ɄȦȱǻ ȸȵ ǧǠȢȲȱǟ ǥǿɀȖǪƫǟ ȿȯǟǦȲȾȅ ȯǠȶȞǪȅɍǟ ȿȌɆȎǺǪȱǟÛ Ȁȥɀǩȿ ǦɆȹǠȮȵǙ ǦȥǠȑǙ ǧǠȹɀȮȵ ǥǼɅǼǱ ǠȾȲȞƟ ǥǿǻǠȩ ɂȲȝ 
ȴȲȩǖǪȱǟ Ȝȵ ǧǠǤȲȖǪȵ Ȱȭ ǰȵƎȵ ǠȶȾȵ ȷǠȭ ȻǟɀǪȆȵ. 

ǄɎǮȵ ȜɆȖǪȆɅ ǰȵƎȵ ɃȿǠȽ ȯǠȶȞǪȅǟ ǼȪȝǕ ǧǠɆȵȁǿǟɀǹ ƘȦȊǪȱǟ ǥǻɀǱɀƫǟ Ž ǧǠǤǪȮȵ ǥȂȽǠǱ ȷȿǻ ǦȥȀȞȵ ÛǠȽǠɅǠȦǹ ǟǾȽȿ ȴȽǠȅ Ž ǿɀȾș 
ǧǠȭȀȉ ǦȎȎǺǪȵ ȔȪȥ Ž ǦƭȀǣ ǧǠȹɀȮȵ ɄȦȱǻ ǠȾȪɅɀȆǩȿ. 

 

2.1. ďéċ³=̂m_ĀĉõÛ=ďùýåk¬Û^=

ɄȦȱǻ ǻȿȂȵ ǥǟǻǖǣ ǦȎǪƯ ǦȥǠȑǚǣ ǧǠȹɀȮȵ ÛǥǼɅǼǱ ǠȾǪɆǤǮǩȿ ǦȢɆȎǣ : 

 Pas ȤȲȵ ɃǿǼȎȵ Ȝȵ ǦɆȹǠȮȵǙ ȰɅǼȞǪȱǟ ȿǦȥǠȑǙ Procedures ȿ Functions ȼɆȲȝ. 
 Dcu Ȝȵ ȳǼȝ ǦɆȹǠȮȵǙ ǠȥǠȑǙǧ ɁȀǹǕ. 
 Bpl ǦǤǪȮȵ ǦȲȵǠȭ ǦȲȪǪȆȵ Ȝȵ ȳǼȝ ǦɆȹǠȮȵǙ ǧǠȥǠȑǙ ɁȀǹǕ ǄǠȒɅǕ. 

 

ǼɅȂȶȲȱ ȸȵ ǧǠȵɀȲȞƫǟ ȸȝ ǧǠȹɀȮȵ ɄȦȱǻ ȿǦȪɅȀȕ ǢɆȎȺǪȱǟ ȴȮȺȮƹ ǥǿǠɅȁ Ȝȩɀȵ ɄȦȱǻ 
ǡȀȞȲȱ ȌȎǺǪƫǟ Ž ǦƭƎȱǟ ǡȯǟɄȦȱǻ ɂȲȝ ȔǣǟȀȱǟ ƃǠǪȱǟ : 

 

 

http://www.at4re.com/f/showthread.php?t=6392
http://www.delphi4arab.com/


   

ƞƽƴǲǶǩƗ ƞǾƾǦǖǩƗ  :ƝǸǎƱ ǺǩƑ ǫƘǭȁƗ. Olly ǧǸǪƮǩƗǷ ƞǭƴǢƢǮǩƗ ǠǽƸǞǩƗ ǼƛƸǖǩƗ ƞƽƴǲǶǪǩ ƞǾƾǦǖǩƗ :AT4RE 
   

87 2009 ͜Ά͉̉͂̎ ȯȨẈ͚Ȩ ‫ Ȩ͢ ͵̯ͻ Ɂ;̥ ɁȨ˺̵ ɅȤȡ  ͍̀̾Ȩ̃ͮͻ 

2.2. m^Ĉ£ě^=ďü¤ k¬Û^==

 

 ǴȪȺƫǟ OllyDbg. 
 Ǵȵǿǿ ȄȮȽ HexWorkshop v5. 

 ǰȵǠȹȀǣ ǬǶǤȱǟ ȸȝ øȱǟ Strings Search and replace ς 

 Delphi 7 Entreprise. 

 

ȸȵ ȰǱǕ ǴɆȑɀǩ ǟǾȽ ȃǿǼȱǟ ȴȩǠȹ ǦƭƎǣ ȷɀȮȵ ÛɄȦȱǻ ǠȺȦȑǕȿ ȼɆȱǙ ȧȀȖȱǟ ǦɆȮɆȅɎȮȱǟ Ɣȱǟ ǼȶǪȞǩ ɂȲȝ ǼȭǖǪȱǟ ȸȵ ȰɆȢȊǩ ɄȦȱǻ 
ɄȮȱ ȰȶȞɅ ȷɀȮƫǟ ǦȪɅȀȖǣ Ƙȡ ÛǥǻȿǼƮ ȧȀȖȱǟȿ ǥǼɅǼƨǟ Ɣȱǟ ǼȶǪȞǩ ȯɀȎƩǟ ɂȲȝ ǧǠȵɀȲȞȵ ȰɆǲȆǩ ȷȿǻ ǒɀǲȲȱǟ ƂǙ ȌǶȥ ȰɆȢȊǩ 
ɄȦȱǻ. 

ȜɆȖǪȆȹ ǦɅǠƥ ȷɀȮƫǟ ȄȦȺǣ ȧȀȖȱǟ ǥǻɀȾȞƫǟ ǰȵǟƎȲȱ ǨȆƫǟǦȲȩ ǰȵǼǣ Junkcode ȿǕ ȯǠȶȞǪȅǟ ObfuscationÛ ƘȦȊǪȱǟȿ 
ǼȝǠȆɅ ǠȒɅǕ Ž ȰȞǱ ǒǟȂǱɉǟ ǦȅǠȆƩǟ ȸȵ øȱǟ Code Ƙȡ ǦȵɀȾȦȵ ǒǠȺǭǕ ȜǤǪǪȱǟ Ž ǴȪȺƫǟ. 

 

3. ď«¤ā7^=ďċ¬õåø^=ï¤ąùø=

3.1. úċùwkø^=ČøĈě^=

 

ȳɀȪȹ ǄɍȿǕ ǨɆǤǮǪǣ ȷɀȮƫǟ IsTRIALTEST ȿȰɆȾȆǪȱ ǦɆȲȶȞȱǟ ȴȩǠȹ ǦƭƎǣ ǥǟǻǕ 
ǨɆǤǮǩ ȴȮȺȮƹ ǴǩȰɆȵ ȷɀȮƫǟ ȿǥǟǻɉǟ ȸȵ ǠȺȽ. 

 

ȳɀȪȹ ǒǠȊȹǚǣ țȿȀȊȵ ǼɅǼǱ ȿǼȞǣ ȳǠƢǙ ǦɆȲȶȞȱǟ ǢȽǾȹ ȯǢɅɀǤǪȱ ǼɅǼƨǟ AT4RE ȿȤɆȒȹ ȷɀȮƫǟ IsTRIALTEST ƂǙ țȿȀȊƫǟ Ż ȘȦƲ 
ȰȮȱǟ Ż ȰȢȊȹ țȿȀȊƫǟÛ ȀȚȹǟ ǥǿɀȎȱǟ : 

http://www.at4re.com/f/showthread.php?t=6392
http://www.at4re.com/f/showthread.php?t=2062
http://www.at4re.com/f/showthread.php?t=6088&highlight=Delphi
http://www.at4re.com/ebook/2nd/RCE_A_STEP_FORWARD_FILES/CHAPTER_01/delphi_component_rce.7z


   

ƞƽƴǲǶǩƗ ƞǾƾǦǖǩƗ  :ƝǸǎƱ ǺǩƑ ǫƘǭȁƗ. Olly ǧǸǪƮǩƗǷ ƞǭƴǢƢǮǩƗ ǠǽƸǞǩƗ ǼƛƸǖǩƗ ƞƽƴǲǶǪǩ ƞǾƾǦǖǩƗ :AT4RE 
   

88 2009 ͜Ά͉̉͂̎ ȯȨẈ͚Ȩ ‫ Ȩ͢ ͵̯ͻ Ɂ;̥ ɁȨ˺̵ ɅȤȡ  ͍̀̾Ȩ̃ͮͻ 

 

 

01 ǢɅɀǤǪȱǟ AT4RE 

02 ǦȥǠȑǙ ȷɀȮƫǟ IsTRIALTEST 

03 ǧǠȵɀȲȞƫǟ ǦȍǠƪǟ ȷɀȮƫǠǣ ȯɀȪǵȿ ȰɆǲȆǪȱǟ 

 

ȘǵɎȹ ȷǕ ǰȵǠȹƎȱǟ ȰȶȞɅ ǡǦȪɅȀȕ ǦɅǻǠȝÛ ȿȻȀȾȚȵ ȨǣǠȖȵ țȿȀȊȶȲȱ ȷȿǻ ɃǕ ƘɆȢǩ ȿǕ ǧǠȥǠȑǙ : 

 

 

ǼɆȞȹ ȰɆȢȊǩ țȿȀȊƫǟ ǼɅǼƨǟ ȯȿȸȭ ȧɎȡǚǣ ɄȦȱǻ ȻǾȽ ǥȀƫǟ . 

ȘǵɎȹ ȼȹǕ ǯȀǹǕ ǦȱǠȅǿ ǠȺȶȲȞɅ ǠȾɆȥ ǠȺȹǖǣ ȰȶȞǪȆȹ ǦǺȆȹ ǦɆǤɅȀƟ Trial Version : 

http://www.at4re.com/f/showthread.php?t=6392


   

ƞƽƴǲǶǩƗ ƞǾƾǦǖǩƗ  :ƝǸǎƱ ǺǩƑ ǫƘǭȁƗ. Olly ǧǸǪƮǩƗǷ ƞǭƴǢƢǮǩƗ ǠǽƸǞǩƗ ǼƛƸǖǩƗ ƞƽƴǲǶǪǩ ƞǾƾǦǖǩƗ :AT4RE 
   

89 2009 ͜Ά͉̉͂̎ ȯȨẈ͚Ȩ ‫ Ȩ͢ ͵̯ͻ Ɂ;̥ ɁȨ˺̵ ɅȤȡ  ͍̀̾Ȩ̃ͮͻ 

 

 

ǼȞǣ ȳǠɆȪȱǟ ȧɎȡǚǣ ǦȱǠȅȀȱǟ ȀȾȚɅ ǠȺȱ ǰȵǠȹƎȱǟ ȸȮȱȿ ǼǱɀɅ ǧǟƘɆȢǩ Ž ÛȀȾȚƫǟ ȫǠȺȽȿ ǥǿǠǤȝ Trial Version  ǨȦɆȑǕ ƂǙ Caption  
ÝǰȵǠȹƎȱǟ  

 

 

ȳɀȪȹ ȧɎȡǚǣ țȿȀȊƫǟ ǠȽǼȺȝȿ ȘǵɎȺȅ ȼȹǕ ǥȀȵ ɁȀǹǕ Ǽȩ ǯȀǹǕ ǦȱǠȅǿ ǠȺȶȲȞɅ ȣǠȾɅ ǠȺȹǖǣ ȰȶȞǪȆȹ ǦǺȆȹ ǦɆǤɅȀƟ Trial Version : 

 

 

ȷǽǙ ȣȷɀȮƫǟ ȳǠȩ ǧǟƘɆȢǪȱǠǣ ǦɆȱǠǪȱǟ Ž ǦȱǠǵ ȯǠǹǻǙ ǧǠȵɀȲȞȵ ȰɆǲȆǩ Ƙȡ ǦǶɆǶȍ ȳǼȝȿ ȰɆȢȊǩ ɄȦȱǻ  :

01 ǦȥǠȑǙ ǦȶȲȭ TRIAL VERSION ȷǟɀȺȞȱ ǰȵǠȹƎȱǟ. 

02 ȰȞǱ ǦȾǱǟȿ ǰȵǠȹƎȱǟ ǦȥǠȦȉ. 

03 ȷɀȱ Ȕƪǟ ǻɀȅɉǟ ȰȶȞǪȆƫǟ ǕǴǤȍ ǄǠȥǠȦȉ ȐɅǕǄǟ. 

04 ǦȱǠȅǿ ǦǲȝȂȵ NagScreen ǼȺȝ ȰɆȢȊǩ ǰȵǠȹƎȱǟ. 

05 ǦȱǠȅǿ ǦǲȝȂȵ NagScreen ǼȺȝ ȧɎȡǙ ǰȵǠȹƎȱǟ. 

http://www.at4re.com/f/showthread.php?t=6392


   

ƞƽƴǲǶǩƗ ƞǾƾǦǖǩƗ  :ƝǸǎƱ ǺǩƑ ǫƘǭȁƗ. Olly ǧǸǪƮǩƗǷ ƞǭƴǢƢǮǩƗ ǠǽƸǞǩƗ ǼƛƸǖǩƗ ƞƽƴǲǶǪǩ ƞǾƾǦǖǩƗ :AT4RE 
   

90 2009 ͜Ά͉̉͂̎ ȯȨẈ͚Ȩ ‫ Ȩ͢ ͵̯ͻ Ɂ;̥ ɁȨ˺̵ ɅȤȡ  ͍̀̾Ȩ̃ͮͻ 

 

3.2. ̂yċñākø=Ĉægkkø^=

ȳɀȪȹ ȰɆȶǶǪǣ ǰȵǠȹƎȱǟ Ž ǴȪȺƫǟ OllyDbg Ż ǬǶǤȹ ȸȝ ǦȱǠȅȀȱǟ ǦǲȝȂƫǟ ǠȵǙ ȸȝ ȨɅȀȕ ǧǠȶȲȮȱǟ ǦȲȶȞǪȆƫǟ Ž ǦȱǠȅȀȱǟ ȰǮȵ 
Trial Ž Text strings referenced ȿǕ ȸȝ ȨɅȀȕ ǧǟǒǠȝǼǪȅǟ ǦȱǠȅȀȱǟ .Windows API 

Ǡƞ ȼȹǕ ɍ ǼǱɀɅ ƘȦȊǩ øȲȱ Strings ǧǠȶȲȮȱǠȥ ǦȲȶȞǪȆƫǟ Ž ǦȱǠȅȀȱǟ ȀȾȚǩ ǳɀȑɀǣ Ž ǴȪȺƫǟ ȳɀȪȺȅ ȷɇǟ ǬǶǤȱǠǣ ȜǤǪǪȱǟȿ. 

ȿ Ǡȶȭ Ȁȭǽ ǠȦȹǓ Ž ǟǼǣǦɅ ȃǿǼȱǟ ǠȺȹǙ ȜɆȖǪȆȹ ǼɆȪȞǩ ȜǤǪǩ ȰǝǠȅȀȱǟ ǧǠȶȲȮȱǟȿ Ɣȱǟ ǼȶǪȞɅ ǠȾɆȲȝ ƘǮȮȱǟ ȸȵ øȱǟ Reverse 

engineer Ž ǬǶǤȱǟ ȸȝ ȸɅȿǠȺȝ ȌǶȦȱǟ ȰȶȞǣ Obfuscation ȨȕǠȺȶȲȱ ǦȅǠȆƩǟ. 

ɁȀȹ Ž ǥǿɀȎȱǟ ȧɀȥ ǳɀȑɀǣ ǧǠɅɀǪƮ ȰǝǠȅȀȱǟ ǠȒɅǕȿ ǦȶȲȭ TRIAL VERSION Ɣȱǟ ǨȦɆȑǕ ƂǙ ȷǟɀȺȝ ǰȵǠȹƎȱǟ. 

 

 

ȿ ǠȺȽ ƙǤǪɅ ȌǶȦȱǟ ȳǠȞȱǟ ȜǣǠǪȱǟ øȱ OnCreate  ǧǟǒǠȝǼǪȅǟȿ ȌǶȦȱǟ : 

 

1 

 

 
2 

 

 
3 

 

 

6 

 

 
7 

 

 

4 

 

 
5 

 

 

http://www.at4re.com/f/showthread.php?t=6392


   

ƞƽƴǲǶǩƗ ƞǾƾǦǖǩƗ  :ƝǸǎƱ ǺǩƑ ǫƘǭȁƗ. Olly ǧǸǪƮǩƗǷ ƞǭƴǢƢǮǩƗ ǠǽƸǞǩƗ ǼƛƸǖǩƗ ƞƽƴǲǶǪǩ ƞǾƾǦǖǩƗ :AT4RE 
   

91 2009 ͜Ά͉̉͂̎ ȯȨẈ͚Ȩ ‫ Ȩ͢ ͵̯ͻ Ɂ;̥ ɁȨ˺̵ ɅȤȡ  ͍̀̾Ȩ̃ͮͻ 

 

Ž ȯȿǼƨǟ ɄȩǠǣ ǧǟǒǠȝǼǪȅɍǟ Calls-  ǦȱȿǘȆƫǟ ȸȝ ƘɆȢǩ ȷɀȱ ǦȾǱǟȿ ǰȵǠȹƎȱǟ ǠȾȲȞǱȿ ǦȥǠȦȉ- ȀȾȚǩ ǠȒɅǕ ƙǣ ǧǟȂȦȪȱǟ ǥǿɀȭǾƫǟ .

ȴȩȀȱǟ ǦȚǵɎȵ ȨɆȲȞǩ ȬɆȮȦǩ ȷǟɀȺȞȱǟ 

01 ȜȒȹ ǦȖȪȹ Ȥȩɀǩ ǦɅǟǼǤȱǟ PUSH EBP 004541AB 

02 ȜȒȹ ǦȖȪȹ Ȥȩɀǩ ǒǠȝǼǪȅǟ ǦɆȵȁǿǟɀǹ ȰɆǲȆǪȱǟ CALL 00454118 004541C5 

03 ȜȒȹ ǦȖȪȹ Ȥȩɀǩ ǒǠȝǼǪȅǟ ǦɆȵȁǿǟɀǹ ǼȭǖǪȱǟ ȸȵ ǻɀǱȿ ɄȦȱǻ Ž ǥȀȭǟǾȱǟ CALL 00453D44 004541D0 

04  ȂȦȪȱǟ ǼȞǣ ȨȪǶǪȱǟ ȸȵ ǧǠȵɀȲȞȵ ȰɆǲȆǪȱǟ ǦǶɆǶȎȱǟ JNZ  00454235 004541CC 

05  ȂȦȪȱǟ ǼȞǣ ȨȪǶǪȱǟ ȸȵ ǻɀǱȿ ɄȦȱǻ Ž ǥȀȭǟǾȱǟ JNZ  00454235 004541D7 

06  ǒǠȝǼǪȅǟ ǦȱǠȅȀȱǟ ǦǲȝȂƫǟ CALL 004273B0 004541DE 

07  ǦȥǠȑǙ Trial Version  ƂǙ Caption  ǰȵǠȹƎȱǟ CALL 00404150 004541F3 

 

3.3. ûĉ||´Å^=Đùä=m_üĉùåü=ú|ċs¬kø^=úýäĈ=¤øĉü=yċj_íü=Serial Fishing + Keygening=

ǕǼǤɅ ǒǠȝǼǪȅǟ ǦɆȵȁǿǟɀǹ ǧǠȵɀȲȞȵ ȰɆǲȆǪȱǟ Ǡȶȭ ɀȽ Ȝȑɀȵ Ž ǿɀȎȱǟ ǦɆȱǠǪȱǟ : 
 

 

@Project1_00454118:  

        push ebp  

 

ǦɅǟǼǣ ǨȅɍǟǒǠȝǻ 
 

        mov ebp,esp  

        add esp, - 8 

        push ebx  

        xor edx,edx  

        mov dword ptr ss:[ebp - 8],edx  

        mov ebx,eax  

        xor eax,eax  

        push ebp  

        push Project1_0045419e  

        push dword ptr fs:[eax]  

        mov dwor d ptr fs:[eax],esp  

        xor eax,eax  

        mov dword ptr ss:[ebp - 4],eax  

        mov eax,dword ptr ds:[ebx+$038]  

        call @Project1_00404148  

        test eax,eax  

        jl @Project1_00454157  

        inc eax  
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        xor edx,edx  

@Project1_004541 48:  

        mov ecx,dword ptr ds:[ebx+$038]  

        movzx ecx,byte ptr ds:[ecx+edx -

1]  

        add dword ptr ss:[ebp - 4],ecx  

        inc edx  

        dec eax  

        jnz @Project1_00454148  

@Project1_00454157:  

        mov eax,dword ptr ss:[ebp - 4]  

        mov e cx,$0256  

        cdq  

        idiv ecx  

        imul eax,edx,$01024  

        lea ecx,dword ptr ss:[ebp - 8]  

        mov edx,$010  

        call @Project1_00407E38  

 
 

ǦƨǠȞȵ ȴȅǟ ȰȶȞǪȆƫǟ ȀƢ ǧǠɆȲȶȞǣ ǦɆǣǠȆǵ 
ǦȖɆȆǣ ǦȲȾȅ ȴȾȦȱǟ ȜǤǪǪȱǟȿ Ž ǴȪȺƫǟ... 
 
 
 
 
 

 
 
 

 

        mov edx,dword ptr ss:[ebp - 8]  

        mov eax,dword ptr ds:[ebx+$03c]  
ȸɅȂơ ȴȩǿ ȰɆǲȆǪȱǟ ǴɆǶȎȱǟ ǰǩǠȺȱǟ ǼȞǣ ǦƨǠȞƫǟ... 
ȸɅȂơ ȴȩǿ ȰɆǲȆǪȱǟ ǜȕǠƪǟ ȰǹǼƫǟ... 

 

 

ǦɆȵȁǿǟɀǹ ǦƨǠȞƫǟ 
 

 
User name = STRELiTZIA  

53+54+52+45+4C+69+54+5A+49+41 = 32B  

32B mod 256 = D5  

D5 * 102 4 = D6DF4  

Format 16 hex = 00000000000D6DF4  
 

 

Ȱȶȝ Ǽȱɀȵ ȳǠȩǿǕ ǦȢȲǣ ȯǟɄȦȱǻ : 
function  GetValidSerial ( Name:  string ):  string ;  

var  i ,  Serial :  integer ;  

begin  

  Serial :=  0;  

  for  i :=  0 to  Length ( Name)  do 

  begin  

    Serial :=  Serial + Ord ( Name[ i ]);  

  end ;  

  Ser ial :=  Serial mod $256 ;  

  Serial :=  Serial *  $1024 ;  

  Result :=  IntToHex ( Serial ,  16);  

end ;  

 

procedure  TKeygen . GenerateBtnClick ( Sender :  TObject );  

begin  

  SerialEdt . Text :=  GetValidSerial ( NameEdt. Text );  

end ;  

3.4. ú||Ċ¤åkø^=Č|ì=ăĉ|õÛ^=||ø_f=Patching 

3.4.1. ==¤Ċ¤Â=ă_õü=±j_gø^ 
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ȰɅǼȞǪȱǟ ȠȺɆȊǩǠǤȱǠǣ ȄɆȱ ǦɆȲȶȝ ƘɆȢǩ ǧǠǪɅǠǣ ȔȪȥ ȷȿǻ ǦȱȿǠƮ ȴȾȥ Ǡȵ ǿȿǼɅ Ž ǰȵǠȹƎȱǟ ÛȣǼȾǪȆƫǟ 
Ž ƘǮȭ ȸȵ ǧɍǠƩǟ ƘɆȢǩ ǨɅǠǣ Ǽǵǟȿ ȔȪȥ ɄȦȮɅ ȷǕ ȰȞƶ ǰȵǠȹƎȱǟ ǄɎǲȆȵ ǇȰȮȊǣ ǇȰȵǠȭ ȷȿǻ 
ƘɆȢǩ ǥǼȝ ǧǟȂȦȩ ǠȺȽ ȻȿȫǠȹ. 

 
 

@Project1_004541ac:                           

        push ebp  

        mov ebp,esp  

        push 0  

        push ebx  

        push esi  

        mov ebx,eax  

        xor eax,eax  

        push ebp  

        push Project1_0045424b  

        push dword ptr fs:[eax]  

        mov dword ptr fs:[eax],esp  

        mov eax,ebx  

        call @Project1_00454118             

        test al,al  

        jnz @Project1_00454235              

        mov eax,ebx  

        call @Project1_00453D44             

        test al,al  

        jnz @Project1_00454235                

        mov eax,Project1_00454260           

@Project1_004273B0  

        lea edx,dword ptr ss:[ebp - 4]  

        mov esi,dword ptr ds:[ebx+$040]  

 

 

ǦɅǟǼǣ ǒǠȝǼǪȅɍǟ 

 
 

 

 

 
 
 

 

 

 
 
 
 
ǒǠȝǼǪȅǟ ȌǶȥ ǧǠȵɀȲȞȵ ȰɆǲȆǪȱǟ 

 

ǥȂȦȩ ǦɆȕȀȉ ƂǙ Ȁǣ ȷǠȵɇǟ Ž ǦȱǠǵ al = 1  

 

ǒǠȝǼǪȅǟ ȌǶȥ ȰɆȢȊǩ ɄȦȱǻ Ž ǥȀȭǟǾȱǟ 

ǥȂȦȩ ǦɆȕȀȉ ƂǙ Ȁǣ ȷǠȵɇǟ Ž ǦȱǠǵ al = 1  

 

 

 
 

 

 

 
 

 

ȘǵɎȹ ȷǕ ǥȂȦȪȱǟ Ƃȿɉǟ ǦȍǠƪǟ ȌǶȦǣ ǧǠȵɀȲȞȵ ȰɆǲȆǪȱǟ ȂȦȪǩ ǄǠȒɅǕ ȧɀȥ ǒǠȝǼǪȅǟ ȨȪǶǪȱǟ ȸȵ ǻɀǱȿ ɄȦȱǻ Ž ǥȀȭǟǾȱǟ Ǡư ǠȺȲȞƶ 
ǡȀȒȹ ȸɅǿɀȦȎȝ ǇȀǲƜ Ǽǵǟȿ. 

ȳɀȪȺȅ ƘɆȢǪǣ ǥȂȦȪȱǟ ǦɆȕȀȊȱǟ ƂǙ ǥȂȦȩ Ƙȡ ǦɆȕȀȉ : 

         

        call @Project1_00454118  

        test al,al  

        jmp  @Project1_00454235              

        mov eax,ebx  

        call @Project1_00453D44             

        test al,al  

        jnz @Project 1_00454235              

 

 

 

 

JNZ   ǴǤȎǩ  JMP 

 
 

 
 

 

ǼȞǣ ȘȦǵ ǧǟƘɆȢǪȱǟ ǡȀƱ ȰɆȢȊǩ ǰȵǠȹƎȱǟ ȸȵ ǼɅǼǱ... 
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 Ȝǝǟǿ !!ǰȵǠȹƎȱǟ ȰȶȞɅ ǥǒǠȦȮǣ ȸȮȱȿ ȰȽ Ǣƶ ǠȺɆȲȝ Ž Ȱȭ ǥȀȵ Ȱȶȝ ȠȺɆȊǩǠǣ ȰȮȱ țȿȀȊȵ ÝǼɅǼǱ 

ǡǟɀƨǟ :ɍ ÛǄǠȞǤȕ ȰƩǟȿ :ɀȽ ȰɅǼȞǪȱǟ ȀȉǠǤƫǟ Ž ȷɀȮƫǟ ȸȝ ȨɅȀȕ ǿȀǂǟ HexWorkshop v5 . 

 

3.4.2. ďñĊ¨½=úĊ¤åkø^=

Ž ȴȚȞȵ ǧɍǠƩǟ ȷɀȮǩ ǧǠȦȲƫǟ ǦȪȥȀƫǟ Ž Delphi package ǥƘǮȭ ÛǄǟǼǱ ȷɀȮɅȿ ǬǶǤȱǟ Ž Ȱȭ ȤȲȵ ȸȝ ǦȶȲȭ Trial  ǢȞǪȵ 
ÜǄǟǼǱ ǟǾȱ ȯǠȶȞǪȅǟ ǥǟǻɉǟ Search and replace ȷɀȮɅ ǄǟǼɆȦȵ ǄǟǼǱ. 

 

 

ÛǼɆǱ ǠȺȺȮƹ ȷɇǟ ǴǪȥ ǧǠȦȲƫǟ ǦȱȿǘȆƫǟ ȸȝ ȰǝǠȅȀȱǟ ǧǟƘɆȢǪȱǟȿ ǦȍǠƪǟ øǣ Trial Version  ȸȮȱȿ ȰǤȩ Ȭȱǽ Ǿǹǖȹ ȴɆȪȱǟ ǦȺɆǤƫǟ Ž 
ǥǿɀȎȱǟ ǦɆȱǠǪȱǟ  :

 

004541C5  E8 4EFFFFFF      CALL Project1.00454118  

004541CA  84C0             TEST AL,AL  

004541CC  75 67             JNZ SHORT Project1.00454235  

004541CE  8BC3             MOV EAX,EBX 

004541D0  E8 6FFBFFFF      CALL Project1.00453D44  

004541D5  84C0             TEST AL,AL  

 

 

Ǿǹǖȹ ǟǾȽ ǒȂƨǟ ȸȵ ǻɀȮȱǟ : 
 

84C075678BC3 
 

ȰɆȾȆǩ ǬǶǤȱǟ Ž ǿȀƮ 
Hex 
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ȰɅǼȞǩ ȤȲȵ IsTRIALTEST.dcu 

ȰǤȩ :  

ǼȞǣ :  

 

ȰɅǼȞǩ ȤȲȵ IsTRIALTEST_Install.bpl 

ȰǤȩ :   
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ǼȞǣ :  

 

ǼȞǣ ǒǠȾǪȹɍǟ ȸȵ ȰɅǼȞǪȱǟ ȳɀȪȹ ǥǻǠȝǚǣ ǨɆǤǮǩ ȷɀȮȵ ɄȦȱǻ ǟǽǙ ǨȒǪȩǟ ÛǥǿȿȀȒȱǟ ǄǠȍɀȎǹȿ Ž ǧɍǠǵ Ȱȶȝ    compilation .
ǦǤȆȺȱǠǣȿ ǠȺȺɅȀȶǪȱ Ɏȥ ɄȒǪȪɅ Ȁȵɉǟ Ȭȱǽ . 
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ďÇ¨f=¼dďì^=|ø=OllyDbg 
Developping an OllyDbg  Plugin 

 

 

 

 OllyDbg. 

 Plugin Development Kit 1.10. 

 A c/c++ compiler/linker )ȰȶȞǪȆȺȅ C/C++ IDE ȃȷȳǼǺǪȅ 
vs2008(. 

 

 

)ȰɆȶǶǪȱǟ ȸȵ ǧǠȪȥȀȵ ǡǠǪȮȱǟ.( 

 

1. ÿďü¤ð 

ǧǠȥǠȑǙ OllyDbg ǥǿǠǤȝ ȸȝ ǧǠȦȲȵ DLL ÛǦɅǻǠȝ ȸȮȱ ȓȀǪȊɅ ȷǕ ǿņǼȎǩ ɂȲȝ Ȱȩɉǟ ƙǪȱǟǻ ȸȵ ȰȍǕ 14 Ǧȱǟǻ ǦȥȀȞȵ Ž ȤȲȵ 
plugin.h . 

ǠȵǼȺȝ ǕǼǤɅ OllyDbg ȼȲȶȝ ȼȹǚȥ ȳɀȪɅ ȰɆȶǶǪǣ ȜɆƤ ǧǠȦȲƫǟ ǧǟǽ ǻǟǼǪȵɍǟ "DLL "Ž ǼȲƭ ǧǠȥǠȑɋǟ ǄǥǼǵǟȿ ɀȲǩ ÛɁȀǹɉǟ ȌǶȦɅȿ ǟǽǙ 
Ǡȵ ǨȹǠȭ ǿǼȎǩ ȻǾȽ ȯǟȿǼȱǟ. 

_ODBG_Plugindata  

_ODBG_Plugininit  

 

ǟǽǙ ȷǠȭ ȤȲȵ "DLL "ǿǼȎɅ ƙǩǠȽ ƙǪȱǟǼȱǟ ȷǚȥ OllyDbgı  ǄǠɆǝǼǤȵ- ƎǪȞɅ ȷǕ ȤȲƫǟ ǥǿǠǤȝ ȸȝ ǦȥǠȑǙ ǦƩǠȍ. 

ȷǽǙ :ȷɇǟ ǠȺɅǼȱ ǧǠȵɀȲȞȵ ǦɆȥǠȭ ȰȮȊǣ ɃȀȚȹ ǒǠȊȹɋ ǦȥǠȑǙ øȱ OllyDbgÛ ȳɀȪȺȅȿ źɇǠǣ : 

1. ǒǠȊȹǙ ȳțȿȀȉ ǼɅǼǱ ȸȵ țɀȹ "Dynamic link library." 
2. ǒǠȊȹǙ ƙǪȱǟǼȱǟ _ODBG_Plugindata ȿ_ODBG_Plugininit ǠƵȀɅǼȎǩȿ. 
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2. Ē_°Ād=çĈ¨°ü=¤Ċ¤r=Ăü=çĉĀ=?Dynamic link library=?

 ȰņȢȉ ȯǟɀǲɆȦȱǟ ɀɅǻɀǪȅ. 
 ȸȵ ǦȶǝǠȩ File ȀǪǹǟ New >> Project. 
 ȸȵ ǦȶǝǠȩ țɀȹ țȿȀȊƫǟ ȀǪǹǟ Visual C++ >> Win32. 
 ȸȵ ǦȶǝǠȪȱǟ ǦȲǣǠȪƫǟ ȀǪǹǟ Win32 Project. 
 ȰǹǻǕ ȴȅǟ țȿȀȊƫǟ ǼɅǼƨǟ ǄɍǼǣ ȸȵ ">Enter_name< "ȸȮɆȱȿ "MyOlly "Ż ȔȢȑǟ ÛȨȥǟɀȵ ȀȾȚɆȅ Ȭȱ žǠȞƫǟ 
ȀǪǹǟ "DLL  "țɀȺȭ țȿȀȊƫǟ ȿ"Empty Project"\"țȿȀȊȵ ȟǿǠȥ "Ż ȔȢȑǟ Ȩȥǟɀȵ. 

 

 ȷɇǟ ȳɀȪȺȅ ǦȥǠȑǚǣ ȤȲȵ ǻɀȭ ǼɅǼǱ\ȟǿǠȥ țȿȀȊȶȲȱ Ƀǖǣ ȴȅǟ ǻǟǼǪȵǠǣȿ cpp ȷǠǵȿ Ǩȩȿ ǦǣǠǪȭ ǻɀȮȱǟ : 

 
BOOL APIENTRY DllMain (  HINSTANCE hModule ,  DWORD  ul_reason_for_call ,  LPVOID 

lpReserved )  {  

 switch  ( ul_reason_for_call )  {  

  case  DLL_PROCESS_ATTACH:  

   g_hInst =hModule ;  

 }  

 return  TRUE;  

}  

 

ȻǾȽ ǦȱǟǼȱǟ ǥǿǠǤȝ ȸȝ ȰǹǼƫǟ \"Entry point "ɄȽȿ ǦǪǣǠǭ Ž ȴȚȞȵ ǧǠȦȲȵ "DLL" 

ǠȺȶȩ ȤɅȀȞǪǣ ƘȢǪȵ ȳǠȝ "g_hInst "ȘȦƩ ǦȶɆȩ HINSTACE ǦȍǠƪǟ ǦȥǠȑɋǠǣ 

ȷɇǟ ǠȺɆȾǪȹǟ ȸȵ ǒȂƨǟ ȯȿɉǟ ȰȪǪȺȺȅȿ ƂǙ ǥɀȖƪǟ ǦɆȱǠǪȱǟ Ɣȱǟȿ ȳɀȪȺȅ ǠȾɆȥ ǦǣǠǪȮǣ ƙǪȱǟǼȱǟ ƙǩǿɀȭǾƫǟ ǄǠȪǣǠȅ. 

 

3. Ē_°Ād=Òkø^¤ø^=_ODBG_Plugindata=Ĉ_ODBG_Plugininit=_ýĄ¨Ċ¤´jĈ=

ȷɇǟ Ǡƞ ǠȺȹǕ ɍ ȣȀȞȹ Ǡȵ ɃǾȱǟ ȼȞȩɀǩ OllyDbg ȸȵ ȻǾȽ ȯǟȿǼȱǟ ǠȵǼȺȝ ȳɀȪɅ ȰɆȶǶǪǣ ǦȥǠȑɋǟ ȳɀȪȺȅ țɀǱȀȱǠǣ ƂǙ ȤȲȵ ǥǼȝǠȆƫǟ ȨȥȀƫǟ 
\plugin.hlp Û ǴǪȥǟ ȤȲƫǟ Ż ȰȪǪȹǟ ƂǙ ȴȆȩ "Plugin callback functions"Û ɁȀǪȅȿ 14 ǄǠȦɅȀȞǩ ȯǟȿǼȲȱ Ɣȱǟ ȸȮƹ ǦȥǠȑɌȱ 
ǧǠȽȀɅǼȍ .ȻǾȽ ȯǟȿǼȱǟ ɄȽ ǦȲɆȅȿ ǢȕǠǺǪȱǟ ƙǣ ǦȥǠȑɋǟ ȿ OllyDbgÛ Ǡȵȿ ǠȺȶȾɅ ǠȾȺȵ ǠɆȱǠǵ ƙǪȱǟǼȱǟ ODBG_Plugindata 
ȿODBG_Plugininit. 

ɄȪȲȺȱ ǥȀȚȹ ɂȲȝ ǦȱǟǼȱǟ Ƃȿɉǟ : 

int  ODBG_Plugindata ( char  * shortname )  ;  
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ƞƽƴǲǶǩƗ ƞǾƾǦǖǩƗ  :ƝǸǎƱ ǺǩƑ ǫƘǭȁƗ. Olly ǧǸǪƮǩƗǷ ƞǭƴǢƢǮǩƗ ǠǽƸǞǩƗ ǼƛƸǖǩƗ ƞƽƴǲǶǪǩ ƞǾƾǦǖǩƗ :AT4RE 
   

99 2009 ͜Ά͉̉͂̎ ȯȨẈ͚Ȩ ‫ Ȩ͢ ͵̯ͻ Ɂ;̥ ɁȨ˺̵ ɅȤȡ  ͍̀̾Ȩ̃ͮͻ 

ȻǾȽ ǦȱǟǼȱǟ Ǣƶ ȷǕ ȷɀȮǩ ǥǻɀǱɀȵ Ž ȜɆƤ ǧǠȥǠȑǙ OllyDbgÛ ǠȾǪȦɆșȿȿ ǿǠȎǪǹǠǣ ǸȆȹ ȴȅǟ ǦȥǠȑɋǟ ƘȢǪȶȲȱ shortname 
țǠǱǿǙȿ ȴȩǿ ǦǺȆȹ OllyDbg Ɣȱǟ ǰȵƎȹ ǦȥǠȑɋǟ ÛǠƬ Žȿ ȜɆƤ ǧɍǠƩǟ ȷɀȮǪȅ ȻǾȽ ǦȶɆȪȱǟ ǦɅȿǠȆȵ ǨǣǠǮȲȱ 

PLUGIN_VERSION .

 

 ȴȅǟ ǦȥǠȑɋǟ Ǣƶ ȷǕ ɍ ǼɅȂɅ ȸȝ 31 ȣȀǵÛǄǟ ȿǕȷ ɍ ɃɀǪƷ ɂȲȝ ɃǕ ȁɀȵǿ ǦȍǠǹ. 

 

ȷɇǟ ȴȪȺȱ ȨɆǤȖǪǣ ȻǾȽ ȯǟǼȱǟǥ : 
int  ODBG_Plugindata ( char  * shortname )  {  

 lstrcpy ( shortname ,  "MyOlly" );  

 return  PLUGIN_VERSION;  

}  

 

 

Ǡȵ ɃǾȱǟ ȻǠȺȲȞȥ Ý 

ǠȺȶȩ ȳǟǼǺǪȅǠǣ ǦȱǟǼȱǟ lstrcpy ǸȆȺȱ ȴȅǟ ǦȥǠȑɋǟ Ɣȱǟ ȳɀȪȹ ǠȾǝǠȊȹǚǣ ƂǙ ƘȢǪƫǟ shortname Ż ǠȺȶȩ țǠǱǿǚǣ 
ǦȶɆȪȱǟ PLUGIN_VERSION Ɣȱǟȿ ǜȥǠȮǩ 110 ȴȩǿ ǿǟǼȍǙ OllyDbg ɃǾȱǟ ǰȵƎȹ ǦȥǠȑɋǟ ȼȱ .

 

 

ȷɇǟ ȰȪǪȺȺȱ ƂǙ ǦȱǟǼȱǟ ǦɆȹǠǮȱǟ Ɣȱǟ Ǣƶ ȷǕ ȳɀȪȹ ǠȾȪɆǤȖǪǣ Ž ǦȥǠȑɋǟ ODBG_Plugininit. 

ǟǾȽ ɀȽ ȤɅȀȞǪȱǟ ɃǾȱǟ ǠȺɆȖȞɅ ȻǠɅǙ ȤȲȵ ǥǼȝǠȆƫǟ ǦȱǟǼȲȱ : 

 int ODBG_Plugininit ( 

ȴȩǿ ǿǟǼȍǙ OllyDbg.  int OllyDbgversion, 

ȐǤȪȵ ǥǾȥǠȺȱǟ ǦɆȆɆǝȀȱǟ Ž OllyDbg  .HWND hw, 

ǦȶɆȩ ǥȁɀǲƮ ǧǟǿǟǼȍɋ ǦȵǻǠȩ ȸȵ OllyDbg ƃǠǪȱǠǣȿ ɍ ǠȺȶő .ulong *features 

 ) ; 
ǦȱǟǼȱǟ Ǣƶ ȷǕ ǼɆȞǩ ǦȶɆȪȱǟ 0 ǟǽǙ ǠȹǻǿǕ ȷǕ ȳɀȪɅ OllyDbg ȰɆȶǶǪǣ ǦȥǠȑɋǟ ǳǠǲȺǣ ȿǕ- 1 ɄȮȱ ȳɀȪɅ 

OllyDbg ȰȽǠǲǪǣ ǦȥǠȑɋǟ .
Return value 

 

ȷɇǟ ȴȪȺȱ ȨɆǤȖǪǣ ȻǾȽ ǦȱǟǼȱǟ : 
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ƞƽƴǲǶǩƗ ƞǾƾǦǖǩƗ  :ƝǸǎƱ ǺǩƑ ǫƘǭȁƗ. Olly ǧǸǪƮǩƗǷ ƞǭƴǢƢǮǩƗ ǠǽƸǞǩƗ ǼƛƸǖǩƗ ƞƽƴǲǶǪǩ ƞǾƾǦǖǩƗ :AT4RE 
   

100 2009 ͜Ά͉̉͂̎ ȯȨẈ͚Ȩ ‫ Ȩ͢ ͵̯ͻ Ɂ;̥ ɁȨ˺̵ ɅȤȡ  ͍̀̾Ȩ̃ͮͻ 

int  ODBG_Plugininit ( int  OllyDbg version , HWND hw, ulong * features )  {  

 if  ( OllyDbg version <PLUGIN_VERSION)  {  

  return  - 1;  

 }  

 

 g_hOlly =hw;  

 return  0;  

}  

 

Ž ȀȖȆȱǟ ȯȿɉǟ ȳɀȪȹ ǦȹǿǠȪƞ ǨǣǠǮȱǟ PLUGIN_VERSION ɃǾȱǟȿ ɃȿǠȆɅ 110 Ȝȵ ƘȢǪƫǟ OllyDbgversion ɃǾȱǟ ȻǿȀƹ 
OllyDbg ÛǦȥǠȑɌȱ ǟǽǙ ǨȹǠȭ ǦȶɆȩ OllyDbgversion ȀȢȍǕ ȸȵ PLUGIN_VERSION ǠȺȹǚȥ ȳɀȪȺȅ țǠǱǿǚǣ- 1 ɄȮȱ ȴǪɅ 
ȰȽǠƟ ǦȥǠȑɋǟ . 

  

 

Ɠȵ ȸȮƹ ȷǕ ȷɀȮǩ ǦȶɆȩ OllyDbgversion ȀȢȍǕ ȸȵ PLUGIN_VERSION Ý 

Ǡȶȭ ȣȀȞǩ ȷǚȥ ǦǺȆȺȱǟ ǥƘǹɉǟ ȸȵ OllyDbg ɄȽ 1.10 ɄȽȿ ǦǺȆȺȱǟ Ɣȱǟ ȳɀȪȹ ǦƭƎǣ ȻǾȽ ǦȥǠȑɋǟ ǠƬ. 

ǿɀȎǩ ɀȱ ȷǕ ǄǟǼǵǕ Ǡȵ ɍ ȯǟȂɅ ȳǼǺǪȆɅ ǦǺȆȹ ǦƹǼȩ ɎǮȵ 1.08Û Ž ȻǾȽ ǦȱǠƩǟ ǠȵǼȺȝ ȳɀȪǩ ȻǾȽ ǦǺȆȺȱǟ ǦƹǼȪȱǟ ȸȵ 
OllyDbg ȰɆȶǶǪǣ ǦȥǠȑɋǟ ȴǪɆȅ ǾɆȦȺǩ ǦȱǟǼȱǟ ODBG_Plugininit ȸȵȿ Ż ȨȪǶǪȱǟ ȸȵ ȓȀȊȱǟ 

OllyDbgversion<PLUGIN_VERSION. 

Ǡƞ ǠȺȹǕ ǠȺƭȀǣ ǦȥǠȑɋǟ ǦǺȆȺȱ OllyDbg 1.10 ȷɀȮǪȆȥ ǦȶɆȩ PLUGIN_VERSION ɃȿǠȆǩ 110Û ȸȮȱ 
ȷɇǟ ȴǪɅ ȰɆȶƠ ǦȥǠȑɋǟ Ž ǦǺȆȹ ǦƹǼȩ ȸȵ OllyDbg ȬȱǾȱ ȷɀȮǪȅ ǦȶɆȩ OllyDbgversion ɃȿǠȆǩ ȴȩǿ 
ȻǾȽ ǦǺȆȺȱǟ ǦƹǼȪȱǟ Ž ǦȱǠƩǟ Ɣȱǟ ǠȽǠȺȑȀǪȥǟ 108 .

ȯǟǘȅ ȀǹǓ :ǟǽǠȵ ɀȱ ǠȹǿȀȩ ȰȽǠƟ ǟǾȽ ÛȀȵɉǟ ǠȺȲȒȥȿ ǦȞǣǠǪƫǟ Ž ȰɆȶƠ ÛǦȥǠȑɋǟ ƖȞƞ ȀǹǓ ǠȺȞǱǿǕ ǦȶɆȪȱǟ 0Ý 

ƘǮȭ ȸȵ ǒǠɆȉɉǟ Ƙȡ ǦȞȩɀǪƫǟ ȸȮƹ ȷǕ ǫǼƠ ăǒǟǼǪǣǟ ȸȵ ȷǕ ǦȥǠȑɋǟ ɍ ȰȶȞǩ ȰȮȊǣ ǴɆǶȍ ăǒǠȾǪȹǟȿ ȴȖǶǪǣ 
OllyDbg  .

 

ȰȪǪȺȺȱ ƂǙ ȀȖȆȱǟ ƃǠǪȱǟ : 
g_hOlly =hw 

 

ǠȺȽ ǠȺȥȀȝ ƘȢǪȵ ȳǠȝ "g_hOlly "ɄȮȱ ȘȦƲ ȐǤȪȵ ǥǾȥǠȹ OllyDbg ÛȼɆȥ Ɣȱǟȿ ȣɀȅ ǠȾǱǠǪƠ ǄǠȪǵɍ ǼɆȭǖǪȱǠǣ ǟǽǙ ǧǿȀȩ ȳǟǼǺǪȅǟ 
ȐȞǣ ȯǟȿǻ øȱǟ API. 
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ƞƽƴǲǶǩƗ ƞǾƾǦǖǩƗ  :ƝǸǎƱ ǺǩƑ ǫƘǭȁƗ. Olly ǧǸǪƮǩƗǷ ƞǭƴǢƢǮǩƗ ǠǽƸǞǩƗ ǼƛƸǖǩƗ ƞƽƴǲǶǪǩ ƞǾƾǦǖǩƗ :AT4RE 
   

101 2009 ͜Ά͉̉͂̎ ȯȨẈ͚Ȩ ‫ Ȩ͢ ͵̯ͻ Ɂ;̥ ɁȨ˺̵ ɅȤȡ  ͍̀̾Ȩ̃ͮͻ 

Ž ȀȖȆȱǟ ɃǾȱǟ ȼɆȲɅ ǠȺȶȩ țǠǱǿǚǣ ǦȶɆȪȱǟ 0 ȸȵ ǦȱǟǼȱǟ ɄȮȱ ȀȶǪȆɅ OllyDbg Ž ȰɆȶƠ ǦȥǠȑɋǟ. 

ȷɇǟ ǠȺɅǼȱ ǦȥǠȑǙ ȼȲǤȪɅǟ OllyDbg ȸȮȱ ɄȪǤǩ ƘȢǣ ǥǼǝǠȥ ,ȴȪȺȱ ǠȽȀɅɀȖǪǣ ɎɆȲȩ.. 

 

 

Ǡȵ ɃǾȱǟ ǼɅȀȹ ȼȲȶȝ ȷɇǟ Ý 

ǦȥǠȑǙ ȀȎȺȝ ƂǙ ǦȶǝǠȩ OllyDbg ǼȺȝ ȼȲɆȞȦǩ ȳɀȪɅ ȜǤǪǪǣ ǦȶɆȲȞǩ ɄȲǤƧɉǟ ǥǿǠǪǺƫǟ Ž ǥǾȥǠȹ ǢȵǼȱǟ .

 

ɄȮȱ ȳɀȪȹ ǦȥǠȑǚǣ ȀȍǠȺȝ ǥǼɅǼǱ ƂǙ ȴǝǟɀȩ OllyDbg ǦȦȲǪǺƫǟ ǠȺȵȂȲɅ ȨɆǤȖǩ ƙǪȱǟǻ ƙǩȀǹǕ ȸȵ ȯǟȿǼȱǟ øȱǟ 14 Ɣȱǟ ǠȽǠȺɅǕǿ Ž ȤȲȵ 
"plugin.hlp: " 

 ȯȿǕ Ǧȱǟǻ ɄȽ ODBG_Pluginmenu ɄȽȿ ǦȱǟǼȱǟ Ɣȱǟ ǴȶȆǩ ǠȺȱ ǦȥǠȑǚǣ ȀȍǠȺȝ ǥǼɅǼǱ ȴǝǟɀȪȲȱ. 
 ǦȱǟǼȱǟ ǦɆȹǠǮȱǟ ɄȽ ODBG_Pluginaction Ɣȱǟ ǠȾɆȝǼǪȆɅ OllyDbg ǼȺȝ ȰɆȞȦǩ ǼǵǕ ȀȍǠȺȝ ȴǝǟɀȪȱǟ ǦȍǠƪǟ ǦȥǠȑɋǠǣ. 

ɁȀȺȱ ǦȱǟǼȱǟ Ƃȿɉǟ  :

 int ODBG_Pluginmenu ( 

ȣȀȞȵ ǥǾȥǠȺȱǟ ǦȺȑǠƩǟ ǦȶǝǠȪȲȱ Ɣȱǟ Ź ȰɆȞȦǩ ǼǵǕ ǠȽȀȍǠȺȝ. int origin, 

ȷȂƯ ȴǪɅ ȼɆȥ ǸȆȹ ǒǠƧǕ ȀȍǠȺȞȱǟ Ɣȱǟ ǼɅȀȹ ǠȾǪȥǠȑǙ .Șǵɍ ȷǕ ɂȎȩǕ ȴǲǵ ǳɀȶȆȵ ȼǣ ɀȽ 4096 
ǨɅǠǣ .

char data[4096], 

ȷǟɀȺȝ ȀȎȺȞȲȱ ǿǠǪǺƫǟ Ž ǳǕǻ Ǿȥǟɀȹ OllyDbg  .void * item 

OllyDbg ȜȩɀǪɅ ǠȺȵ ȷǕ ǼɆȞȹ ǦȶɆȪȱǟ 1  ǟǽǙ ǠȺȦȑǕ ȀȍǠȺȝ ǥǼɅǼǱ ɁǼǵɋ ȴǝǟɀȪȱǟ ȿǕ ǦȶɆȪȱǟ ȀȦȍ 
Ž ȯǠǵ Ɓ ȴȪȹ ǦȥǠȑǚǣ ɃǕ ȀȍǠȺȝ ǥǼɅǼǱ .

); 

ȴȪȺȱ ȨɆǤȖǪǣ ǦȱǟǼȱǟ : 
int  ODBG_Pluginmenu ( int  origin , char  data [ 4096 ], void  * item )  {  

 switch  ( origin )  {  

  case  PM_DISASM:  

   {  

    char  items [ 1024 ]  = {  ' \ 0'  };  

    wsprintf ( items , "0 Follow selection" );  

    lstrcpy ( data ,  items );  

    return  1;  

   }  

  default :  break ;  

 }  

 return  0;  

}  
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ƞƽƴǲǶǩƗ ƞǾƾǦǖǩƗ  :ƝǸǎƱ ǺǩƑ ǫƘǭȁƗ. Olly ǧǸǪƮǩƗǷ ƞǭƴǢƢǮǩƗ ǠǽƸǞǩƗ ǼƛƸǖǩƗ ƞƽƴǲǶǪǩ ƞǾƾǦǖǩƗ :AT4RE 
   

102 2009 ͜Ά͉̉͂̎ ȯȨẈ͚Ȩ ‫ Ȩ͢ ͵̯ͻ Ɂ;̥ ɁȨ˺̵ ɅȤȡ  ͍̀̾Ȩ̃ͮͻ 

ɄȪȲȺȱ ǥȀȚȹ ɂȲȝ ǻɀȮȱǟ : 

 ǠȺȶȩ ȨɆǤȖǪǣ ǦȲƤ ǿǠɆǪǹɍǟ switch ɂȲȝ ƘȢǪƫǟ origin ȿɃǾȱǟ ɃɀǪƷ ɂȲȝ ȣȀȞȵ Ǽǵɉ Ǿȥǟɀȹ OllyDbg ǦȦȲǪǺƫǟ. 
 Ǡȵ ǠȺȶȾɅ ȸȵ ȻǾȽ ǧǠȥȀȞƫǟ ȷɇǟ PM_DISASM Ɣȱǟ ƘȊǩ ƂǙ  ǥǾȥǠȹ OllyDbg Ɣȱǟ ȏȀȞǩ ǧǠȶɆȲȞǩ ɄȲǤƧɉǟ. 

ɃȀȺȱ ǻɀȮȱǟ Ž ɂȲȝɉǟ ǬɆǵ ǦȶɆȩ origin ɃȿǠȆǩ PM_DISASM. 

ǠȺȶȩ ǒǠȊȹǚǣ ȷȂƯ ƘǤȭ ȰȮȊǣ ŽǠȭ "1024 ǨɅǠǣ "ȸɅȂǺǪȱ ǒǠƧǕ ȀȍǠȺȞȱǟ ǥǼɅǼƨǟ Ɣȱǟ ȴǪɆȅ ǠȾǪȥǠȑǙ ƂǙ ǦȶǝǠȪȱǟ ǦȍǠƪǟ ǥǾȥǠȺǣ 
ÛɄȲǤƧɉǟ Ż ǠȺȶȩ ǸȆȺǣ ǦȲȆȲȆȱǟ ǦɆȎȺȱǟ ƂǙ ȷȂǺƫǟ ǦȖȅǟɀǣ lstrcpy Û ǠȹǼȝǕȿ ǦȶɆȪȱǟ 1 ɄȮȱ ƎƳ OllyDbg ǠȺȹǕ ǠȺȦȑǕ ȀȍǠȺȝ 
ǦȶǝǠȪȲȱ ȜȩɀǪȹȿ ȷǕ ȀȾȚǩ Ž ǦȶǝǠȪȱǟ ǦȍǠƪǟ ǥǾȥǠȺǣ ɄȲǤƧɉǟ. 

ȷɍǟ ȣȀȞǪȺȱ ɂȲȝ ȨȆȺȱǟ ȳǼǺǪȆƫǟ Ž ǒǠȺǣ ȀȍǠȺȝ ǦȶǝǠȪȱǟ. 

Ž ǠȺȱǠǮȵ ȨǣǠȆȱǟ ǠȺȶȩ ǸȆȺǣ "0 Follow selection "ƂǙ ȷȂǺƫǟ data Ǡȵ ȼɆȺȞɅ ǟǾȽ ǠȺȹǕ ǼɅȀȹ ȸȵ OllyDbg ȷǕ ȤɆȒɅ ȀȎȺȝ 
ǼɅǼǱ ƂǙ ǦȶǝǠȪȱǟ ȴȅǠǣ "Follow selection "ɄȖȞɅȿ ǟǾȽ ȀȎȺȞȱǟ ȣȀȞȵ ȼǪȶɆȩ 0. 

 

ǟǾȽ ɀȽ ȔȶȺȱǟ ȳǠȞȱǟ : 

ȴȅǟ ǦȶǝǠȪȱǟ ǦȍǠƪǟ øǣ ǦȥǠȑɋǟ ɃǾȱǟ ȳɀȪȹ ǠȾǝǠȊȹǚǣ )ɃǿǠɆǪǹǟ.( 

 }ǟǾȽ ȂȵȀȱǟ ȳǼǺǪȆɅ ǦȱɍǼȭ ɂȲȝ ǦɅǟǼǣ ǦȶǝǠȪȱǟ ǦɆȝȀȦȱǟ )ɃǿǠɆǪǹǟ.( 

 ȣȀȞȵ ȀȎȺȞȱǟ ȯȿɉǟ. 
 ȴȅǟ ȀȎȺȞȱǟ ɄȝȀȦȱǟ ȯȿɉǟ. 

| ǟǾȽ ȂȵȀȱǟ ȳǼǺǪȆɅ ǦȥǠȑɋ ȰȍǠȥ )ɃǿǠɆǪǹǟ.( 

 ȣȀȞȵ ȀȎȺȞȱǟ ƆǠǮȱǟ )ɃǿǠɆǪǹǟ.( 
 ȴȅǟ ȀȎȺȞȱǟ ɄȝȀȦȱǟ ƆǠǮȱǟ )ɃǿǠɆǪǹǟ.( 

{ ǟǾȽ ȂȵȀȱǟ ȳǼǺǪȆɅ ǦȱɍǼȭ ɂȲȝ ǦɅǠŒ ǦȶǝǠȪȱǟ ǦɆȝȀȦȱǟ )ɃǿǠɆǪǹǟ.( 

  *ȜǱǿǟ ȤȲƫ plugin.hlp ǼɅȂƫ ȸȵ ȰɆȍǠȦǪȱǟ.. 

 

ȷɇǟ ɁȀȺȱ ǦȱǟǼȱǟ ǦɆȱǠǪȱǟ Ɣȱǟ Ǣƶ ǠȾȪɆǤȖǩ  :

void ODBG_Pluginaction (  

 int origin, ȣȀȞȵ ǥǾȥǠȺȱǟ ǦȺȑǠƩǟ ǦȶǝǠȪȲȱ Ɣȱǟ Ź ȰɆȞȦǩ ǼǵǕ ǠȽȀȍǠȺȝ .
 int action, ȣȀȞȵ ȀȎȺȞȱǟ ɃǾȱǟ Ź ȼȲɆȞȦǩ ȸȵ ǦȶǝǠȪȱǟ )0 Ž ǠȺǪȱǠǵ ,ȜǱǿǟ ǦȱǟǼȲȱ ǦȪǣǠȆȱǟ .(

http://www.at4re.com/f/showthread.php?t=6392





















































































































































































































































































































































































































































































































































































































































































































































































































































































































































