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HANDLE hStdinput
HANDLE hStdOutput
HANDLE hStdError
} STARTUPINFO, *LPSTARTUPINFO

. GetStartupinfo G0 & /&0 &
ot § o EYROCFFHANFORMATIOBIE A G
bAQO A
typedef struct _PROCESS_INFORMATION
HANDLE hProcess;
HANDLE hThread;
DWORD dwProcessld,

DWORD dwThreadld:;
} PROCESS_INFORMATION;

)
dwProcessld k &s ¢ Ripaess ADEGEONP@dzekE s
Ot 3 ODZTasilgn ¢DAGVEEK BB & + O 2
Gb6aAkda oAR GOS0 BMtech O] (
QABAGYS Ot +3 [OpchrpRdss
] n A p3 oG gCRbHaARY 6DXOUTPID g A &3
.dwProcessld E FRiogess Gt £O6a AA:t 7 Q
. dwThreadld k ®s ¢ AHread AibGEEEhéead OFz
J n A3 oThread obreoA &gBed § a

(0]

= A~ - W s o =

K7

GetStartupinfo .1.2

VOID GetStartuplnfo STARTUPINFOG E X (

| LPSTARUPINFO IpStartuplnfo

STARTUPINFQS E A G
KT

ReadProcessMemoryl.

BOOL ReadProcessMemgry
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GEAGOA G d RiGy
HANDLE hProcess G 6 & APROCEFSAINRORMAT
. CreateProces
LPCVOID IpBaseAddress VA t zgp ddn 2zZts
06 & A Yo a

LPVOID IpBuffer

DWORD nSize

g
LPDWORD IpNumberOfBytesRead Z

NULL ¢ Y
KT

INriteProcessMemory .1.4
BOOL WriteProcessMemofy :

Y EYEE

Z Ot %4
DEAKQOTRUEZ3
GEKGOA dhtT RGE
HANDLE hProcess G 6 & AEPROCEFSAINFORNMAT
. CreateProces
LPCVOID IpBaseAddress VA t Z @ dEO6AL EA
LPVOID IpBuffer | 8z AH6A Z AT QA
KEU3 U0 B@oa | adz K
DWORD nSize .
YG
8& YAazKAHO& Z KGO
JAOANAGO A & /E3 n
LPDWORD IpNumberOfBytesWritten ¢YL60a&® | DZ4&a AOQOKk
Z | A4z AH06A Z KGOGB
NULL ¢ Y HDz &
) K ¥
o 4TEB? E /M EVATE
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. £eYdU AAmphoteds ORREP n U3
K HHOTREEEUDZA

BOOL CloseHandle

| HANDLE hObject £evdUR GH
15 KT

ZeroMemory .1.6

PVOID Destination
| DWORD Length
)

Ot * Lorfexdd I ¥ ¢ § -DAGANBE #no|
CfFfigs g ANGABGAs §GoBE & & dghoD)
gABAaBd

zFhead sRGON At UTniegdd o GBE On.
. CreateProcess G 6 & /PRACESF WRORMAHEZ 2
b A QGONSEXBEKA G

BOOL

GetThreadContext

HANDLE hThread

typedef struct  CONTEXT
DWORD ContextFlags;
DWORD DrO;
DWORD Dri;
DWORD Dr2;
DWORD Dr3;
DWORD Dr6;
DWORD Dr7;
FLOATING_SAVE_AREA FloatSave;
DWORD SegGs;
DWORD SegFs;
DWORD SegEs;
DWORD SegDs;

LPCONTEXT IpContext
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ExtendedRegistersi]MAXIMUM_SUPPORTED_EX

DWORD Edi;
DWORD Esi;
DWORD Ebx;
DWORD Edx;
DWORD Ecx;
DWORD Eax;
DWORD Ebp;
DWORD Eip;
DWORD SeqgCs;
DWORD EFlags;
DWORD Esp;
DWORD SegSs;
BYTE

ION];

} CONTEXT

AOOp Ar
K ¥

SetThreadContext .1

BOOL SetThreadContext

HANDLE hThread
CONST CONTE¥IContext

E

g ACoptdtt BE AGHa M &8k
.g AT AGn, Hipn O DA A B n, K@ DX

Z & #pO BFIHO G FYABF|ad) whb &

=
~

Z |

_______

LetOpenFileNaméd..8

BOOL GetOpenFileName(

LPOPENFILENAME Ipofn

b

DWORD
HWND
HINSTANCE
LPCTSTR

typedef struct tagOFN { // ofn

An,  Z YogenBido§ G O

A OOPERFILENAME F A

IStructSize;
hwndOwner;
hinstance;
IpstrFilter;
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LPTSTR IpstrCustomFilter;
DWORD nMaxCustFilter;
DWOPD nFilterindex;
LPTSTR IpstrFile;
DWORD nMaxFile;
LPTSTR IpstrFileTitle;
DWORD nMaxFileTitle;
LPCTSTR IpstrinitialDir;
LPCTSTR IpstrTitle;
DWORD Flags;
WORD nFileOffset;
WORD nFileExtension;
LPCTSTR IpstrDefExt;
DWORD ICustData;
LPOFNHOOKPROC IpfnHook;
LPCTSTR IpTemplateName;
} OPENFILENAME;
6A3 £AQ0ea OGe ANAKk
Go
KT

BOOL WaitForDebugEnt(

AQ m&wegay@:\itﬁa

LPDEBUG_EVENT IpDebugEvent 3
YATOKKk | O
Goaskoa ¢ot AKSAIDE
K KIfDZA yEL f DeBblge i 6Aa] A
DWORD dwMilliseconds “ o= e = _— -
GoaAkoa OAE&q D2
INFINITEAQns 6 AG6 & &gt
.0 /&9 003 G
); KT
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typedef struct  DEBUG_EVENT

DWORD dwDebugEventCode;

DWORD dwProcessld;

DWORD dwThreadld;

Q Y AAN3IXKDik + D 0 K AN 205 s @ & i DA

g ago
- GEo Aoa a | BOO A kg ogdomr) A
: EXCEPTION DEBUG EVEN

AT aAUGEEGOA dt? gK3
.U.ExceptionZ UGRS

: CREATIPROCESS DEBUG EVEN

Z UG ROEMES 6 & . CF GpApZAY 1O
. u.CreateProcessiInf:
Z_CREATEI'HREA[DEBUG EVEND

g EnnveEdz 5 AT U U

. u.CreateThreacdu GE A GO &

: EXITTHREAD DEBUG EVENT

u GEAGOAGEOKQAG Vaika 3
. u.ExitThread U G

: EXIT PROCESS DEBUG EVEN

u SEAZ avdqa GRA&N 2y M
. u.ExitProcess U G

: LOAD DLL DEBUG EVENT

Ps3K8a006a Ba G

. u.LoadDIl U G & &7

: UNLOAD DLL DEBUG Ev@ﬂj
UGROBBAGO & sZ USBHDY B
u.UnloadDll

: OUTPUT DEBUG STRING EVEN

A~

GoaKkoAae Obe ®Ogs U
UGROA&E AGS a . BebupBupatStrig
. u. DebugStrind

‘RIP_ EVENT

UGRER&AZGOE 7 AAADDOEA"
u.RipInfa 2

o AOYK OO1 & G6a AR .
G6aAk0a ¢EV3 OODired Folimg
ROV

CATER? & /O EVAE
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. GEAKx: CEedA} A8 GEKGB¥ 6
union { OFOA 06
EXCEPTION_DEBUG_IER@ption; ] nAp3doad Z GKAO
CREATE_THREAD_DEBUG_INFO CreateThre GEOKOQO6 A Aieads] moAgp
CREATE_PROCESS_DEBUG_INFO = = = A & v,
CreateProcesslinfo; N E o A Q 0a O D) d)l], ¢ Y
EXIT_THREAD_DEBUG_INFO = g
ExitThread; CEOAQO A AieadsjopAg
EXIT_PROCESS_DEBUG_INFO . - ; y
ExitProcess:; GEOKQOA AFe |
LOAD_DLL_DEBUG_INFO LoadDI; GEOKQO6A /AFe | n
UNLOAD_DLL_DEBUG_INFO “ o A - ; .
UnloadDI; GEOKQOA AEe ]
OUTPUT_DEBUG_STRING_INFO = . s o o A
DebugString; AT 3§ ADEgPputBuiStringG o6 a a
RIP_INFO RipInfo; AT 3&POHODE O AKX
Hu;
} DEBUG_EVENT
1a 0AT ] U CROKRO AABAAT ODOOOADA BJankhph:
EXCEPTIONDEBUGINFO ||
bAQOAMPI®E sZ Ug /g BDIO6 A O
typedef struct

_EXCEPTION_DEBUG_IKI

EXCEPTION_RECORD
ExceptionRecord;

bAQXAKHeATEBAH & b E O

typedef struct _ EXCEPTION_RECORD
DWORD ExceptionCode;
DWORD ExceptionFlags;

struct _EXCEPTION_RECORD *ExceptionRecord;

PVOID ExceptionAddress;

DWORD NumberParameters;
DWORD

Exceptioninformation[EXCEPTION_MAXIMUM_PARAME"

} EXCEPTION_RECORD;
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Q
ExceptionCode

UOz AT Kn BHAEAI

©® EXCEPTIONCCESSIOLATION
Z GaeAQO6a ANAp DX3n UGAKAEF
Ubz Ga&AQOYd 1 An |

© EXCEPTION_BREAKPOINT -
GEL EYHOQO A& /ADeABko aGZO Rz Q3
OllyDbg Z A&t OHk An ¢EAm zts.Iz
Zezk

® EXCEPTIORLT_DIVIDE_BY_ZERO

.072Y3 Gt Ee GEY: 0
©® EXCEPTION_SINGLE_STEP o
AKKOgs OIDbg Fracing & Zd B A5 QH
ANAKk A: 8 sU ¢evydU Gg ¢
©® EXCEPTIONTACK_OVERFLOW ] ]
. Stack OverFlowo 7 O O AAQ U

b AONSDRZ bORIA §adoAA3ZQe

EXCEPTION_ACCESS_VIOLATION
EXCEPTION_ARRAY_ BOUNDS_EXCEEDED
EXCEPTION_BREAKPOINT

EXCEPTNO DATATYPE_MISALIGNMENT
EXCEPTION_FLT_DENORMAL_OPERAND
EXCEPTION_FLT_DIVIDE_BY_ZERO
EXCEPTION_FLT_INEXACT RESULT
EXCEPTION_FLT_INVALID_OPERATION
EXCEPTION_FLT_OVERFLOW
EXCEPTION_FLT_STACK_CHECK
EXCEPTION_FLT_UNDERFLOW
EXCEPTION_ILLEGAL_INSTRUCTION
EXCEPTNIN_PAGE_ERROR
EXCEPTION_INT_DIVIDE_BY_ZERO
EXCEPTION_INT_OVERFLOW
EXCEPTION_INVALID_DISPOSITION
EXCEPTION_NONCONTINUABLE_EXCEPTION
EXCEPTION_PRIV_INSTRUCTION
EXCEPTION_SINGLE_STEP
EXCEPTION_STACK_OVERFLOW
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: AQns sAGoa

! ExceptionAddress
SAKZ3084a ¢

DWORD dweFirstChance; £ DA
} EXCEPTION_DEBUG_|NFO

=CREATETHREADDEBUGINFO|

bAQOAS Yts TheedlnoHay MiEsC

typedef struct CREATE_THREAD_DEBUG

{
HANDLE hThread; GEOKQO & /dftepd pROGA
LPVOID IpThreadLdBase; ¢ DA

LPTHREAD START ROUTINE IpStartAddres GE OK Q06 & THakead ¢j onjA q¢NXaEL
} CREATE_THREAD_DEBUG_INFO;

=CREATEPROCESSDEBUGINFO ||

';ypedef struct CREAT PROCESS DEBUG | GEOKOO & Phobss o @A ‘

HANDLE hFile; EYO6a 1 AORE
HANDLE hProcess; Process ¢R0GA
HANDLE hThread:; Process @ 6 & Threas 8dROBA
LPVOID IpBaseOflmage; (PE Formatg 6 & )aCGgHdldngeRRE
DWORD dwDebuglnfoFileOffset; £ DA
DWORD nDebuglnfoSize; £ DA
LPVOID IpThreadLocalBase; £ DA
LPTHRAD_START_ROUTINE IpStartAdd, . EP=ImageBase + OEPE O K @ @ & A
LPVOID IpimageName; .ASCIIGEDOK Q6
WORD fUnicode; . Unicode Z Yt
} CREATE_PROCESS_DEBUG_INFO;
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=EXIT THREADDEBUGEVEN|

typedef struct  EXIT THREAD_ DEBUG_INFO

' DWORD dwEXxitCode; 0 BsAEk Gt GE At
} EXIT_THREAD_DEBUG_INFO; ! |

typedef struct  EXIT PROCESS DEBUG_INF
' DWORD dwEXxitCode; GEOKQO a
'} EXIT_PROCESS WNEBNFO;

-+ OAD DLL_DEBUGINFO||

typedef struct _LOAD_DLL_DEBUG_INFO

HANDLE hFile; ATE
LPVOID IpBaseOfDIl; .G G OageBase o
DWORD dwDebuglnfoFileOffset; £ DA
DWOR nDebuginfoSize; ¢ DA
LPVOID IpimageName; AT2éas
WORD fUnicode; .Unicode AT24as
} LOAD_DLL_DEBUG_INFO;

=UNLOADDLL_DEBUGEVEN|

typedef struct UNLOB_DLL_DEBUG_INFO { I n@paAk 6AAQU go
'LPVOID IpBaseOI; | ImageBaseg A 6 & ¢
'} UNLOAD_DLL_DEBUG_INFO; |

.£ HGOkTraBeUO & HyoA qfSYPA S sy A @ d

BOOL ContinueDebugEveft

DWORD dwProcessld YAE @réaéer&cé]s;f
| | 7 KE @hPhopefsiof i s Am)
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GEeTAréad & & Idi A

.hThread E HOotG T

0 AOT | G Ozaao &Y |

© DBG_CONTINUE )
O0AK30éea BU o/

© DBG_EXCEPTIONOT HANDLED

DWORD dwThreadld

DWORD dwContinueStatus gaoAK3Qera KK3
EY8B8A 8z7Ez UOAA3CEAE
OaADOl1a ¢0t 3n OnAH

Illllllllllllllllllllllllllﬁﬁﬂ@ﬁﬂﬂﬂﬁﬂﬁ!ﬂ
3 A0V .gBd & 0§ HIPOK sO tiffich] Aapssp A Gelybdgn 2 OD AWK £

. DebugActiveProcessG 6 & /A0 &

92|

KHOTRUBY DO A Q6 dAttaCDD ¢

BOOL DebugActiveProceiss

CAgl® ¢EY3 02034 OMm

DWORD dwProcessld a I x> on
. Kernel Detectivg ThskMan (pcgss @ 0 a

+ U Déblgol y a=.20

U dzA Delitigery ®@® & O8 Z DebudderQFE® DAYE BB FEBEA 7 6 s
] ¢48 /&EDz k
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bAQG & O GktépAnsieNafiex 8 )& B n, é8h§sal BotAdZ O56aa
0 a

OPENFILENAME ofn;

Q YFEGiBQ@IIEI t p O K AN W s G & i DA

A

¢FEz SAHKE Bt §AERBDO®E UBFEREOEOHEAAD Yo a

HSAQAL & T nt

GoaAkdoAe GEAKGOA KAOk #£Dzx 006906 UGOH A& A6 4
KGE80On sU At RiZezoMegmons E A &
bAQOAG ¢zAHKes 6AE
char FileTarget[ 256];
K80Qt as GF
ZeroMemory ( &ofn,sizeof  (ofn)) ;
ZeroMemory ( FileTarget,sizeof (FileTarget ) ;
ofn.IStructSize = sizeof (ofn);
ofn.IpstrFilter = "Win32 \ 0*.e xe";
ofn.IpstrFile = FileTarget
ofn.nMaxFile = 256;
ofn.Flags = OFN_PATHMUSTEXIST | OFN_FILEMUSTEXIST;

if( GetOpenFileNameA ( &ofn ))

Il WIOF CIOF U 1 x

o ATER? B/ EWATE

AW uMmyyYsh CtTOx pMHIKF pHDbIKF

YéHEOAK ANAm@ BJo6 A
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b A QO ACBeateibc¥s8QDEAA%EO & ¢ YHAKk An 06 &

A00t D&Shdpiio Goza0FRE YAS O

bAQ6OAS AZKAOk Z kOQoba

STARTUPINFO sinfo;
PROCESS_INFORMATION pinfo;
BOOL Result =FALSE ;

ZeroMemory ( &pinfo,sizeof (pinfo ) ;
ZeroMemory ( &sinfo,sizeof (sinfo )) ;

NS

.BOOL Gt ErateBraxds&G o 4 ARedult KB QA& TB AW

GetStartuplnfo (&sinfo);
Result=CreateProcess (FileTarget,0,0,0,0,DEBUG_PROCESS 4+
DEBUG_ONLY_THIS_ PROCESS,0,0,&sinfo,&pinfo);

3 Ak ahg ABESPOGES &7 gZze%|O

gAOAGEA ¢Ot 7 DZAEDZ A

while(R esult)
{

}
DAGAAe addzed B8AGRKRE: & GOABEHz dmA HAE

/D% CréatéRibéess G6 & A6 8 Zderng (Zne zzkt dE6 U Y J nAp3aod

Y DA AF DZ Wiitto®éeb@kvenBp (B A0 TAtge ¢Q0b0Ads:

bAQOAS Goa&Ada COtBADNGrpAADEA
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DEBUG_EVENTDebugEvent;

while(Result)

WaitForDebugEvent (&DebugEvent,INFINITE);

N«

YGCEOAQO A GOYY(

K80t BADs t 804 #Z O0QAZERA 68 AW kU U JnAmp3iocd z
deebugEventCode

BU o9A3 B EchgzaGE@A(aopg ivdch @k O HEe y B Oa

AEE ContidugDidbDgEventy & £6 A 06 s UGKA

gaoAAK3Z0&x@e & sdiC

ContinueDebugEvent  (DebugEvent.dwProcesslid,
DebugEvent.dwThreadld,DBG_EXCEPTION_NOT_HANDLED);

(@]
g
O
(@]
Qi
!
O
([@]]
>
B
G«

. DBG_CONTINUES EGortiiudDabugEvengded A &

Or
(@]
(U)
(e
>
N
<
Qu
[(®@]
Qi

while (Result )

WaitForDebugEvent ( &DebugEvent , INFINITE );
switch ( DebugEvent . dwDebugEventCode )

{

case CREATE_PROCES DEBUG_EVENT

break ;

case EXCEPTION_DEBUG_EVENT

ContinueDebugEvent ( DebugEvent . dwProcessid

DebugEvent . dwThreadld
DBG_CONTINUE

break ;

case CREATE_THREAD DEBUG_EVENT

break ;
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case EXIT_PROCESS DEBUG_EVENT
Result = FALSE ;
break ;

}

Result =Continue DebugEvent ( DebugEvent . dwProcessid
DebugEvent . dwThreadld
DBG_EXCEPTION_NOT_HANDLED

}

CloseHandle ( pinfo . hProcess );
CloseHandle ( pinfo . hThread );
ExitProcess (0);

GOAp BP6A& JnApiosd avydU z

7 OXdkk AGBOp 37 s GCOGROA®AEE: ®BESGNAARBEE
(F) s Zez koBtgOp °
GUOp 37706 GULAEGRBOAQHEACAAY Qi BGC FEALY HIGRX

.Int3 GEt EYHOQO § UZ A0 /X edkziiH
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0xCC a8 G Fap BodeH®Dd Dp ddde HAA AN a&d U0 OO0T & sU GAEREF

GUOmp 3t s OGe mdO6 GUE HXPOBaMerPEREOHFHDH1AA O
.ReadProcessMemor9 § YO 0A864a A&ADT 3AQHKAKEs Zz@jzkAq

void Set int3 BP (HANDLE hProcess , void * Address , char *OriginalOP )

{
char int3_ OP =0xCC;
ReadProcessMemory ( hProcess , Address , OriginalOP , 1, 0);
WriteProcessMemory  ( hProcess , Address , &nt3_OP , 1, 0);
}
badz GaAORYFALLEGOYZ & G
gAB A DY &RGOREcass(T n A3
k @ :Pddess(ZEAA @ B

. QiGredOPGE Y O § &

X1 8¢ kooth el fi A

AKPRAASOR & OO 3G B 1k YADOIOIAE AR X KBS ICADIZ 3 T S
z nt3 AoP&ode 5 6 & | jEIPAGEDEAE BAOnLEgz L AT Gt a | O
HAgads KAA

0 £ & AK39 Q& AR b= @@oanloiEssi s ] ¢é¢a 00¢g
OHAO YZez0Q00da GUOp OAAm Z HEBRCEPTVN G=BUEAVENT &
GE6AQ6 A GOAAU
g060& AYA yexckepioN BrENT § AdD dreU¢ pU S8AHAG 0o A
ContextFlags=CONTERULL O H UGefThkbad@hittese G 6 & £6 A &eonE OK Q6 & ¢
ATYt 8l GEKG
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2t ABMOAA GZ &7 Q6 & A/btpxt BDBIEER g 6887 A HHEAGO qr B0

a
g OAp GEL1IEANRL0G Gooiosd @G AAND|

~ - - v = o~

UZoREBDaatcEddptehaalta yz0
S

Ou
=

BEAT Q0 & a laeOp z©

void Remove_int3_ BP ( CONTEXT*cntxt , HANDLE hThread , HANDLE hProcess , void *
Address , char OriginalOP )

{
WriteProcessMemory  ( hProcess , Address , &OriginalOP |, 1, 0);
cntxt - >ContextFlags =CONTEXTFULL,;
GetThreadContext ( hThread , cntxt );
cnixt - >Eip -- ;
SetThreadContext ( hThread , cntxt );
}

bBontéxt o6& ABA AL BDEKEZ Yo& GEYOdj & GELtEYHO
Az Hépgo® & OOKp | U AD31 QJ(BE@OCE/\LAQ\/EABaK%/mﬁQi

. SetThreadContextG 6 & £6 A& | nAp3ayY

O 1

EANS a8 —/

Yezk O ¢3ERAp§ dzb BifeE

800t UgABagdYd 8ATA |

Result =CreateProcess ( FileTarget
0, 0,0,O0,
DEBUG_PROCES$SDEBUG_ONLY_THIS_PROCESS
0, 0,
&sinfo
&pinf 0);

Set_int3 BP (pinfo . hProcess ,( void *)0x004010E4 , &OriginalOP );

& CREATE_PROCESS DEBUG EVEREZ & Z ("ARHAY)e s BAC
switch( DebugEvent.dwDebugEventCode )
case CREATE_PROCESS DEBUG_EVENT

Set_int3_BP(pinfo.hProcess,(void *)0x004010E4,&0Original OP );
break ;
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Y71 88K g =dﬂﬁA=dzA©c
bAQOAG UOGAA3ZQer 2

case EXCEPTION_DEBUG_EVENT
if (DebugEvent . u.Excepti on. ExceptionRecord . ExceptionCode ==EXCEPTION_BREAKPOINT
{
cntxt . ContextFlags =CONTEXTFULL;
GetThreadContext ( pinfo . hThread , &cntxt );
if (cntxt . Eip ==0x004010E5 )
{
MessageBox ( 0, "We Are on the BP" , "On BP" , MB_OK
Remove int3 BP (  &cntxt
pinfo . hThread ,
pinfo . hProcess ,
(void *) 0x004010E4 ,
OriginalOP );
}
}
ContinueDebugEvent ( DebugEvent . dwProcessid
DebugEvent . dwThread Id ,
DBG_CONTINUE
break ;

~

DA /EDZ &G8 7aks6 &2 t>xn, Ez An GEHP dn ‘
An | A7 A3 HA ZRRTOOGE BeA ADUH = =7

U DA RLOKEE S Ryh Wkd Bh 8 CONGNGT 0 OF EDASHENY ¢ Bk é

£ o AEENARDOANe A B P EGE A K& BYe Q&2 s
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(TYES

Al Gomzipll gyl Eell
Sl Gowsipll el Gnal] s T
| AT4RE |

Syl Eyn dglr epmean paf Laor sl ply PN PSS | X
| 1111111111111

|.=;33-'-' || i B ST | Ry ||.-_.-.n_m-0-'dln-'9:-'|

- OllyDbgZ ¢ Y pEGAED A& & A H\FHDEIHN

Hddress |Hex dump Dizassenbly

% E8 FUSHAD
EES211931 | . BE @@3e51eE | MOV ESI,wict im. AB51S86EE
HEE21195 | . S2OBE DE9EEEFF| LEA EOI,OWORD PTR D5:[CESI+FFEESGEE]
EEE2119C| . &7 FUSH EDI
EEc21120 | . 83CD FF 0OF EEF,FFFFFFFF
EEE211A8 | .~ EB 18 JHMP SHORT wictim.BB5Z211E2
HESZ211A2 96 MHOF
HASZ211A32 el MHOF
Ba5211A4 26 MOF
BESZ11AS 26 MHOF
HESZ211AG 96 MHOF
HESZ11A7 el MHOF
EEE211A2 | > SABE Mol AL,EBYTE FPTR DOS:[ESI]
BASZ211AR| . 46 IMC ESI

'FO U8Y & Z UdARNGZHDPX NGNE vE\Eak gARAE
GEEZ1ZEC | . BS8CA OF AL,AL
BESZ21ZEBE | .~ 74 OC JE SHORT wictim.8852129C
BESZ12CE | . B9F9 HMOY ECH,.EDI
BEEZ12C2( . 57 FUSH EDI
BESZ12C3( . 48 DEC ERX
BEEZ212C4 ( . F2:AE REFHE SCAS EYTE FTR ES:[EDI]
BES212C6( . 55 FPUSH EEP
EEE212CF [ . FF96 241F1288 CALL OWORD PTR DS: [ESI+121F24]
BEs212Cc0O| . @9Ca OF EAX, EAX
GESZ1ZCF | o 74 87 JE SHORT wictim.88521205
BESZ1201 ( . 5983 MO OWORD FTR DS: CEEXI,ERX
EEEZ1203 [ . S3C3 84 AOD EBH, 4
BES21206( .~ EB El JHMP SHORT wict im.AASZ1ZED
EEE21205 | » FF95 281F1288 CALL DWORD FTR DS: [ESI+1z21F28]
FES2120E | > &1 POFAD
EEBENBENE .- E3 7ES4EEFF | JMP vict im.BR4BETEC

1 g A@VEY (BHY 0358 # © &8 8 R k¢ DAY ®EH21200) 4 AR A DO

FFoe zeiFioee CALL OWORD FTR DS:[ESI+1Z1F:
51 POPAD
ES/ PESAEEFF | JHP v ict In. BB4B675C

ion ko Follow

0040675C

Cancel
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0 K AINN W9 s @ 6 i DA

n 9y Aa3XDik t p

:0x0406750) a B @6

o L

FUSH EEF |
T tEFTEEF'l

A t ZEBENEE ) A @EsDE ¢ A RDEEIE.L 81T n, BRI AR

ADD ESP,-1l4

AOR ERX,ERHR

MOU DWORD FTR S5:CEEF-181,ERQX
MOU DWORD PTR S5:CEBP-141,ERX
MOU ERX, wict in. BE4E6724

CALL vwictim.B@4B83C33

XOR ERX,ERX

PUSH wictim. BB46B6321
PUSH DWORD PTR FZ: [ERA]
MOU DWORD PTR FEiEEEH;#EEP141

[l el TR R TR

AR 4EEFED EE

o BEEL
BE4EE7FEF S3C4 EC
BE4EETEE 33CH
B EE T G 2945 F@
BE4EEFET 2945 EC
BE4EETEH B2 24674808
BE4EETEF ES C4D4FFFF
BEGEET 7 F3CH
BE4EET P& EE FUSH EEBFP
BE4EEFFT &8 21634888
BE4EET L &4z FF28
godserF | gdizze

Iy Z eGUSDERR 60 OF) go A 2aHgr Cigsidla £ P

(

~

Y 0 AUNGHGPER) AFDADRA &

: & galyDbgZ CommandLin® Yd NessageBokEZX 2 G BORD: VB K6 &

Ciommand 200 MeszageBoxA

- | BF address, string —— Break with condition

: 4 @ZOd@ndeA AZiAFdigy U

BreakPoint-=

Text Recuperation

Cialog Boxes
Files

b
Modules and Libraries ¥ MessageBoxIndirectd
Mermory Management L4
) MessageboxExw
Reqgistry L M BoxTndirect
Directaries and Paths  # ERELEEETE
) MessageBoxh
Drives L4
Time »
[

Miscellaneous (nags...)

WE APIs

Cuskom APIs

» PIRIBIRIGIET &

Z e DEDELSG 88 AIIHEATIIL 7 £ SOTAREAIEDIES S

o ATER? B/ EWATE

UoANAS
] AODIGDbA Ot

2009
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Heu dump Disassembly C
EEFF ML EOI, EDT
EE FIJSH EEF
2BEC MO EBEF, ESP
2330 BC1423FFE @ CHMP DWORD PTRE DS:[FE2F14BC1, &
w 7d 24 JE SHORT USER3Z.7FESDBS1C
&4:A1 1588686866 | MOY ERX,DWORD FTR FS:L[12]
&H_@E FIUSH @
FFrE 24 FUSH OWORD PTR DO5:CEA#+241]

&8 Z241B3FFE FIJSH USER3Z.FESF1B24
FF15 C41239FE |CALL OWORD PTR D5:[<&KERMELZZ.Inter lockedCompareErdchange:] |k

8ECE TEST ERX,ERX
~ 75 BA JME SHORT USER3Z2.7E3DESIC
Cras 281B3FFE & HMOU DOWORD PTR DS:[FPERF1EZE], 1
&H @A FUSH @
FF7E 14 FUSH DWORD FTR S5: CEEF+141
FF7E 1@ FUSH OWORD PTR S5:LCEEF+1@1]
FF7S @C FUSH OWORD FPTR S55:LCEEFP+C] 8]
FF7S @3 FUSH OWORD PTR 55:[CEEF+31]
E2 2D88R8RE CALL LUSER3Z2.HMe=sszageBoxERA
50 FOF EEBF ]
CZ 1@aq RETH 1&
38 HOP

At £AH&es Ezazn U®ad sEEAKs Z AAVDOUEDIEDI bGo K& g O @
.RETN 10 /BfyPbg Z e 7 QF ¢
GU14&4 GoAeg r8 ABy asks

@Y DE ) a6 Agogia At AT A& AeosE#pas Atk M BERAE 6a8EE O Bt

Registers [(FFUI

ERx B81ZFSEQ

ECH B8@aaaamg

EDi BEETEATH ASCII "BlaE™
EEX @B@aB8E1cH

ESF @812F3958

EEF B812FAES

ESI GBEBREEHE

EDI @88r&Es94

EIF @88483FF4 wictim.88483FF4

WO60&e y70k ZERS6 8B8AHRDEORAT

? An xoR2120Fqy BAROE &7 KASK & B\SRGE Fobh.:
OEDE£Q6A gAnz YHns Z§ Y Qfg3trg © KO

v ("EBY E M EVAE 2009
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case CREATE_PROCESS_DEBUG_E

Set_int3_BP (pinfo . hProcess ,( void

break ;

case EXCEPTION_DEBUG_EVENT

if (DebugEvent . u.Exceptio n. ExceptionRecord

{

VENT

cntxt . ContextFlags =CONTEXTFULL;

GetThreadContext  ( pinfo

. hThread , &cntxt );

if (cntxt . Eip == Ox005212DF + 1)

{
Remove_int3_BP ( &cntxt
pinfo . hThread ,
pinfo . hProcess ,
(void *) 0x005212DF ,
OriginalOP );
Set_int3_ BP (pinfo . hProcess ,( void
}
else if (cntxt . Eip == Ox00403FF4 + 1)
{
wsprintf  ( Reglnformation , "EAX =%.8X \n"
"ECX =%.8X \n"
"EDX =%.8X \n"
"EBX =9%.8X \n"
"ESP =%.8X \n"
"EBP =%.8X \n"
"ESI=%.8X \n"
"EDI = %.8X"
cntxt . Eax,
cntxt . Ecx,
cntxt . Edx,
cntxt . Ebx,
cntxt . Esp,
cntxt . Ebp,
cntxt . Esi,
cntxt . Edi);
MessageBox ( 0, RegInformation , "Registers"
ReadProcessMemory ( pinfo . hProcess ,( void
MessageBox ( 0, Serial , "Your Serial Is :"
Remove_int3 BP ( &cntxt ,
pinfo . hThread ,
pinfo . hProcess ,
(void *) Ox00403FF4 ,
OriginalOP  );
}

}

ContinueDebugEvent ( DebugEvent .
DebugEvent .
DBG_CONTINUE

break ;

4 700G B X B AfigeBase GEAYA7 OB 5 4O

case LOAD_DLL _DEBUG_EVENT

"EB? & /M EVATE

dwProcessld ,
dwThreadld

2009

. ExceptionCode

, MB_OK|

*) cntxt

, 0);

*) 0x005212DF , &OriginalOP );

& i/ DAL

==EXCEPTION_BREAKPOINT

*) 0x00403FF4 , &OriginalOP );

o, T v

R RRNES HZa¥

- GEOKQ

B®

MB_ICONINFORMATION
. Edx, Serial , 5, 0);

g 44
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wsprintf  (Somelnfo , "The Program Loads a new Library its ImageBase =
%.8X", DebugEvent . u.LoadDIll . IpBaseOfDIl );

MessageBox ( 0, Somelnfo , "DIl ImageBase" , MB_OK;
break ;

©
pY
OQu
Qi
Q
<
@l
m
=y
=24
=3
A
<
[any
2l
o+

case CREATE_PROCESS DEBUG_EVENT
Set int3 BP (pinfo . hProcess ,( void *)0x005212DF , &OriginalOP );
wsprintf  ( Somelnfo , "Program Loaded : \ nimageBase = %.8X \ nEP = %.8X"

DebugEvent . u.CreateProcessinfo . IpBaseOflmage
DebugEvent . u.CreateProcessInfo . IpStartAddress );
MessageBox ( 0, Somelnfo , "Some Pe Info" , MB_OK

break ;

case EXIT_PROCESS DEBUG_EVENT
wsprintf  ( Somelnfo , "Program Closed , its state = %.8X" ,
DebugEvent . u.ExitProcess . dwExitCode );
MessageBox ( 0, Somelnfo , "State" , MB_X);
Result =FALSE

break ;
gAOzAtL 49208 zpUaoaEgaa |
Y GEOKOQAtAch @23 dBrpajson
»

G 6 & A0 Get®pehrtieNaRénz sEréaProcess bAANR] & 80W ¢ &
P pAYES KedDbb@dive | nApA&e GOz & DIELHgACEDdssd &
¢ HE O Kk

) Cprogram Flesifitepaci-notepad+ e ISR 704 oxeistanes

_ﬁﬁl C:\Program Filesik-Like Codec PackiMedia Playver Classi,.. 1792 1392 OxB16E3020

E C:\Program Files\Microsoft Officet OFFICELLWINWOR, . 1928 1392 Ox816F4633

lﬁlC:'l,F‘ru:ugram Files\CodeBlocks\codeblocks .exe 2004 1392 OxG164Z020

("EB? & /M EVATE 2009
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DebugActiveProce@®WORD)15786)

o ATER? B/ EWATE

¢ REY3

ikt p 0 K Q3NN W88 @ & i DA

b AdEpagActiveProcessG 6 a

At T ApAEe EVY1 & 8AT

AY 0
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OllyDbg¥ 2ackgC™ 6 - g~

Scripting In OLLYDBG : OdbgScript

3 F 1GCBXFERED T Y HGdyDbgG E 1O S @ 862868 OdbgScript
& EANAENEA QRO E @D R A 5 AigadeibgScripk G AG&® 6
DA KQWAAOBHAHY Y1 3
R HA&X & @ &y AGL.IV0dbgScripeon@@ & KB DY @A AAGEEEA AU QA @
JEN ADEQO$8ER A7 A A A SomidoyB Z GEHHENESD), i 2

- GUFE e EZH6 ETAB n,
GAGDE &EW A BBOGibgScripd n, AH O A
.G UDGBCIWANE & 1 AEKD e 3
(#4A00 :0 MBANKABSLAXERG NG O & o A GEHDe 3
(#4206 :0 AGong IROREN pAGEEHOGE 3
L QBg< M| &1*- +:G EO YA HQubgScript G § ABedA G 6

sHIO &A O

A TKBBQG.A 1 & AAsd)a EAKS Of

- v v ar N\

v ("EBY E M EVAE 2009
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A i), B Bdeg H A $REsviar ©
A n, R BoggaH GA $REsEr 2
.OdbgScript & JES HEERSIONE

-
&

/m

~/ N

B AdL A £ Bn\BARDSFA) Ohatd A YA 3
s A FEERGER\YH 06 a
KGN & ByEdRE @ nd\D BEXBD®O6 &
sl k BE S @ OGAR O abN\EageA FaBOEe r a

m” ¥ N

K G A @& prigi 50086 N dok) BAYBE 1(14bd) g 250 2 3
) A B QSRR G @ANGERA HAE Q6
] ADQPEBEGE A FAPDGER & A3 4

©OdbgScripe U .8

d U & @ 8.1
b AOIhAY gad B 1B nAeEIB GO A

\INSTRUCTIQNtraml param2[param3]

QE(
A %jé& [ U INSTRUCTION
o sO . Q paraml
0 Ao U param2
3 &l 4 i param3

:ADD
ADD dest, src t 3§

v ("EBY E M EVAE 2009
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destONk Ghjolektl !sgt 5C y Az

add x, "times" ] x="100 timest © [pdE
mov x, 100 Il x =100
add ecx, x I ecxl 11Q0t 5 C
add [401000], 200  // 401000L)f AaLpeki of2got 5 C

AL
"Animate intd 2 dZl ¥

ALLOC siz
RESUBTO 3 T P delff MWj@\k| f2 10fSReGNje pr € 1TdR |

AN add
addr LJf AAnaypeP d7R §

an eip I CTRIA=
AO

"Animate Overe d7b ¥

ASK questior

y d7z R B axgF P pt dij ¥fpAuestion] 2 G M [ RS gLk
.C G21dUDEz up! LBRESULT 30n 2 A
SRESULT &6 zCk3dEjJf AID! R 2 A

mov eip, $RESULT I

"ask "Enter new EIP

cmp $RESULT, 0

je cancel_pressed

mov eip, $RESULT
cancel_pressed

ret

ASM addr, comman } GT !

y Gu |

_._
D¢ W

y

y Gu |

D¢ W
N O«

N O«

addr LJf AQ.gormnfand2 dADf y Az

asm 4012FE, "xor eax,eax"

ASMTXT addr, fil
addr LJf AQp&d QZ]D&iMI

asm 4012FE, "mycode.asm"

ATOI str [pase=16.]

o dTERY B/ EVWATE 2009

y Gu |

t

30

y Az

y Gu |

t

>

20

:AL

‘AN

:AO

:ASK

:ASM

ASMTX
T

:ATOI
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T 2 T @ nj DA(@R TG o ubpeX G |0dart o depeyhfz v Az

$RESULDO N Kk !
atoi "30", 10. Il RESULT =1 y GU |
atoi "1110", 2 I RESULT =(
:BC
BCladdr] t 3¢
addrLJ)f AL A2028p A2 Rj v Az
bc 6A0000 1 y GU |
bc eip I
:BD
BD [addr] t 35
addrLJf ApLiFZO A2 0agp Aoy Ajt v Az
bd 6A0000 y GU |
bd eip
BEGINS

BEGINSEARGH#ar] t 3 o :EARCH

1 2 4 fidert IF)f ALugEd p ik T oy Az
.FIND2 dzl @ w5 pH7271GRRNDSEARGHYZ f 2 § dvdkl

mov count, O ; y Gu |
mov start, eip ;
beginsearch start ; eip LIKC A
loop: ;
find start, #60# : pushadt dzoLDZikLIAC ft pokr
cmp $RESULT,0 ; I otuinp & E
je end : b nBKkRA:C
mov start, ;T !fodzo NDEK® i AR © If GH AV j:
$RESULT+1 start
add count, 1 ; bfbp:
jmp loop
end:
end: ;
endsearch ; | 2 & fOR
msg count : b dzopDEA f! §f §2ZG r
:BP
BP addr 30

addrLJf AL A202p A} dj vy Az
bp 6A0000 y Gu |
bp eip

:BPCND

BPCND addr, con ¢t 3 ¢

v QUEB? E M EVATE 2009 @7


http://www.at4re.com/f/showthread.php?t=6392

AT4REIN B4 @ & K/ 1EEAUGERSA n Q Y [EMIE } p 0 K AINN 9 s @ & i DAL

addr LJf ApLig@hdf 2 TH A2 p by dj y Az

bpcnd 401000, AL=1y n | fdR of / y GU |
"AL==1"
BPGOT
:0
BPGOTO addr, lab } 3 ¢
EOR2 dziNlru G Nigddr LIf ApLigZ A& kOl 3ZA ppAdalel | ZRIfIZR y Az
mov addr, 64A000 y GU |
bp addr
bpgoto addrnotice ; ,int3 exceptiont A ppot
§ ' LIZ G p i QHKKG dx
notice: notice
msg "Break Point set correctly”
BPHWC
BPHWC [addr } 3 ¢
addrLJf ApLigd ApREKR Rj v Az
bphwc 64A000 y GU |
BPHWS
BPHWS addr, [mode { 3 ¢
:O Nj Lj+ezdzFafidr LIf ALigZ ApREKY k) y Az
| CFeh
b @k A
Ou f PRO=TLA
bphws 64A000,W" y GU |
BPL
BPL addr,exp t 36
exprl 2 GBOZE@GRLIf ApLigZ A OY kj y Az
bpl 64A000, "eax" LIf AILRZ pf A/ kD Ligax+ dA80p / y GU |
64A000
BPLCN
BPLCND addr, expr, col t 3 & D
exprl 2 GHZE@GRLIf ApLig@hdD 2 TH! AR p By k) y Az
bpl addr, "eax”, "ecx ==0" ; LJf AILDZp i Rp LeAxt didp/ y Gu
? 64A000
ecx=00 2 TIGfpoLfz
BPMC
BPMC [addr, t 3§
addr LJf ApLiEZ2 FOfaRp Afo2 Rj v Az
BPRM

BPRM addr, siz { 3§
sizey A @dur LJf A LREZAC fhaljZ2 O3R! Aoy & y Az

v QUEB? E M EVATE 2009 @7
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bprm 64A000, 08 y GU |
BPWM
BPWM addr, sizt t 3 §
sizey A @dur LJf A LPEZhE jIE3 DR AfoY k. v Az
bpwm 64A000, 08 y GU |
BUF
BUFvar { 38
O dzpNaDAfE badbipe )z 6 sykAde v A z
mov str, "DEDE" y Gu !
msg str : DEDB/ n ¢
buf str
msg st HAAASAA4B Y 1)
CMP
CMP dest, src[siz¢ t 3 ¢
sizey A tidsty dicLJe G160 ENRB Kj21o )¢ v Az
cmpy, X y Gu |
cmp eip, 401000, 4
CMT
CMT addr, commen } 3 ¢
addr LJf ApLig@mmhents 6 P& y Az
cmt eip, "This is the y GU |
OEP"
CcoB
COB t 39
EOR2 d#) ¢ixZ3.Dk A o 1jp [lGKMi0o RBELjF y Az
y Gu |
COE
COE t 3¢
EORR dA) X2 3 .0% Lj ASKpTCARi0 RBBLjfk v Az
y Gu |
DBH
DBH 1t 35
Ol g&! y Az
DBS
DBS t 3¢
DBHe dA) ¢x23.0k Ga&r y Az
DEC

DECva t 38
vare 0 3D g y Az
mov var, B y Gu |
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dec var
msg var , AO0000000y n «
DIV
DIVopl,opz t 36
oplONKk GjobpRT DFPLIDD  y Az
mov op1l, 12. y Gu |
mov op2, 6
y n épk =2 div opl, op2
DM
DM addr, size, file 30
file 2 DAIZIsipey ARuidr LIf ALgz 2 HfARK(Ofd) Y + v Az
dm eip, 1000, "¢dump.bin" y Gu I
DMA
DMA addrsize, file 30
b nfAR@2 DAZsigey AARuddrLJf ALLgz 2 A fAKIOBDHE G vy Az
dma eip, 1000, “tdump.bin” y Gu I
DPE
DPE file,ef t 3 6
epNJ A Bp idile 2 DAZNIOA Lj 0 F DARBAE FAKYoRd v Az
dpe "cldump.exe", y dud
eip
EOB
EOB labe t 3 5
t 62 @ RKOP fliell RfIRKGLY RBFBEF y Az
EOE
EOE labe 4 30
O! GRIK[ LigHell R fi RKgUS RBBEF y Az
eoe end: y Gu |
ERUN
ERUN 1} 3y5
K f C Ghji® ABADS. SHIFRFIT DEz wtDAh y Az
ESTI
ESTI ¢ 36
SHIFF71 D&z uiDAh y Az
ESTO
ESTC 4 30
.ESTE dZi hjhu@HMdz y A z
y Gu |
EVAL

EVAL "string with {var}' 4 30
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Mt 0 TOK dHIZIB AP nd0 Ak &IGME G EBF v A F
mov X, 1F y GU |
eval"the value of xis {X}" . gRESULT= "the value of x is 1
EXEC/E
9-9/7 X 308 NDE

Ol NdAZGIRIENPEEXECJII 18 A TYodHinK!GC gRDE| y Az
.G nj KUdkelk b T Ok dHIES 2k fd2 of 3 |

mov X, "eax" y Gu |
mov Yy, "401000"
exec
xor {x}, {x} ,  XOr eax,eax
add {x}, {y} ; add eax, 401000
ende
FILL
FILL addr, len,valu } 3 ¢
K ¢ lehty A&vhluet dzaaddi LEFRPLIEZR #Gf d v A
fill 401000, FF, 90 NOPt dzd Z8& RW01000p LijZ2 €D y GU |
FIND
FIND addr,exp t 3 ¢
.addr LJf ALuggd gpik zBJ8 lojftu! vy Az
.RESUBTO b d7b b PIGA T Al 2 k
find eip, #6AFFE8# C f ip Z jApush-di dzd MEAk o + y GU |
FINDCA
FINDCALLS addr [nan 4 3 LLS
nameO' T 2yds dfz)kAGrgdr LIf ALUgEd fAp dalpf o 1 KGOy GtdA i v Az
findcalls eip, reg T 2k 1 h ®CREMFIID Lo y Gu i
FINDC
FINDCMD addr, cmds 4 3 § MD
.addrLJf ALUged ffpdetiu (z0L0Z &lulf v Az
SO A DAGEEL D U EFG dio MERA o Wi+ 620
findemd eip, "pusi0” : push Ot dz3LDZ & k y GU |
findecmd eip, "cmp al,dl; setne b
not ebx"
FINDOP
FINDOP addr, opcoc t 3 ¢
addr LJf ALlged fifcddenszr A ¢ vy Az
findop eip, #33??# | xort dzd MBAKo t y GU |
FINDM
FINDMEM val [, StartAdc 4 3 § EM

StartAddrLJf ALU@gEd feptk dxboR 12HO0BRa v As
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findmem #6A00# yGu i
FREE
FREE addr[,siz t 3§
b | @sizey A CaddhLIf ApLIEALFOR dz2K G R G 4G R IGFILORE v Az
| 2 4y fdSE@X siZeyb A @10 feoehl
alloc 100 | pOBK FPBOKOZEBI O TF y Gu |
free SRESULT, FF b T T Pld2 #JdRI 1FBE 6 <
GBPR
GBPF t 3¢
2 p A2 BCAWLD. v Az
t 0p@EEBIOLj
| 2 40f2Rp! Af 201
(2 6 Ap 2udK A B40L|
GBPR y Gu I
cmp $RESULT, 10
je SelectNormalBP
cmp $RESULT, 20
je SelectMemBP
cmp $RESULT, 40
je SelectHwBP
jmp NextBP
GCl
GCladdr, infc t 3 ¢
addr LJf ApLi¥ZD dinzk! 07y B PA PR ¢ v Az
+ 0 DAPkALTA B pfo y dzG
4 dzosDe flofindidelf 1y fn ERQMMAND 9
ret Y ArAZ)f P &jK 1B tip \DEGKA T AIF A/ Lj BESTINATIONT
+ dzoop@odek G p HAPAYN 8IKE
1 dZ0YDE k BYPE
.pushZ p *Idx/ gD o
.popZ p ¥ d ¢ € dZD O
fpu2 &2 O
+ OA27lgzadED O
+ OAEZAHHD O
.C fcpded o
Y A g2 o
gci 401000, y GU |
destination
GCMT

GCMTadd t 3 5
addrLJf ApLi§Z BZnk y Az
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ATARE:N D4 @ G R/ HEEAGAEASHA n (-? Y [EMIE } p 0 K RINN 38 G 6 i DAL

gcmt 40D1F5

GMA name, infc
nameDZ K f(Roduld | p d&JH G d2X B2

MODULEBASE, MODULESIZE, CODEBASEB RIdpfo R RIIDI+ d#d ¥ d7G

CODESIZE, MEMBASE, MEMSIZE, ENTRY, NSECT, DATABASE, |
RHE.OCSIZE, RESBASE, RESSIZE, IDATABASE, IDATATABLE, EDATATA
gma "crackme”, codebase

msg SRESULT

GMEMI addr, infc

addr LJf AQfEHizKy k| 62f # fOEGE G dZ2K 2
MEMORYBASE, MEMORYSIZE, 6 ! DEBkLUHEp o AR P &) LJ+ difo y dZG

MEMORYOWNE
gmemi eip, memorysize
msg $RESULT

GMI addr, info
addrLJf A RaZky kimgdule | p dJ& G d2X DZ

MODULEBASE, MODULESIZE, CODEBASEDB1KIdD fo R RIIDI+ @it y dzG

CODESIZE, MEMBASE, MEMSIZE, ENTRY, NSECT, DATABASE, |
RELOCSIZE, RESBASE, RESSIZE, IDATABASE, IDATATABLE, EDATATAI
NAME, PATH, VERSI

gmi eip, name G ot @IdLpddA LY.
gma $RESULT, ent| y AP IYIfp.
msg SRESULT I 1 OF A B pORG)r

GN addr
.RETURNO Zuddr LIf A Lpzdish i 2 A

DARETURNSIO Ykernel32:y G HZKDHYGH GARIt | A NI ALUGEHR A
.RETURNS$X ¥ExitProcessy GA dzf p ! |

gn eip
msg $RESULT
GO addr
addrLJf Al LkpoldZGRjE
go eip + 1000
GPA proc, lit
.RETURNO Slibt ruky #Pqiidicf+ ! L Al 2 A
4 rukADdZE A B 2 ERETURN =$@ 2 3/ | 2A
o dTEB? EMEVWAE 2009

y Gith
GMA

t 20

y Az

y Gu |
GMEMI

t 30

y Az

y Gu |
GMI

t 30

y Az

y Gu |
GN

t 30

y Az

y Gu |
GO

t 20

y Az

y Gu |
GPA

t 30

y Az
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APly fIADZp B Wik In GalAf 65 dz

gpi "CreateFilew", "kernel32.dIl" y Gu I
GPI
GPlkey t 38
.0l Iprdzess) 'LFK Gd2kBZ y Az
HMAINTHREAIPROCESSIBPROCESS, 6 DBIKA? p &R PIEDI+ Ky 2 k dz/
,MAINTHREAD|L
,CURRENTDEXEFILENAMEROCESSNAMEAINBASE
SYSTEMDI
gpi PROCESSID O! ®l f/fn ¢ y Gu I
GREF
GREF [instance t 3 ¢
+ 6t @ DRiEADdstancet 6 Bt ¢t hy! Ok R Bfizakf v Az
4 othun blEnpEEy & BalFf 65 dz
wrt "found.txt", " " 2 R)ON k GIHYSK +16 R 2 pLig! of y Gu |
(b nLAs hu@EiAlk
mov instance,1 bfPE
find eip, "xor al,# } dzoLDZ &
next:
cmp $RESULT, 0
jefinish WA 32p n BEKI
gref instance O! Gk AYfi
wrta “found.txt", $RESULT, b o) fON LR O&25p ! d.af! AfLjm
(01
inc instance O! el p KGI
jmp next
finish:
msg "check the file found.txt fo
search results"
ret
INC
INCvar 38
var2 o pkodpfiu y A z
mov x, 0 25 i dZBB DR ke z y GU |
inc x b off &
ITOA
ITOAN[, base=1¢ 3 &
( 2TMAZGO whapX G o p RE o 6 @ PEIAA v Az
mov y, 01F2 y Gu |
itoa y
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mov X, "01F2 equivalent in HEX is

+ SRESULT
msg X
itoa y,A
mov X, "01F2 equivalent in Dec is
+ $RESULT
msg X
itoa y,2
mov X, "01F2 equivalent in BIN is
+ $RESULT
msg X
ret
JMP label ¢t 3 &
Y 0 dINRIG fijk f BjGWBEIIR il Rag@ y Az
y Gu |
Loop
t dzoL0# & |
findcmd eip, "setne al"
cmp $SRESULT, 0 b nBkKI
je Finish Finishl R fl Red
jmp Loop | R fIRdne!sfK p nfAl
Loop
Finish
msg "Sorry, Nothing found"
ret
KEY vkcode [, shift[, ctrl + 3 0
.vkodez dz& R f D&z uwy! AfCGAIZk y Az
1A D dz6 Uzhj fFeEASEMELLD J eDEE ul ! G L& i
b o DA nff re@dbdesLidr 6 3 MEFID! A
shift + F9/ key 78,1 y GU |
ctrl + space / key 20, 0,1
LBL addr, tex ¢t 3 ¢
.addrLJf ApLiERF &g y Az
Ibl eip, "This is the y GuU I
OEP"
LC t 306
.Log windowt LjA pREBUGHQ|di y A z
y Gu |
LCLF + 36
o dUEB? E /M EVATE 2009

JA;
JAE;
JB;
JBE;
JE;
JNE;
JMP

KEY

LBL

LC

LCLR
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Ko et GrREPY pREGUKGYdi v A 2
y Gu I

LENStt + 3 6

strl 2 GMONt y Az
len "AT4RE is my team" y Gu I
msg $RESULT

LM addr, size, filenam 4 30
.sizey AZwlddr LIf AQ JehafmeDA B Hump3 f e250iRz0 A y Az
.DMe dA g2+ z A

Im 40100, 1000 y GuU I
"dump.bin”

LOG src [,prefix + 3 &

~

OllyCbgLog Window LjA prdistitj dz8JR pA y Az
O NG dziA [ ke Hik 1B aEk Ljc R A
y n 1 ABf 3 kdkdtp AR © | §A @G 3 k SEK LiSRA

mov X, 1E y Gu I
mov eax, X

log "AT4RE is the best" "1LJ3 e @G0z

log x "%: 0000001 E.JA

log eax "eax: 0000001H.JA

log eax,™ " 0000001ELJA

MOV dest, src [,size t 3 ¢

YO dnNRERK DB A yAz
sizey ARdeste o 3l Kisigh 079 | LAR
+ SAgen Udz o pdpbp T 12 Thud RLEIAE i A

mov X, OF y Gu |
mov y, "Hello world" 2O0FMdr B¢ h

mov eax, ecx ynldzaq tyd:

mov [ecx], #DEADCODE# 2T dldip AfLjege THZkl 12 @ h

ecxu F

mov ICF, 1 U Gs k oyfig:

mov DF, ! i Grt BIFeD n fHAD 2 B

mov  [403000], "Hellc 403000LJf Al Liiz@d T Lg! Gfru

world"
o dUEB? E /M EVATE 2009

LEN

LM

LOG

MOV

MEMCP
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MEMCPY dest,src,si;
.sizey AAdestL)f ALisglLJf AGj@gT &odmpfl LAR v A
.mov [dst],[src],size2 dzfi | @O d:

Code Siz¢ ARYh] T Pidxr §1| '@0dg BaseJdE p Ul TELFFIAKyol v GU |

("]

o Y
Z

gma "GDI32",CODEBASE | poR@é BaseY D:
GDI32.dlI
mov base, $SRESULT 2 0 3 KNG
gma "GDI32",CODESIZE | pokode Size Y D:
GDI32.dll
mov size, $RESULT 2 0 3 kINgT
alloc size | 2+ PRI f G Az F
sizey At
mov dst,$RESULT 16 TPdZLF Aljd
203
memcpy dst,base,size
MSG
MSG messag t 3 ¢
messagd JA dztr dZE hjB vy Az
msg "OEP Found!" y Gu |
MSGYN
MSGYN messac t z ¢
"NOA"YESLIS & aiessagd JA dztr dZ@ hjd y A z
"YES2 2O F f RAINO' 2 20 5 if RY n
msgyn "Do you want to exit?" y GU I
cmp $Result,0
je Continue
Exit:
msg "Script terminated by user"
ret
Continue:
MUL
MULopl,opZ2 t 38
op2 U loply 2 N koPly dzGeMIA G ¥ o dzpdik; v Az
mov x, OF y Gu |
mul x, 2
NEG
NEGor t 36
opy dzGEwBEomplemenO F & LgZydif dfky 6 dzpkiabk; y A z
mov X, 15 y Gu |
neg X
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eval "the 2's complment of 15 is

{x}"
msg $RESULT "FFFFFFER N ¢
ret
NOT
NOT op 130 t+360
opy dzEd@mZBEZomplemei p Gy drydy!dfiy 6 dzpapk; y A =z
mov x, 15 y Gu |
not x
eval "the 1's
complement of 15 is
{X}II
msg $RESULT "FFFFFFEX n ¢
ret
OR
OR dest, srt 3§
destO ] k Gtjtbic AdestLIGOR o | O DA W& kizpibk; v Az
mov y, A2 y GU I
mov X, 6B
orx,y
eval "x ORy = {x}" "EB000000Y 1
ret
OPCOD
OPCODE ad( g & T E
.addr LIf A LpEZh A h Azo§DE @inddelf |RESUSTO Y n 2 A y Az
.Opcoded 'y FARESULTSD ¥ n 24
.RESULT 2 $¢ n 8 & 0apeddey G5 A
opcode eip y GU |
msg $RESULT_2 b Aw A
OPENDUMP addr [base,si: 3 ¢
sizey AAvaselJf ALUjEC A midiuff ApLiEZe FfAK(ofoED Y # | RGK y Az )
opendump eip eip LIf ApLIEZR Y fHR DIBKC y Gu z
opendump eip, eip, 1000 : o .
PEREHITD €, €19 eip LIf ApLIEZR YR DB KC =
h1000y A T
OPENT

OPENTRAC 35 RACE
(trace window Y | 2 RBK y Az

PAUSE t 3¢
Ko R DK y Az
.OdbgScript 5 Giw i p 1] dfAEedune dA0 PZ| \Lji Ko $ DX f A d!
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POP dworc
dword 2 6 I KIS #QB PO SCRAH ko dzsaRia |
pop eax eaxl 1> +Q@F WA
pop [58C000] C00B8 LIf AlLjzd @A o+ 6%
PREOP adc

.addr LIf A LpeZp A h AzEDE b @I51DEARIS & A
| G 51A=fo Ligln Bk D K R 548 D& A yun! 8chD ALk
0! §daiy10's fdzoLDE A BREOR 2 Pjz Aty

preop eip
PUSH dworc
T b #idithgord2 & 3 kdghat yko 1dzpaRahk |
push eax > p *ldzeag
push [58C000] > p #1d¥CQOGS LIf AQ Pz dZ

READSTR str, I

2 GILJNC ftpl ken@fbdza ofl['ﬂqfén p pyzn
mov str, "AT4RE is the best"

readstr str, 5 "ATARBY n «
msg $RESULT

REF add

.Find references t6 & TACCHRL + R D3 vl GoudT
.addr LIf Alsfer@id y n 8 dRBSUSTO ¥ n 2A
Y N 2pde ZAZOREBWTSO Y n 2A
Y n epdeiZp DESKULTBD Y n 24
.RESULT $0.J510'RER dZR) § 5 GHEof @ pGhi) A
Repeat
ref eip
log $RESULT
log $SRESULT 1
log $SRESULT 2
cmp $RESULT, 0

jne Repeat
ret

REPL addr, find, repl, le
K o lehty ATOBAddr LIf ALlged feplk B @zpeaciinget | 5GHEp23 H:

o dTERY B/ EVWATE 2009

t 20
y Az
y Gu |

y Gu |

t 20
y AR
y Gu |

t 30
y Az
y Gu I

t 30

y Az

y Gu |

t 30
y Az

POP

PREOP

PUSH

READS
TR

REF

REPL
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repl eip, #6A00#, #6A01#, 10 push 10 hpush 0y p
repl eip, #75??#, #7500#, 1F iz 8T5'[b
repl 40100, #40#, #90#, 1F J e

nopu hoc eaxy p

RET
bl FFpRIGEL & P &RD G i

REV dworc

dwordt dzb | B2 dgFh f
rev 01234567
msg $RESULT 6745230% n «

ROL op, coun
opO% n K A Kduuyht p peZG § doltf dz8 6 DPAW Yo dzsRahk |

rol eax, cl
rol [58C000], 10
rol 12345678, 4 23456781 n «

ROR op, coun
opO3% n k 1YKdauntp pLAS dzdojptf d78 6 OFAW Yo idzsERahk |

ror eax, cl
ror [58C000], 10
ror 12345678, 4 8123456%/ n ¢

RTR
OllyDbgO Run till returnt & D4iFE WRL + HY DZ3z wi 16¢

RTU
OllyDbgO Run till user codé ¢ DREFA BT + FO DEz wi G

RUN
OllyDbgO 5Runt & m¥fiyss BYfk D3z utl 16

SCMPI dest, src [,siz
2 A2@s R ®hiBic & BFCMPIO 6 § Bus&EMP2 dzU djh
"Good| 2 GhB A G/

mov X, "atdre"
scmpi X, "AT4RE"
je Good

msg "Bad"

Good

o dTERY B/ EVWATE 2009

y Gu |
RET

t 30

y Az
REV

t 30

y Az

y Gu |
ROL

t 20

y Az

y Gu |
ROR

t 30

y Az

y Gu |
RTR

t 30

y Az
RTU

t 30

y Az
RUN

t 30

y Az
SCMPI

t 20

y Az

y Gu I
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msg "Good"
ret

SETOPTIO
OllyDbgdO X f 2 € RBK

SHL op, coun
opO3% n K @Y Kdouyhtp p Z d Gdpd Hzp b fDFAE o dZzsERahk |
hl eax, cl
shl [58C000], 10
mov x,12345678
shl x, 4 23456780/ n «

SHR op, coun
opO% ry i @Y Kdauftp p Z d Giad 7P b fDFB Yo d7sERiahk |

hr eax, cl
shr [58C000], 10
mov X,12345678

shrx, 4 012345673 n «

STI
OllyDbgO 5Step Intot 6 DXt Bk DZ3z wi 1G¢

STO
OllyDbgQ 5Step Oert O ¥i¥s BEfk DZ3z wi 16G¢

STR va
O T LNDAu @b paape 6 3ykAMBKIFS + :
mov strng, "AT4RE"
msg strng |
buf strng AL ¢
msg strng #4154345248 Y n «
str strng
msg strng ATARB n ¢
SUB dest, sr
destO ] k G &jbdEstlidict dEBPDHU yko d7pCRahk |
sub eax, ebx

sub [58C000], 1000

TC
OllyDbgO ¥Tracing Y | 2 kGl D@A

o dTERY B/ EVWATE 2009

t 20
y Az
y Gu |

-

<
D¢ W
N O«

t 20
y Az
y Gu |

t 30
y Az

SETOPT
ION

SHL

SHR

STI

STO

STR

SuUB

TC
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ask "Input x:"
cmp $SRESULT, 0
je canceled

mov x, SRESULT
ask "Input y:"
cmp $SRESULT, 0
je canceled

mov y, SRESULT
test x, y

TEST dest, sl t 3§

Nk G&)tIAgbcAdestLIGAND 6 D Yoo dzpdids v A =z
Nk @ 1Lj€F OF PF SFKZE 6t fda&\p

y Gu |

eval "flags after TEST x,y : CF= {{CF} OF= {IOF} PF
SF= {ISF} ZF={1ZF}"

msg $SRESULT
canceled
ret
T+ 306
OllyDbgQ 5Trane Intot 8 My WJRL + FI1 D&Ez wi ¢ y Az
TICKva t 38
mst O Lp@e #) f NIRUR 1K Abid B W jkvare o 3Ck¥0H ¢ v Az
tick var y Gu |
itoa var,10. T 2TRG G Iy fA
eval "script took {$RESULT} m
msg SRESULT
TICND conc ¢t 3 ¢
cond02 ®!l ol& b !(Tgace Intd)K f Cyf BYjpz vy Az
ticnd "eip > 402000" yGu U
opentrace
ret
TO 358
OllyDbgO 5Trane Ovet 0 iy OJRL + FI2 D&z ull G¢ v Az
TOCND coni t 3¢
cond02 B!l fol& by !(Tgace OverK f CEP P37 y Az
tocnd "eip >402000" y GU |
opentrace
ret
VARvar 3¢
o dUEB? E /M EVATE 2009

TEST

Tl

TICK

TICND

TO

VAR
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~

b di0 g OAG@re 6 LA y Az
2 6 3t kdBOY ok GRS d

XOR
XOR dest, sr t 3 ¢
destO ] k G &jbdfEsBAsrcLIoxbut 6 Dk Yoo dzpdahk; v A z
Xor eax, ebx y Gu I
xor [58C000], 1F
XCHG
XCHG dest, st t 3§
srcl !destAdestl !srgy | DA y Az
xchg eax, ebx y GU |
xchg [58C000], 1F
xchg [58C100]
[58C200]
WRT
WRT file, data [,separato. t 3 ¢
2 6 ®Bgparatory T @so! dfétatat dzA DBy BzBXe 2 DAKT y Az
lj f AOK| @EIE® DA § FET
WRTA
WRTA file, data [,separato 30
2 6 ®lBgparatory T G0 dflatat dZA E2dRAFY k vy Az
i f AykGoidE) @ ROk g fA:
Y o DB DAY ORI Ifj y GU |

A dop, KAGEOEA &G BB BB Wph0iD; 2

 n A Qo XESY 6Eaz5AT Ad BE A AR § AoHMAE LA
GFE B A A B n& 08l /O FDdy Kainga 8 AZEPa REA T Y]t nHAQEING
Yo Xk DWESIAR A K K BOT F5rd Acs @i apa A g 22U
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AT4REIN B4 @ & K/ 1EEAUGERSA 0 K AN W5 s G B i iDL

- ~

DADEDA H\ ROEA6 Y54 K-B AR GG A K AbgsA
A BOZsd E O A 2 A B DdbgScripth g A A B, FBAGddEo b t

= N~

8 K ADIACDDD) A b WEH @ ) X A A AR BoSg /B Tagd ¥ A 6

)6

AT ¥ REEMADRT 56 G EAZ B § BER, AnkAK K 7 At
Z obhg & § A TAAG s @ GG gpfod @ @ ¥ED A @ QEAED &
| F VARG ABNGEEE AdER AddA n,

»
G BAMADRPE PAP FECIDE WA ZaVappiAp AIBHADPHC

U A & ¢ & g80Y GriEeABDE A O & 383 A &OBRCEYHQEDRR TAXGBHROD
.G pAB s ACHapiER YO0 8/CAFZSHA A & 6 g Afi#Es AGQAGE QD A

&
K G N\QARVEFEE BBk 43 O E A
0 AAFREPA O\ p & g Btk 6 BB Al Q&S L

= L

Y YA A A BHRGEES B P dshasced Z DokEps
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movaddr, 04CDDEOQO
mov instance, O

"Valid :O A® Dt BRI AgOrOX BB Exsiipibls.txt¢ E & BAPYA A tpfEgeéeo

.Serials:"
:DA § zAUg &l AdpZ3VBP z OMWEQA N 18H QE A&
wrt "serials.txt", "Valid Serials:"
: DA @ zed\ @K Aa)/0MmBd MERARD & DY A agp g

loop :
cmp [addr], O
je end
wrta "serials.txt", [addr]
add addr, FF
inc instance
jmp loop

end:
itoa instance, OA
eval "{$RESULT} serials were fished"
msg $RESULT

ret

Gt THARANAED

3/codes.9.2

gADOH#ZAHIDO goz7 06 ’

—
T
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wisea 0 a6 yngises: [ Rl - « <o e as som
5.008 888" oBCHIVARD for Win32 @ C BU

! E.c..ﬁﬂ-.l?ﬂ (0]

\UiNS2

:  PC GUARD FOR WIN32

§ o
L]

2

Y 1£]Tn A WAREOWO n, A @ FEPHDesing § §) G EDh A PR 0 4

L4 ==

.0 At stbQ2&sRET
A AdF; 06 & B3YsGOE A B Ad\d@l 6@raD g Aop AGDEIZAB 6 A D@ o
G O X aiipEitestidho @ & 8f Qpp/BoEidh BASFDD Ald 0B 6 aED & 3aA g
g & 8¢ CsGhatcensings 6532 © A B3HGYe M Z ZGH A Ao ; DABROGTEES O a
0 At EOR ABNIEDE ¢ YORR 2D GeABO0AdE 04 B oA sdder

.AT4RE FastScanig() HuA D32
.OllyDbg & (.
g A (ﬁb@ @@ﬂiﬁbﬁump Plugirﬂ <
] 1, Abay A @EB@EHEARE gt REConstructof® -
) OTAYSGUOE @ & B #g) & 2D o BEDF ) 3E¢
1 al s
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ATAREIN @4 @ & K/ 1EEAUEAEREKS A y. /E |k { p Q KAINN WS @6 fy DM

PCGWIN32.ex8 @ &ZAYG Gibzp)
PCGW32.DIE ¥ A & GGB@RGEZp

PCGWIN32.ex | G i tall®e U2

Gt AG Yat GBOEREBY @ NAAHDES ATQREGASstScannes REIDO Dtz n,d At Q &
GREEeHA® 2 Ag0

17| PEID v0.94 008

File: | Book_TutsiReversingiUnpacking PC-GUARDOriginal|PiWINGZ exe

Entrypaint: 00083000 EP Section: =
File Offset:  0007E000 First Bytes: | FC,55,50,E8 =
Linker Info: 6,0 Subsystem: | Win3z Gl =

PC-Guard 5.0 - > Blagoje Ceklic
Mulki Scan Task Viewer Cptions Abiout Exik

¥ Stay on top ¥ -F

i) G Ay GBEA

dg Ag A dEAEGHR @ECEuard5.0] nBhdAEE 9 A P T &
ATARE O3 m, & Ad

Ay A Q08 AT CEEB D U BAROEF 4 AorEER3D 1,

Sgns_Imitator

O zbp s (Léaded & AUEGEES3000G E R & &80 o B Ecdgviah B4 sndOdp D6 &
GAAL Z 4

v QUEB? E M EVATE 2009 @7
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ATARE:N D4 @ G R/ HEEAGAEASHA n o y /Em& t p Q KAINN WS @6 fy DM

Address |Hex dump Disassembly

: G G & AGohjador &FMAERIYT @4 ZBPPRE0H

text data FSrc

G OKz &g A @ A sthQe @ BAasMea s EDyoday Dizbp B 80D\P\ E BGe
Kk OVAGIWE E Y & 3

o~ N v A -

Loade g BF B)G oE®\ed  Obdra
8 GOAFKD /A

text data JSrC

|

% EB? E M EVAIE 2009 (72—

Loader

|
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AT4REN B @ & R/ EEAUGAERSTA n Q y. /E |k { p Q KAIMMMN W s @6 i DA

A P, v =

Z] OB EIZOHB B © B GEEEOADBESIRKG AD @ 6A 2 Y83t ipZderg 0.2
DEEBAD A cbders & 3 Ghez FOMAIR I\ mG GXKA Ga ¢ 480 §O5 FB/@QQU g Ab A&y
LicensingG EZ ® B V{8 Z]3) A @ Z58EESOM § A O HIEREAEERE
b G z IBA DAGAE QP BB DioEn By (GIHEHDoaderG {:Adie OKA nd pd &
3 E b g ARG A AAGRHDE

= C @yiA3

~ = —

GANAGHZOAALGBEDABE O3

(T ifapt=l Aindowy Help Tools

Appearance

Debugging options

Just-in-time debugaing
Add to Explorer

DebuggingptionsZ Options:b Bt &
b A a OB op
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ATARE:N D @ G R/ HEEAUEAST A n (-? y [EM& } p Q KAIMMN NWs @6

-

= Debugging options &)

[CDmmands | Dizazm | CPU | Registers | Stack | Analysiz 1 | Analysizs 2 | Analysiz 3]
[security | Debug | Everts l Exceptions ! Trace | SFX | Strings | Addresses |

E Igniore memory access wialations in KERMEL32

Ignare [pass o program] following exceptions:
: IMTZ break=

[] Single-step break

["] hemary access wislation

[ Integer division by 0

[ Invalid er privileged instruction

[] Al FRU exceptions

[ Ignore alsa following custom exceptions or @Anges:

Qao0aoo4 & Add last exception
00000005
00000095 " Addrange
000006EF |
OEEDFADE v ( Delete selection
EE' E K 3 (" Undo t‘ "-Cann::elt‘.

i/ DA

0 & GSAAED @t i &

AT Gryatapad YRy O Oa @ARTKAO

»

Y n A @R ¢85 & Mibxceptionw &a~20¥ge O HUY 6

Debug  Plugine  Options

Executable modules  AR+E
hemory At

UAAGY 7 8 tERceptionw &A Argitd-20 A & JHIOASAEE ALbyZ View : B

Access violation when writing to [E57EABEE] - use Shift+«F7/F3/FT to pass exception to pragram

o dTERY B/ EVWATE 2009
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00483343
00483564
004836D8
00483A0D
7C911230
7C911230
7C911230
00492999
0049698F
0046E343
0046E564
0046E6D8
0046EAQD
7C911230
7C911230
7C911230
0047D999
58B50000
76C40000
76340000
77F40000
7C9D0000
77390000

0048198F

77BD0000
5B090000

AT4REIN B4 @ & K/ 1EEAUGERSA n ('? Y @G@‘@ll& } p 0 K AINN 9 s @ & i DAL

I n A @=NER A©ODHp
] n DpIGGeiAdiche & HEEW ogb L P i

6BF XO3IOF 23y Nni b

Access violation when writing to [657EABGE]
Access violation when writing to [B4E6507E]

Single step event at PCGWIN32.004836D8

Single step event at PCGWIN32.00483A0D

INT3 command at ntdll.DbgBreakPoint

INT3 command at ntdll.DbgBreakPoint

INT3 command at ntdll.DbgBreakPoint

Single step event at PCGWIN32.00492999

Single step event at PCGWIN32.0049698F

Access violation when writing to [657EABGE]
Access violation when writing to [B4E6507E]

Single step event at PCGWIN32.0046E6D8

Single step event at PCGWIN32.0046EAQD

INT3 command at ntdll.DbgBreakPoint

INT3 command at ntdll.DbgBreakPoint

INT3 command at ntdll.DbgBreakPoint

Single step event at PCGWIN32.0047D999

Module C: \ WINDOWSsystem32 \ COMCTL32.dll
Module C: \ WINDOWSsystem32 \ IMAGEHLP.dII
Module C: \ WINDOWSsystem32 \ comdig32.dll
Module C: \ WINDOWSsystem32 \ SHLWAPLdII
Module C: \ WINDOWSsystem32 \ SHELL32.dll
Module

C:\ WINDOWSNINSxS\ x86_Microsoft. Windows.Common
Controls_6595b64144ccfldf 6.0.2600.2180 x -
ww_a84f1ff9 \ comctl32.dll

Single step event at PCGWIN32.0048198F

Set Memory Breakpoint on Access MLIx F 3K
Module C: \ WINDOWSsystem32 \ VERSION.dII
Module C: \ WINDOWSsystem32 \ uxtheme.dll
6GBF XJOJWF WMTFX On3b

F9

Shift + F9
Shift + F9
Shift + F9
Shift + F9

Shift + F9
Shift + F9
Shift + F9
Shift + F9
Shift + F9
Shift + F9

Shift + F9

Shift + F9

G N\ @ BOhr ar], o @¢t Memory Breakpoint on Accegse & 0RmxceptionA EH &
Loaders @& s & NASEDEO =

"EB? & /M EVATE

Debug  Plugins  Options

Log Aft+L
Executable modules AR+E
hemary

Threads

2009

MemoryZ View: b Bt @ o

o
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ATARE:N D4 @ G R/ HEEAGAEASHA y /E |k { p QKRN WS G Iy DA

l Actualize

“iewy in Dizazsembler Erter
Dumpr in CPU

Dump

Search Clrl+B
Set break-on-access F2

Set memary breakpoint on access

Z eazCQYWit D6 B 1AM @ BGpde, EHAQY

Dizassenbly

Address |Hed dump Comren t

OWORD PTR S5:[CEEFP-181

CALL

g AZR P ER TR FEEOA K P

G & 6 Asuinored 38 Brap oy ACd DA RSP ./Al
G HOR ¥ A Mok i &8

DumpO t Hs At A GhaEAGERIR A S A GREG] FEQFeATH® A s A8

.OllyDump Plugig Da B

GAAGEEY IR R, Bp s Y ¢ @t T
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CillyDumip Dump debugged process

OllyScript

Olly Hitz Snake
CllyStephlSearch
QlyBHelper

Find CEP by Zection Hop (Trace inta)
Find CEP by Section Hop (Trace over)

v v v v

Options

Dump debugged procegOllyDumpZ Pluginsb EEt & o
QllyDump - PCEAMING2 exe )

Start Address; | 400000 Size:

Entry Paint 83000 > Madify: | 25021 f: Get EIF as OEF ) i Cancel )

Baze of Code: | 1000 Ease of Data; |2C000

E Fix Raw Size & Offset of Oump Image

Sect... | Mirtual Size | Mirtual OfFF.. | Raw Size Raw Offzet ~ Charactaris..

00028032 00001000 00028033 00001000 E0000020
00002152 noo2cann 00002152 noo2caan Cooooa4a
00013435 0002Faa0 00013433 D00ZFa00 Caoooa4a
00055000 0004 3000 00055000 00043000 EQO00O40

[} Febuild Import
e hethod1 © Search JWP[API] | CALLLAPI] in memoany image
;:, hethod? : Search OLL & APl name =tring in dumped file

] n, B epR/ERR impor O FHHSAK op

.Import REConstructor »

c‘ﬂ Marn du fichier : PCGWIN32_Dumped Q &nregistrera

= : o )\
Favoriz rézeau  Type: Executable file[”. ene] a, | Annuler
P

~ =

i ADg A hIFApER A dAD @ g
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Attach ta an Active Process

packing pe-guardhanginalspcgwind2. exe [D0000FFC) @

=T T =T Lg% s~

A 6 JEQ A MBtEeh to an Active procesb Kt dhprtsg @ 3 A HEH &

f 4 U6 FONBWEGER &G0 A & O Aas YEQ,

—_

DA O 2A 6 YO AMT oK @y g

AT Infoz Meeded

OEP |0 P EEESE—
DEEEI:H | .ﬂ-.utDSearch\f
h, J

R4, | 00000000 |
r W
. | zet Imports |
Size 00001000 —

: OEPA (& & K KGiA B GEB ey BXATdnfos NeedeB Bt O o

( .-'J-.Lm:uSearch\_
et

: AutoSearclr ¥3

Found zomething! 6

Found address which may be in the Original IAT. Try '"Get Import'.
[If it iz mot correct, try RWAD 0O02C000 Size: 00002152

6o & BEEHEREEEA g

: Getlmports? YUB R

("EB? & /M EVATE 2009
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Imported Funchions Found
advapi32.dll FThunk:0002C000 MbFunc: 2 [decimal. 2] waldYES
cometl32.dll FThunk: 0002C00C MbFunc: 3 [decimal: 3] valdYES
gdi32.dll FThunk:0002C01 C MbFunc:9 [decimal:9) walidYES
imagehlp.dll FThunlk:0002C044 MbFunc:1 [decimal: 1] validYES
? FThunk:0002C04C MbFunc:44 [decimal:E8] wald:HO
? FThunk:0002C160 MbFunc:1 [decimal: 1] walid:HO
ghell32.dll FT hunk:0002C1 68 MbFunc: 3 [decimal: 3] walid:YES
uzerd2 dll FThunk: 00020178 MbFunc: 32 [decimal:b0] valdYES
werzion. dll FThunk:0002C244 MbFunc: 3 [decimal: 3] validYES
comdlg2Z2.dil FThunk:0002C254 MbFunc: 2 [decimal: 2] walid:YES

v.r.yryr.r.ir.wr.r.vr.w

| Qpdtso OFUEZK £ G BT AK/VGEE DR v AParAgindortse &3t
DAAE gENo U

PR
Shos Invalid )
| —

Show Invali® Y8 R o

Y UUUZLUr S AU EEIT IS U UNAL 200 Tiaiies w iidge= s

rea:0002C0FS mod:kemel32.dll ard:036E name:irtualFree
rea:0002C0FC mod: kermel32.dll ard: 0205 name:HeapCreate
rea: 000207100 rmod:kermel22. dll ord: 0207 name:HeapDestray

rva:0002C104 pir: 0045821B0
rea 00020108 mad:kermel32.dil ard: 01 DEB narme: Gefersion
ra; 0002C1 0C mod: kermel32. dll ord: 01 0d name: GetCommandLines,

A ¢ o, & PAEAR AGFKBYB @D £ §H&etnpl32.dIG E OG BROIFERSB T k
. 5 AoRAE ATORBYA GBaétProces$ @& BGetVersionm HeapDestroyG & 8344 IEH g
Import Editor
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IZF

AT4RE:N B @

4 -¥-%

v .-v.v.w

iy VAU BE A 0y AANKDIk + p o KAINN (WL @& i/ Dz

sheIIEE.dII FT
uzerd2 diFT
werzion.dll FT
comdlg22.dil

IMPORT EDITOR a
b odule
kemel32.dI Hy
Furition
ord: 0081 name:EnumldILanguagesa, "

ard: 0B 2 name:EnumlILangquagesis

ard: 0B 3 name: Enumeratel ocalComputertd amesd,
ord:00B 4 name:E numeratel ocalComputert amests’ o
ord:J0B 5 name:ErazeT ape
ord: 00BE name:E

ord:00B ¥ name

ord:00B 2 name:Ex«itT hread

ord: 00B 9 name: ExitvD b

ord: 00B.A name: E xpandE fvironmentStringsd,

ord:J0B B name: ExpandE nvironmentS ingss

ord: 00BC name: E xpungelonzoleCommandHistoms, -
ard:J0B D name: E xpungeConzaleConmmandHistaniay ¥

M ame | ExitProcess |

R\A

—

3 'f Cancel

6 AFAABxitProcess A QY

ST L T T IAT I D S s NUE W, L dssign 1) vwdid, 1 E2
kemel 32, dll FThunk: 0002C04C MbFunc: 44 [decimal: 58] walidvES
¥ FThunk: 0002C7 60 NbFur‘u: 1 [decimal: 1] walid:HO

e A O

Invalldate funn:tu:un[sj 3] valid YES
Dizazsemble §HexWiew 1al:50) valid YE S

Trace Level2 (Hook)
Trace Level3 (Trap Flag)

Plugin Tracers L4
Advanced Commands L4

Cut thunki=

Delete thunk(=)

GCF & @ " pen A D& A GAOBGIQOBDIROEH\s AWnAIgpords OFA n
ABEH qn, A FB3REK DEAAE FYREA K Abbdts BDF NG r RHze
.Cut Thunk®s 7@ W AjY D

A" EB?,

E /O EVATE

2009
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|mported Functions Found

0 K AINN W9 s @ 6 i DA

advapiaZ. dil FT hunk: 0002C000 MbFunc: 2 [decimal 2] validYES
comctl32.dll FT hunb: 0002C00C MbFunc: 3 [decimal: 3] validYES
qdi3Z dil FThunk:0002C01C MbFunc: 3 [decimal 3] validYES
imagehlp.dll FT hunk:0002C044 MbFunc:1 [decimal:1] walidYES
kernel32.dll FThunk: 0002C04C MbFunc: 44 [decimal: 53] walidYES
ghel32.dll FThunk:0002C168 MbFunc: 3 [decimal: 3] walidvES
uzerdZ2 dll FThunk: 0002C173 MbFunc: 32 [decimal:50) validYES
werzion.dll FThunk:0002C244 NbFunc: 3 [decimal: 3] validYES
comdig3z. dil FThunk:0002C254 MbFunc: 2 [decimal: 2] validYES

v.-v-v-vyv.v.v.-v.v.7

. Dump/EN g A dp B OF AT Aot

Fix DL \
LW -

A SBEKS ) @ &

Fix Dump? Y8 R

.DumpZ&EN g, & B A
Choose your dumg file to fix O 6
) Unpacked H4 '-.J ; Bl [~
| & PCoWE2 DLL

H PCGMNG2_Dumped

s~

¢ OoA/OMBIZ g A REfER § GiDE 4.0 & AEH e

A

—

' G £ & DAAQSI\BFHEARGHDZ & yHra® o

A PEIC! w0 94 B e

File: | eversingiUnpacking PC-GUARDY Unpacked\PCEWINGZ_Dumped _exe

Entrypainkt: 00025C21 EP Section:
File Offset:  00025C21 First Bytes: | 55,86,EC,04
Linker Info: 6.0 Subsystem:  Win3z GUI

Microsaft Yisual C++ 6.0

Multi Scan Task Yigwer Options Exit

v Stay on top B
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i/ DA

pPcew32.0LE ¢ 6 & iy X Dic® O3

3 ) eGusM 3.

G 0o Dy 7BOR AoBGEas2.dG E O B (D Eiy\ad
ZYE R 6RAOIRBH dEgeridso Y 8

A

m—

:GAA g & HIBRICHY + 3

e PEID v0.94 08

File: | Book_Tuts\ReversinglUnpacking PC-GUARDYURpackediPOGW 32, DLL

Entrypaoint: 00008000 EP Section: *
File Offset: 00005000 First Bytes:  FC,55,50,E8 =
Linker Info: 6.0 Subsystem:  Win3z2 GUL =

PC-Guard 5.0 - = Blagoje Ceklic

Mulki Scan Task Yiewer Options Exit

¥ Stay on kop ES S

Feguest ta load DLL

File 'ENRE_Docs\_Reverzingd_AT4RE_Book_Tuts\ReversingUnpacking PC-GUARDInpacked PCENI2 DLL iz a

Dwmamic Link Library . wWindows can't execute DLLs directly. Launch LOADDLL EXE?

('_ i —3 ( Man j

N\ - —
~ = v

t ZAGHR GBI A, HPABKGEY DA G B AQEFDNTH BilyDbg
G Ofpadilliexd n, @\épw&ﬂw 20:375)

A

—

Yt BIZ Yoy 6 @enh
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& i D2

B

AT4REIN B4 @ & K/ 1EEAUGERSA n Q y /EW{D'IR } p 0 K AINN ;i &

Oizassenbly

Hddress |Hex dump

OWORD FTRE SS: [EEF+EBSSEEFS]

OWaRD FTR

Hddress |Hex dump Oizassembly Comment

GE CRAIBE dof & 7 ESYEHEANE

QllyDump - PCEWI2 dll &)

Start &ddress: Size: @
Sl (sl » Modify: 1000 (Getepasoer) ( cancel )

Baze of Code: Baze of Data:

E Fix Faw Size & Offset of Dump Image

Sect.. | Mirtual Size | MWirtual OFF.. | Raw Size Raw Offzet = Charactariz. ..

000071 740 00001000 00007 740 00001000 E0000020
00000433 00003000 00000433 00003000 Cooooo4a
000003FA, 00004000 000003FA, 00004000 Cooooo4a
00001330 0a005000 0000 330 0aa50a0 40000040
0007 a0 0oaa7aan 0007 &OO0 0ooaFaan E0000040

D Febuild Import
e hiethod1 © Search JWP[API] | CALLLAPI] in memory image
O hiethod? © Search OLL & AP name string in dumped file
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Import REConstructort U1 =fIA ~

Altach to an Active Proce

_ollydbghloaddll exe [D0000F&D]

T
Pick DLL

Z Yo Q [EE& Gadiillexd 1, A0l #@rGessg @bdy A DIE EFEA /P

Pick DL2 Y BRop A

e

AR Y @ Feptdomortse ® B AEEADE QY

SELECT & hODULE 3]
Image Baze Image Size Hame &
0007 D00 pogyae. dll
BEERO0000 Q00S7000 comct3z. dil
SEO30000 Q003a000 uxtheme.dll
g20C0000 Q009000 Ipk.dll
74830000 0004B000 mzct di
7RACO000 Q00REOO0 uzpl 0.4l -
77380000 00102000 cormct32 dll hd

dzAD AR BT idzeleiE ¥, AdgllAutoSearcty YU BAqY 6 R 0 B QSAFaCHN TR A
GEYt Ha
Found something! )

Found addrezs which may be inthe Original [AT. Try 'Get Import’.
(If it iz not correct, try RY A 00003000 Size: 00000433

—

———— |AT Infoz Meeded————
QEP P T |
00007000 AutoSearch

R\ | 00003000
Get Imparts

< A K BEDZglng Bepimports? B KEH 3
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Imported Functionz Found

comct32. dll FThunk: 00003000 MbFunc:1 [decimal:1] validYES
gdid2.dll FThunk: 00003008 MbFunc: 3 [decimal: 3] valid:vES
kermel32. dil FThunk: 0000301 8 MbFunc: 3 [decimal: 3] validYES
zhell32.dll FThunk: 00003028 MbFunc:1 [decimal1] walidYES
uzer3Z2 dil FThunl: 00003030 MbFunc: 15 [decimal 211 walid:vES

v.v.v.¥v.¥r

Chooze your durmg file to fix

I= Original a O F

s = N = =

06

] PCeAE2

Marn du fichier : PCGEW32_Dumped

0

Fichiers de type : PE files [*.exe, ".dl)

1+

] Quwrir en lecture seuls

[

Annuler

|

m

L TOVEBEA AFTag CBM FakD

& pIABAEL T 4

G & & BB iddh b & OF DA B @f

bhAT DEOGE CAEHAEAD

A
A 1ASG
Az

3

A" EB?,

& EVATE 2009
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€i enf A &docU-d & o A4

Delphi component RCE

.Serial Fishing and KeygenGgZ 8O 19 & ¥ DA Qo¥3tiga o O &
.Patchings @ p A aaQ® o N\ A£H O

? 30T MLz O A QK Osh d & il & H D BRIBILG S @
Zay PEFVASA DY@ O
6 7 Z)st A@rAct Gl VAgY A GX) @ grORb &6 B ATBR A g1 B DD B N
AT Oo\dBaaat D20 ORADELA T

d Uy dnk ABSAE

: G 8 R DGR @A KRZGEPDHIEAERS 4
£ FEdhgtionss Procedure$s zsO W EER @8 & iZ0mps ©

2 AGAL G\R suAEg@ oy @
DARMG A Gy & OE GBI,

Y A30efx MAOVER SIHOSADAEDAdouizgOMy) do AEA 1AY 6

b ABakEA® 4 ADGADABEY 6

—i
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ATAREIN @4 @ & K/ 1EEAUEAEREKS A n Q y./E |k { p Q KAINN WS @6 fy DM
= U o 3k -CaEX

.OllypbgG O& t & p
.HexWorkshop veE OdeaR /
Search and replace Stringsg @&) HG g, &'PA a ' \ / :‘h y |
.Delphi 7 Entreprise® N ____‘,

Y ADHDEE D W3 DEXEORAYAE& B BR3AHWIGes EBF O niki,
OF 8 Hik 6 7 pAOAZEDAA .z W3 G5t 30& A Al G A O B8R\
HAG A
K A T (@Qpfuscagiono A tsHipReddd n &8¢ § § 3 YIABAEZCNADHUQOE o
.G O/t OB M ddep abdg & A BB sBspaBa?g A E A

€odé 0.l

g

g &4 BapF O AEANOTEST 7 R BIIR ’
N

Ay 5h 1 OFEOK ¢

S AAD s ABIBTRALTESTT 7 D FRTIREEN AELOFEE QDY Al ADB IA] zp
g 6 A (@o@aldis ﬂ@ﬁ)a é
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» @ Delphi T - Projectd
FichierEi Edition Chercher “oir Projet Exécuter Composant Baze de données  Outiie  Modelaker Fenétre  Aide CALICLF
AT4REY By Controls | Samoles | FR< Tools | P DBAware  mikes.de | Jv Mondisual | JvVisual | Jv Persistence  Jv Aoolication. Foms | J

I T,
[3 ri xiy Tl

Bl T
3 -E &
“Yue arborescente des objets

ta

T Fom
Buttonl

Edi R Myprogram caption 066
Ediz N
u% lsTRIALTEST1 N = i

=] Laten 3PEL P 30005600800 0G003 0000000000300 00000000000¢

M E @

[ ISTRIALTEST! Ul ]l oo oo ccccncccos Ok

Inzpecteur d'objet=
IsTRIALTEST i

Proprigtés | Evénements

Authar STRELITZIA | ATARE
Mame IsTRIALTEST1
RegCode Unregistered
Regtame Unregistered

Tag 0

ATAREEA 2 01
ISTRIALTESTZ O%, 02

OF DX @OaaCD A% 4 03

§ Az KBy & A VAKENAGBH By §3 & &
My program caption O 8 6

!

Edit1

Edit2

Ok

g ALYBRAGOYAGTD e\ vEe ADIZIEH K o

: Trial VersiorG £ G AGupA QAR ovfsid Y o
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Project] (&

You use TRIAL VERSION
Try to Reverse me I'm very easy WCL Component

Arab Team 4 Reverse Engineering
STRELITZIA | AT4RE
sy gtdre com

O
Caption B K A BiialVersiong 66AGERA BT § @ED@ @ors A@HHAA ¥ g A408 a
Y] nAp3
3 My program caption - [TRIAL YERSION]

4m A

Ok

Arab Team 4 Revere Engineeting

— T\

- Trial VersiorG £ G AGupA QNG ovfiiErlA g £ fpd) YA SEA 7adYiid @ o
Project? e

You use TRIAL VERSICON
Try to Reverse me I'm very easy %CL Component

Arab Team 4 Reverse Engineering
STRELITZIA | AT4RE
sy gtdre com

s~

- ACoEAp IESHIHIDE O R SO G0 s
] n A @FREEERSIGE GrzE 01
&2 AREPDE 02
RADR & Gt FAQUER | 03
n, Odd FEKdyscrees D& A 04
n, A op ZH&dyScree D&S A 05

—( =

v ("EBY E M EVAE 2009
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ATARE:N D4 @ G R/ HEEAGAEASHA n o y /EG@&D"R t p Q KAINN WS @6 fy DM

e g Gy k¢ #1352
O 5 & & X HyBAQ By @iafag DzG A s AM@sapyDbgG OZ t a0 IydiDap
Windows APG 6 # & A & \dBSRE strings referenced Trial

3 GQDG G & kg FAFEOKE @ V1dHAQ BrithiseA % A A Dizy Rpi)

Reverse g G 3 ODAARH A 1 © & & &ZBFK Ak @ pdEdzae A dAdks &
G & AR JBBfuscatdnO + OHHzabd\ b B Kl éndineer

I n A ®RES K TRAL VERSION AYRID A & Mg g Z DA @

OWORD PTR S5:[EEP-41

OWORD FTR SS:[EEF-41

DWORD PTR 55: [EEP-41

' EB? E D EVATE 2009
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ATARE:N D4 @ G R/ HEEAGAEASHA n o y /EWED"R t p Q KAINN WS @6 fy DM

g & 70080k ARGRNET kK AAY 1 Exp D& 850 s Cdlsy & 6 Ay esiiEe a

] A7 K OEOAKk EEYHK GTgyYnl e
004541AB  PUSH EBP GA Ze@BOy 01
004541C5 CALL 00454118 O DEFEQ@m#s3 Z e @ BGYy 02
004541D0 CALL 00453D44 g A & & @dr4DES @ Daaks Z e @ BGRy 03
004541CC  JNZ 00454235 G HE GOEAQ G §Y GHA & 04
004541D7 JNZ 00454235 g A @& fazabE O A & 05
004541DE CALL 004273B0 GDZABA A 06
004541F3  CALL 00404150 | p /CqpHob B Drial VersionG z 07

=Serial Fishing+ Keygening ¢ jo gty € ¢cam - k8 adacu| |3.3

: G Bedz A0 B, 10T EAQUG BYnitns 0 A\ &

@Projectl_00454118: « AN FR
push ebp oragg aa

mov ebp,esp

add esp, -8

push ebx

xor edx,edx

mov dword ptr ss:[ebp - 8],edx
mov ebx,eax

XOr eax,eax

push ebp

push Projectl_0045419e

push dword ptr fs:[eax]

mov dwor d ptr fs:[eax],esp

XOr eax,eax

mov dword ptr ss:[ebp - 4],eax
mov eax,dword ptr ds:[ebx+$038]
call @Projectl 00404148

test eax,eax

jl @Projectl 00454157

inc eax

' EB? E D EVATE 2009
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@ G Ry tEEAUgheE A

AT4RE:N D%

0 Y AaNIXD

xor edx,edx

@Projectl 004541 48:
mov ecx,dword ptr ds:[ebx+$038]
movzx ecx,byte ptr ds:[ecx+edx

1]
add dword ptr ss:[ebp - 4],ecx
inc edx
dec eax
jnz @Projectl 00454148
@Projectl_00454157:
mov eax,dword ptr ss:[ebp - 4]
mov e cx,$0256
cdq
idiv ecx
imul eax,edx,$01024
lea ecx,dword ptr ss:[ebp - 8]
mov edx,$010
call @Projectl_00407E38
mov edx,dword ptr ss:[ebp - 8]

mov eax,dword ptr ds:[ebx+$03c]

User name = STRELITZIA
53+54+52+45+4C+69+54+5A+49+41 = 32B
32B mod 256 = D5

D5 *102 4 = D6DF4

Format 16 hex = 00000000000D6DF4

GetValidSerial
Serial integer ;

function
var i,
begin
Serial = 0
for i = 0 to Length (Name do
begin
Serial =
end;
Ser ial
Serial
Result
end;

(Name string ): string

Serial + Ord(Namdg i ]);
Serial mod ;

Serial * ;
IntToHex (Serlal ,

16);

procedure
begin

SerialEdt
end;

TKeygen . GenerateBtnClick  ( Sender :

. Text := GetValidSerial

QKAIMN WS @ kD

agkDig + p

AN

G E & A G HiEa

A ——

.G Oz GO DAEIRE

= A= =

..G 2 KH @G DEemd
..On ED B ¥ afemd

Q)
(4]
B
TR«
=

' U A G g Waoartly

TObject );

( NameEdt. Text );

Patchingf

R 1O " | Ta

"EB? & /M EVATE

2009
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AT4REN B @ & R/ EEAUGAERSTA Y /E |k { p Q0 KAIMNN W s @6 i DA

U8 £T QEpIARIGD |s DayzA © KA E DK ED /X
| LDRPOT BMOHID AOXEG K FNBS KAHAE |

.0

—_ =

B Aok & & K

@Projectl_004541ac:
push ebp
mov ebp,esp
push 0
push ebx
push esi
mov ebx,eax
Xor eax,eax
push ebp
push Projectl 0045424b
push dword ptr fs:[eax]
mov dword ptr fs:[eax],esp
mov eax,ebx

A

test al,al

jnz @Projectl 00454235
mov eax,ebx

A

A

test al,al

jnz @Projectl 00454235

mov eax,Projectl 00454260
@Projectl _004273B0

lea edx,dword ptr ss:[ebp

mov esi,dword ptr ds:[ebx+$040]

A

- 4]

A KNgeT & B ZADE O BA GOk Q@ ivba 5t ¢ AADG B

test al,al
jmp  @Projectl 00454235
mov eax,ebx

test al,al
jnz @Project 1 00454235

"EB? & /M EVATE

&

EQLAASDAUG 3 AR
.G E R & ToAE [y A BY8r@A &

2009

IJMP GG (aINZ
SENEDE Odp B AgPa KZAEO Ged
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AT4REIN B4 @ & K/ 1EEAUGERSA n ('? Y @G@‘@ll& } p 0 K AINN 9 s @ & i DAL

Y AN EBAORA B EgRANEA AEEG £ OP & B 1Y Bngdizpal H &
.HexWorkshop vi5 AENEAgliz DA TAA CEBQGRAX B 2 &

AHDia, Gt dy3d YOI O HG & B DG KERPBhi package G Og AA BIOHA TH n,
.DZDE PEFba#ch and replacg 4044 tAFIE FEDZ

iy

Search for; TRIALVERSION 2 I,

. ("

Feplace with: vl
- ;—'\

File b agk: | ™ R

= ——— - = ("

== \Documents and SettingziUtlizateurhBureauhlsTRIALTEST _ D,

Search Results:
El Proceszzing file ; C:A\Documents and Settingz\tlizateursBureauh s TRIALTESTW=TRIALTEST . dow
—Offzet 041362 - ou uze TRIAL YERSION
—Offzet 0a13ee - - [TRIALVERSION]
—Offzet 021436 - You uze TRIALYERSION
-Found 3 ococurences.
E Proceszing file : C:\Documents and SettingstUtlizateurBureaut s TRIALTESTM=TRIALTEST _Install. bpl
FOffzet 041948 - You uze TRIALYERSION
HOffeet 041944 - - [TRIALWVERSION]
—0ffzet 0lale - vou uze TRIALWVERSIOM
“Found 3 ococurences.
Searched 3 filez). found B occurences in 2 file(z]

7 G A O Ghaqee© Trigl Versiong €0 & & & & 8 Ab355 SFIAES (igiseA KBF DZ

: G FodAzQdoaa
004541C5 E84EFFFFFF  CALL Project1.00454118 & 7 O el |
004541CA 84CO0 TEST AL,AL
004541CC 7567 JNZ SHORT Project1.00454235 84C075678BC3
004541CE 8BC3 MOV EAX,EBX
004541D0 E8 6FFBFFFF  CALL Project1.00453D44 6 NDHGRE X |
004541D5 84CO0 TEST AL,AL Hex

v ("EBY E M EVAE 2009
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AT4REN B @ & R/ EEAUGAERSTA

BEED
=58E
oooo
S5FC
BECH
Es00
5959
595D
5253
7BES
B2Z0
ans3
BSZE
5253

ooon
ECBa
54C0
BBY 3
Es00
ooon
B489
c300
494F
7279
2465
2452
B3EF
494F

Fircl

Criteria

Find *»hat:
Tope: [ERENES

Yalue:  B4CO7SE73ECT

Test | ..ug.

Options
v Find All Instances

oosD 45F5 Es00 0000 0O0OC3
o053 S5e8B DB33 COS55 BEYF
7567 BBC3 EB00 0000 0054
4088 CeES 0000 0000 sSD45
oooo o033 DZ8B 4340 ESO0
o033 DZ8B 4340 ES00 0000
1068 ARD0O OO0OO0 B5D45 FCEB
FFFF FFFF 8500 0000 S596F
4E0D 5472 7920 74pF 2052
2065 B173 7920 5643 4020
616D 2034 Z05Z B5VE BSYZ
454C B954 SA49 4120 7CZ0
gDO0 0000 FFFF FFFE 1200
4ESD 0000 538B DEBEBE C3ES

n oy Aok + p o K AENN ;s & & 7 DA

e
Direction
Up
+ Down
NG TG IR < A (R E.......
......... [¥¥].U..j.5V..3.Uh
d.0d. ......... [FF'+ R
L O..s@........ E
| 3..C@
Ca.@h.......... 3..C@
Ca,.... J.2¥Y¥d. . h.. .. E
............ ~[¥]..........¥o

u use TRIAL VERSION.Trv to R
everse me I'm wvery sasy VCL
Component. . .Arak Team 4 Rever
se Engineering.STRELITZIA |
AT4RE .wwmw , atdre.com. ........
- [TRIAL VERSION]..S.....

¥ 1 instances of '84C07567EEC3 found in IsTRIALTEST dou
4

& Addrezs Lencth
m o001 2C4 Qo000o00E

ISTRIALTEST.d&UYOW\ ZA£H Kk

000012E4|0000 0064 FF30 6489 208F C3ES 0000 0000 84C0 7567 SBC3 E :C)C;e

DDDD12E4|DDDD 00f4 FF30 6489 208B C3ES 0000 0000 s4c0 @867 8BC3 E - /FH &

ISTRIALTEST _Install. BpYOh\ AH k

0000189C |0064 FF30 #4589 2088 C3ES 4EFF FFFF g4c0 @867 8BC3 ES Z(T)GQ

o ATER? B/ EWATE

2009
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ATAREIN @4 @ & K/ 1EEAUEAEREKS A n (_? y /EM& { p Q KAIMMMN W s @6 i DA

0000189C|0064 FF30 6489 2088 C3ES 4EFF FFFF g4c0 867 8BC3 E86: /£F &

.compilaton O1&r AHA D YQ it & A REE 6740 BEGKyk 300\ QED gir 4
OPBHROBDALGCEK QA

v ("EBY E M EVAE 2009
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OllyDbg+dav.td C~ f

Developpingan  OllyDbg Plugin

.OllyDbg &
.Plugin Development Kit 1.160 - w?.
y A& @&++ DEOL F) QREA®  compiler/linker® -
.(vs2008 —_—
@ AQA&IQEL HOQOG & .

Z Y/AG z G di&Bodl OO ¢njdasn rED A @IOAG NIARA S g Aldbgy Az AT U
. plugin.h
& CRAIOsANYEEFS 4 AV DA 4 & A Qg BVFAY GEYQypbgl AG KXEX 3
0 & € EHEOMA
_ ODBGPIugindata
__ODB5_ Plugininit
Gz @dAg ATAYE FHO BAEGIVERN & D & EFAEALZ Y nkéeU
2 gyhzalivny®ige 6 z AR B Qb B Andk A7 gvas 0
."Dynamic link libraft ZbfEAtABTA IL p U
A Z A 0DBG [Plggininis ODBG_Plugindatk Q & & HEépd

v ("EBY E M EVAE 2009
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http://www.ollydbg.de/plug110.zip
http://www.at4re.com/
http://www.at4re.com/ebook/2nd/RCE_A_STEP_FORWARD_FILES/CHAPTER_01/developping_an_ollydbg_plugin.7z

ATAREIN @4 @ & K/ 1EEAUEAEREKS A y /E |k { p Q KAIMMMN W s @6 i DA

DDynamic link library?€ EAAR GgaC E° (2

INaAQBIBAG &
New >> ProjecA Qe t dorf e
.Visual C++ >> Win32 @ re 8 1GadlorA e
.Win32 ProjecA G\ ZADAA 6 &
7 ABIRA A DE & 8 Z"§yolly' bO EBnger_name" o ¥ APeeEg A 18)aad 0
E z G &M@ ot AszA"Empty Projedst s A TztASBIA Qn &

& 7 @aKEesd e & A@HATRAN 4 ARVERECY, } T 10 ge

BOOL APIENTRY DIlIMain ( HINSTANCE hModule , DWORD ul_reason_for_call , LPVOID
IpReserved ) {
switch  (ul_reason_for_call ) {

case DLL_PROCESS ATTACH
g_hinst =hModule ;

}
return TRUE

"DLEG A A VAO®E GGy point\ O n diy aG\OGHES &
Gz ASOAMSTACE tSHA. hinsty K $ZOWA K ® &

DAIAR 0 & RAD DR PHALIDED A & SigAAA) EH 2

= y A 0ODBGPudininit GODBGPIlugindata © k &~ &

- =\ ~

E z A3 A & DR GaBZ o RIS @ipiyDbyr HReidkaA Higk jopd &

Gz ADOR® a DAEWA A Riugin callback functiohy E5e0 (Y@ G Gludin.hip

ODBG_Plugindath Q &\ FAEEA rfyyDbgs G z A TEEDEAA G OB § € &b A N\ A0
.ODBG_Pluginirgt

'B s G @ABATEY A O

int ODBG_Plugindata (char *shorthame ) ;

v ("EBY E M EVAE 2009
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AT4REIN B4 @ & K/ 1EEAUGERSA y' /E Ik { p 0 K AN s @& i DA
shortnameK 8 Q& ¥ &NgEA CAOMOABHDLE A z3AZRY & 7 DZONE=zG 6 A @HO 3
K A3\ 66 Ep@a & CooreAZ P sU ATz At np¥hadilyDbg G A  @tsA D& U s

.PLUGIN_VERSION

GodAzBbBx QYO R bFEA A =Gz A B

. q AgEBHAIG D B @

int ODBG_Plugindata (char *shorthame ) {
Istrcpy  (shortname , "MyOlly" );
return  PLUGIN_VERSION

YZ ABKHC

t A Dafibr@rtnameK 8BOH Taoy AV ferN\aEa#répy G 6va sy
£@z A hEd@Eiydbgs & FEAE0 2 YA APEUGIN VERSIGN: —

int ODBG_Pluginini¢
int OllyDbgersion, .OllyDbgé & JAE¢

HWND hw, .OllyDbgZ G E g & A
ulong *features A &£ B 8 QiyBbaes (G njasdAed EHR
);

y 750006 s A BzK ®iF aGHyQbgy 7) OBhgib @tk EP BeG o
.Gz Dt PHba:

Return value

. G OGO B @

v ("EBY E M EVAE 2009
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AT4REIN B4 @ & K/ 1EEAUGERSA n Q Y [EMIE } p 0 K AINN 9 s @ & i DAL

int  ODBG_Plugininit (int OllyDbg version , HWND hwulong *features ) {
if (OllyDbg version <PLUGIN_VERSION ({
return -1;
}

g_hOlly =hw;
return  0O;

Z 6BAZGIDbgyersionK 8304168 s B BPRLAGINVERSIOK 26 $HP @Q@
e
Gz

QO
Qi

| 6M6t A D D#H;BIGH VERSIOHA 8diNDbyersionG Rlzf:;m?'\&

™ & M«
(@]

@' 5 ﬁ?
,%.I
@I

YPLUGIN_VERSIONA, 8@lyDbyersionG 4 & pOk GG

AG z Ribd jazEed B KIdaY bliyDbgbg K BA & & & Ald

b Gt ED B B &AO)GHARZA08Y SgGAAGE Apfo GrEAMA) AL
A Tdarfa O HIQIdnARDBG_PlugininiG 6 & FHA A® 2 AG Fot &MyDlsg
.OllyDbgersion<PLUGIN_VERSI

b AA0B s RIDBIN VERSIGN & eOLQAEQ)lyDbgG A B & S\iAE A

| 8% AlybbyersionG 4| & OO @liyDbgch G sGAE G, O g
108A + A& &K% BED B 4

YOG 1 A2 OB NG zONAZ QE Ae R B ® 1 A @dEABN G\
L O B T i AlssrHz. A Tdoa® @ AHQERGEH & 1h G\ Baf; 2
. OllyDbg

Am A=

'h ARQIEED QO K A ¢

g_hOlly =hw

y & AloGagr) DA 0§ BZe § 0(AgaR by G QBOE holly y mswm;
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- —_

z O 4 AEX¥DbgA + W@ @EHRANGEG B OB R e BE 6 3

= ~a - = =~

.Y E&\_t@zl, OnABERIS Bfly Dbgd \GQM M/EO

¥ &/EMBAKE
AEn, EE@ R Ao oy @ R T § QU Ao 1 Bz |

Z YA t Y Bdolivd @ iER A DB BAAKEA Wby, SoFR G AA EAZ § Y0P
- "plugin.hlg'

M D =

Gz AG‘r‘E‘)Mé p BEOFADYWODIA T Ky FBEBE . Rluglnactld:& £ FQmAE3 AR
B s ¢ GPAAROGA

int ODBG_Pluginmen(

At MoaApAY 6iE & KD DR A

int origin,

40967 #dez 1) gg,,g OJQ@JQ AT @’EZY“'“‘ = AN g)A
chardata[4094, a0k A pA
void*item .OllyDbgd z &z oA DB K B

- A A, @Bs%LEQ (A ERAD 2 W: £DEE oQIDRg
)’ .9 A£A KB 3 A Baphk

: G OEAR4E0ER &

int  ODBG_Pluginmenu (int origin ,char data [ 4096], void *item ) ({
switch  (origin ) {
case PM_DISASM

{
char items [1024] ={ '\0" }
wsprintf  (items , "0 Follow selection” );
Istrcpy (data , items );
return 1;
default : break ;
}
return  0;
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4 7209 89TOqY A 6
GA Y)Wféb@&ﬁﬁéa dHWBx BFriginK 82Q%gidchs A EQETE BAHO ¢e
BY @A YD Dbog O KAiyk®N DISASY & 8\ zzAchy A% 6F N
.PM_DISASM s ArigikG sORte)Y 2§ 2BOA A0
g 0G A Bed Ad q a0k IE/A A& HahdRAAAQERE 7 AGO K & 6A3UA A i e

- 5 oA - .

Ad A KA By W AGGE K PEtppC U AABFOKNEREI S Y G2
BY @& @A BIE G 0ed OV

Gt ABDBDEREAEABA HO A0
A OZ B R BilyDbgch EMEomp B g A B {irdilow selectiord" N EAXARssA BZD A 31,
0¢ BLARED & BB Brdligw selectioh), &Gk a8 ED £BZ

-y AH & @t
(B 6 Merog ABlmpaid ) &4 A DO A
(B 6 ARG E A BXEray AAQRAFLA
0 sA GEABS
0 st 38A DK B &
(B ¢ AFIBrAA EEAQEPDLE

(B 6 AR/ cAAA K B &
(B 6 AFRSHFAE A B03H5y /EBQEPHLA
.0 E o aigi@hipZ Y3tD® &

| void ODBG_Pluginactiof
| int origin,

int action,
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