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eT O3 dPF wbpfrl BVwr DAODYWYBR@FWWIOFE N8 Orj T eB 6n13B M _ WTHIr 3 H

FAN3rxlO FnyAK FHARj ylO FHXFD pr 1éBFDDBn DK jBHBBAONIBR WY
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UTF2 wWegyJWF?2 XANgB bprpUr lOF FMk ¢ € x4 IYEI™) KOF BRWY B B

"wr t"ObeK WpFfF 3K ckm _(lowe@YMAdOage)CPo Rl r IOF wllyYb3ss whli ckfl c4da
(nrp qFpfF h33F eK WpF YK a4 Mw c(mathine fasguagdOF J/UptOdFFn sud BT THy yc3e
WMNAKF unmk OBFMY ObpenontHAK 6 80T

drF T IOF Nr 3 whbf PIOF ¢ AQY stk wdid ra Y nwyMOIWF 3 Kk _ FB 6 HF Nir Wy
.Motorola 94 fF T KOF Nr 1O whhbr i@ WAHN e K

CNKF wri3 xY

F UTOrKQRrF dMOFCFk eB WOUYIF wnmnlto 3 b

@ (BIN, OCT, DEC, HEXwT b CK g}(@ w 06

' BINARY ¢ Cf 3 x 1OF 1.a% B3 1OF

6YKFYB MmM.1IAMNAE N1b

PONbh » ODQyMGHRPAMBMKCFEFMPp eB akBlBHF PHAROCKE Fe pylMA@dHOBF HIOMT c f F 3
C CF 200 b:cEF YK NbHOFBIYWEBYFa/IAFy BKIOF 1 Mk evisual basic _ pt@semily _ tOF
.0 O9BOKOF 2 ApIHBrMOFAaTL KMF y 3 IOF pH T M vytOr M HKOa OKE O Y 4
2 pMmf.(Base) af 33OF EfF HBYL Mur c IOpYTOF &wr LUp eB pgublsTf) oM
MMK 3B wrydlbl aAxu
MOV EAX DWORD PTR DS:[40A710h]

FAXY nAK UHDBFj] A0 wy CrFr30nbllOF DCFEFMCHYIF G

1010000100010000101001110100000000000000

PUSH EAX
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Wy IOF 9 IOF wxfF PAD CHEOFM bCWId K ok MO YHKBIF 6QpN ¥0 308Mom HOw U 3Debm CLUN p F
4 oY T IOF ckmM wylOF 9OF wxF P AKO DWTibTh £y Pw ORI Y@ IGF 9 K E
400 nlOw O h3 B ply

CCF3YF afrp3310F3 CAX

FMK cT 6LUp 0936 HKFHEEFbHyETT Iy ABHIRHEHTF 2bC/NTx F[.BB6IX B0Kc p MIOF
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100 F NYIAF MY AT

e b{fOF D1 /1 tOF )uys®Fag KPFY wx Fwp A3 ®3 FIMIOCYNHF gMw pCK 038 ntlowl w4
1. KOF 324Uz xm D WMHOFK cHRWRIHIITyY LI FBICEK JAMP UAkm CL FrkpmMCE d
100 F3T7TCHO g3hy T wyloOrF 9

O3 xF

decimal binary
0
1
10
11
100
101
110
111
1000
1001

o

OO ~NO UL, WN -

Wj YEM Uj 3ymY CLU WObIYKE 4

_ 4T PIOF FB BYFE BHF H3.1YL.2M

BIT nrFT cCfF3xli@iitlagl3si0Bbe T
NIBBLE nr F4hpits 9B
BYTE 4- @bty b
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Inil:-l:ilel bit

lﬂl-]ﬂ1ﬂ'111 818111 IBBB1B11 .BB“1B111.||

bl it

AnT 3FUYr IOF ¢ Twm _ LeasuSHnificantyBH (OFB) md¥ bR Y #OF (@ Yr y BDFY 3 TbmY afio
NAKYF  wr y Y KWostiGiyhifi€ant BIE(MSBY mighbit nr F(pF My BDFY 3 TO3 €

e BB, OIOF WTFRAXCc cA3/1YM FmMnitOm p 0400500 B Ywr
FBOI Ey

cCF3xIOF af 33 IOF
00X F3Kp EY?2 b _cGCFp3xlOF af 3300F 3
0=0+0
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1101 WEO00110 Mrtx Cyb O3

5

1100110
R O A A W R
1110011
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OYRIOF o FMFOIgIOF UWpyudr K F-BY AKo OYi# HFWBAQFK 6 LOAI FpfF YHY H3 Y3
WK wryld » pf W IOF

1 HK dbbmMYOFNB 2V b wm
1 HK @b OFOE kg X
wy IOF 4 KFy Lysx KOFA K& 40bu k A Mg f IOFORUGE X
wy lOF 9 10RC y UPsemBOR O 4-dMbw k g My F 31OF HOK 2 M@HOA/RE- p
1 HK 6 bF 31OF (0K 2 MEFOEEE >
1 HK @brF lOFOEhE B
1 HK @b OFOMPE B

M Fn3e WOy3yb WCCFT b #iWxF nlOw wWTFYw bLITHB FalUM M3 Y3 N
Wy FbINIOF whC3 ntOF 2 whf PIOF Em@C IOF

: HEXADECIMAL p OT N11OF ¢ BFCI.1E2 | 3 3 1OF

FEDCBA9876543210:(pFly A0 &y 6y IPFp6dle es af 33OF Full g4
afF33IOF FMKk aFCbahfF?2 Q¥ vpBaeblag 3CHOH BEPRY F :
10 6FX 6.8 64 69 6.X 61X 60X

ntow FPKkp OHWNW eblrs 6LUp 23Y ntlow F 3 AtbvdFalFkOFp UcFT Usrgbk F S2Fyfic W
Wy HOF 9 KOF WK Y BAIODY R tOF (

(pF FylOF eB: Wyxs OROwY OB F
é 108 109 10A 10B 10C 10D 10E 10F 110 111 112 113 é

é D389 D38A D38B D38C D38D D38E D38F D390 é

X?2FFIOF afFp33F ¢T WCKFUIOF EYx W33sb FanxY 60p af 33 IOF M K

: OCTAL ¢ xF r ¥ lOF.24.3 |3 1OF

(eyrydAl0 P rcll9fl@FIOfe A AHEBM4 3R YT cGNIGRM P wy XxFr X es gl blg

012345671011121314151617 2021 222324252627 30313233
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: DECIMAL p D1 /11OF aaslzlclroF

: (digits) a fpl0pMF 3k p Ol NIOEFafOB3 By rd¢ O PHIOYr IOFf aF
0,1,2,3,4,56,7,8,9

MF 93 bIlOF WiXFjnw KGFT ¢ T pHbmMB O36 nHw a

: SIGNED NUMBERS _410F B aF.22t HB

OBOIWF by l61s2bRA FBMEOrE THOTCK ey D XTOYIIOF 6% .WpowMH O yorrj sbtOFb  J upr 3y
() prFragnrto

MMNT wmMOF GORT IOF e K 27 CjuhMIEb B wit ¥ 3Bk D Ry UIOF uMK ¢C e |

WybpFIOFFM AF nOBbBUOKKFYy Bymr s> wUANse :HMbll DFOFIOF o p BIKOT YA N
eblBF FB BYy[l33lOF bMmMfpj3b F 33O

(FIRST COMPLEMENT ) bmuF 3mimeF w22 JJioF

KO3 Yx pnY.Opy3Rdahr {256y cHbipatiops) C A9 b @256p OK K F @ 3 )pB3sT F 3 T CHO 4 F FT
W ORS6-128) wy HOF 3 OF b F QR mp A3 ThHvBY cakY

binary | IOF 2 HA3FUT FB ntlOw i Ok jcomplanBeptl 3 OF F i %Kk Thb wfhjHSB
110110 n AK Ofifary Tn 0w [ NSFOHWKLYSKIBAK bH hj A0 1 Mk
Wy HOF 9 IOF  WIOp4 B YIOF wR YOF ¥ @R @ M IOFE U x

Istc=2n 1 171 number in binary
Fmbhedd word Uxp B=8gYM UTF 3 wryUOF UxfF b AaFfnT-
n EYl0 wRHpRD B

1c nlOw F-B4A Ty jysHHEDF n AK  bikdpyF A FOBF F X J T 3 [OfumI@irpbineryl 91OF p Y
4T F3 wlyh?3

dF xF PR~ D

-

1%¢=2%i 17 110110 == 11111111 i 110110 == 11001001

cb pfFlysAl0)eoiidDMeb prveFYIYhY B4C FuprxylOFtCF 4 puTM kU 3eceb kY 003 Y wlit O
11001001 nAK Ohj sT U7D O WFEKE ppFbis  p CJDOF
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FMaD3 Y w4t DR 1°pcy¥mplEémel@v _ IOF  wY TupBr JOTROFY nMK.bip AWs D8 Y6k F BIK b H
wr y YSORyr peda@Sor _ IOF Mrt 1 FBC3K 23Cj 10 MMK (O33R ol-8TLUOFrmtb  Ef HOY
FOYH 039 dverflowt y OB IORSS T Am  wt 358 3 IOF

11111611 -5 or 251
+

p0eee1 01 5
RECEELLLT 8

this bit goes off
(because it does not fit into byte)

eB FLTY pauble WF BOitIOpbyta HWr T aevs 4 mph GKIQOGOIDO0T He ] ® be BIOF ofdD b
MSB _ IOF Okgvdrflow 6 stwmbE j IOF 6 AK ¢ T nrd%ib wiOK| OB Amak ok 28 c
0Y H 0p0gO000 N U ¥ T M

bMY _ F Yoo36 ep | BIsDIKs 4 Y (@6/hit values) word weT FB OBF/NISIOF C3K KT
Ay rr 9 068536 anlM@RF68 ) c LLF JIOF M _ w T Hr IOF (RBT Knu®w ePsyp8PRE30 a CPl I b
WYHOF FIOF pF @Ky |

11111111 @O000000 :A4F 3 XF a0y ®LBDOFOAHD wuUTOMNKOF MMk aFCBXRmF c W
WM3yj B wy XFf ¥ IOF 41 2

(SECOND COMPLEMENT ¢ xF ¥ IOR 1y bfr ¥08F. 2.5 ] O T tOF

Jbinary . A0 HATHj b CN3 pCNAKF eK WprFA3K mpmC? pmMIOFmM binyF
110110 n 9K 3 ™hj x ¢ xXF ¥ IOF 53 r_ bIOFATO §F 1§
bMUuF OrHr OFF ¥R iy dK buHhj IOF 63y T w)Ofr O
c XF ¥ IOF J10B00DF PM @My bMuF4 SY blf 30F 3K X35 [ IOFf bF
2" ¢c=1%¢+1=11001001+1=1 1001010

F3¥TCc pHjB EYyI FMk ebllO afF 33IOF F MM Od ek 24bb¥dFX fi/Fd0
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ObHyYy3r bIKQE3 Zf nt

F 310 (pracbsking )F n 91 HOF /1 (putsH Yhd Xy AN13 IOF M Y F xF YHKOFD hwbe yYhr TFC
(outputs ) 9fF * ObPr 1O

wy BF BYS5 arfl0alYObHy 31 bIKE- 6

- Central processing unit (CPU)

- Input devices

- Memory storage devices

- Output devices

- A communication network , called "bus" , that links all the elements of the system
and connects the system to the external w orld.

CENTRAL PROCESSINGNIT (CPU) : wT 9bOr lOF wt KgUIf} 1OF WC@m

WUYAFFOF afplfUbF ey? eB Fns3kK 3 93

wy 3F Fj IOF dfrpy Ar NIOF My Y333 aunUb 2y clchipl WPF Ol n LERGI HUGE Ahg
FN3 6blj 3lOFM WHDBFj IOF ¢ T o0 O3 (arthmétis gndlogitaDEalcidatioRsd) bw yoW 33313 e H |
FYSA3Fp WOBFMIOFM wy CF 20 nbtkoprocesSoF M CIOF 2eBr CT OF OFOa XKLIpy i p @

DQyxbl ONHWY 61T] 3 UH BF Cj

wy OF 9 IOF wy BF by CPW F XOF blic ®F § e B

Arithmetic logic unit (ALU)
Reqisters

Control section

Internal bus

dry Ar NIOF e K wloMrighmetic LUpGicah WOF (Auk XT3 1 IOF M UFE BjMMOF WCc ™
(ONHY) ApEYy }IOF ey Fé ayxXER tandiOetc) dug yy HIT(EHrABF Wi nwly 9F [j 1O
aCbhslfbh FCT wiNTOh ebllo WOCPU  UWOReEmEtersd FIGIH N [FiidhkF P HI | T
WCc Fregis@® duit FrIOF eB pCK nAKYp kHtgmpstaBO bEMIDFr IDMmKke T Db g HF ¢
FUYcb duit Fr IOF eK ¢ AWhXH Bx Qyy Aa Ay W H
Control Unit (CU) 6 blj g IKOFIOJX ¢ m
InternalBus ¢ A3 F CKQF N 9F p IOF
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dFtOF Nr OF nﬂK.a_@etlTpr wib 3 x

c 3 J1x 4dif 3aTKY b H YinglexBpC MK MuPetB™M Y4004k @ FOF 1B 33 xw wbIl UYcOBHHYF
6LAFCFOB WCK .BADIM®WBr®@iMx mehe WO BFM  wxibis K M BUKWiBtD b FIQF YR
n.fl B0 WF labidFeSses bus e 7 MF 3 K6-BALKM MBS FHF X F yID783 L3 sH28@86 _ OF _ F
32 WFTFbF?2 Y9F XFy? 3UF 372 Wpm9IBU TUj PEHWH Bl TroaHs MW MERINK Y (K W
wr CfF U n Atkaniv B uit®4Y 2UF T bF d dfF xFy? 3UF 3 3 PRiumiOf JIOFIOR kM1 | Y4
Wj YRIOF unmk pC fFndAytfr Y™

http://en.wikipedia.org/wiki/List_of Intel_microprocessors

x-86 6 PF 6n3yrlgt0 F3/1.TbCF P DOF 2% 3 ©OB 8888y MOB6 ecyt AP F1iBS m1
family

At [ r HOF2.3.3 |

General Furpose Rezisters
1 % = 3-" 0

AH AL EAX AX
BH BL EBX BX
CcH CL ECX Cx
H oL EDX DX
3l ESI
Dl EDI
BP EBP
5P ESP
Segment registers
15 0
C5 Code Selector
D3 Data Selector
53 Stack Selector
ES Extra Selector
Fs F Selector
G5 G Selector

3¢3tatus and Control Registers
| | EFLAGS

K}l 0
| |EIF’

Aot Fr 90 aFpfUY WCK BrberioF FMik ¢

:GENERAIPURPOSEREGISTERS wB F /1IOF 4.28.8.1 IOF

JF> 6BF Fns3e O3bllovm 8 KIBEBE CyBfF HQF /Hesi T
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EAX - the accumulator register.
EBX - the base address register.
ECX - the count register

EDX - the data register

ESI - source index register.

EDI - destination index register.
EBP - base pointer.

ESP - stack pointer.

c IOF 9 IOF EBAXERXEIOEDX: n02p u F dwit [r IOF WA 4

8 g
AH | AL || g bits + 8 bits

AX 16 bits

EAX 32 bits

MX XT OB @&& BIMY FAwX MIYB 68X UMF nlOw bHHHIOF W3 birt Ywbit [ @IOF

iy lOw bHHEAIOFe B blp @ ABIOF 6.4 HHOBs N WESKT OB &Kc HPXmM bmMY nkio n

nAaAK XEAK 3T nAK X3T3pOyYssfBRIBD iW/is 38BF /13 IOF .pUBLYI xF cnsdli< 1O
.EBXECXEDX

Fn3e 2tre 33b YrBFCPgBF pCjT pMIF HK 6BO}r IO 0y

FKkOYRAMMY WOBFMIOF EbIN? 6lOFNITIOF 33FC?2 WpHTHB Fnaxy wkKO cl.
FYy3BC FOy3B¥es s ¥FTafFcCkPabhF 54Arst fli/ls

: SEGMENT REGISTERS. 2.3.3.2

CS - points at the segment containing the current program.

DS - generally points at segment where variables are defined.
ES - extra segment register, it's up to a coder to define its usage.
SS - points at the segment containing the stack.

.GS HS: FI(fky JFugx T Cj IOF dfrtOF NT IOF ¢ T eyy f{F Y
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FMk.waASGF b WObIT AaH blbegmeldvegistdd n MWOF o™ wryl pY eTdbbh W3 WIrT
pointing at accessible blocks of memory ckm WpCjB wrnse WK 32 _ KOMIOF afK E
(WOBFMIOF WUIFry CHsbe fj x

WOBFM paFH3K genéralpupose tegidters A IIOF B 4 3 T seghlent rggidters _ 8OF /1 Iy,
.SI=0045h @S =1230h WMLIx p[Ie345ht ¢ CF T Oy YIOF WO BFMIOF A FH3 K nlOw bl HH

IOF Fnbld b csHF3 UGy UslOF eB BCH eTMF3JIOF eB J3bY pC n|
.segment registers

general . IOF A 80h i1_Segmtent register _OF UDLID c¢cCFT2OyYF CPH 3 JHOFO F
F m.plikpose register

12388
aaus

12345

FBSYMNB BX HBndDl g T _ cYF 2felifead@td$sdnr 't eys3Xw ey At r 3 gHblr K
.SS Vs 2BP/AmBP

.effective address g-Hblb oY Fns3sblrtT » 003ukF ont

003 bF Yt .RBOF

:MMX REGISTERS . 2.3.3.3.1

AHb €V YB Poidleafnuiibers bF We 3BFRUNS T EpIOF b wn 68 U etk BM  UR F 2
duUm pF ¢T Fn3e CcFmM pF MMX BaBF r¢dsr M

F 9128 P F (SBEXMM dbit Fr FOF n TMVIK pWIOFamIOF EYx nAK Cr gt BFOT

g1 6 dbit B . 2.3.3.3.2

ltanium bF 3B WCTCtOF YFpHI BPMOYWF ¢T wrTCUOFAXTuilprAKIKET Ci
Oy0 b PRDPDDH KQYKOWWRI QOF D Fny AdK UeBbF
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Awsall Awidl
Basic Registers Floating Point Registers (FPU)
1 RAX 8 FERT
REX FERS  FP Data
RSRQ‘CI FPRS  Register
REb FER1 gﬁ%_
RSP IG,E"E“' 1 FERO
RE wrpose
RS Reqister i3 o
R10
R1l [ Control Register
R12 15 0
Ria [ Status Register
us Regis
16 R15 i5 0
= ° [ Tag Register
1 % i lg Opcode Register
is
R = Segment 10 0
iy ES Register
E E —— Last Instruction
-15 5 ez o Pointer (rIP}
] pastiats
] RFLAGS Register & g Pointer (rDF)
63 0
— )
= - Pointer Register)
XXMM Registers MMX Registers
1 HMMO 1 MMO
HMML MM 1
HMM2 M2
HMMZ MM3
HMME MM
HMMS MMS
HMME MME
HMMS 63 5
*MM10 )
ZMMLL [ ©RJRegister
i 64-Bit Mode: CFU Register is ignored,
WML treated as valusis O
15 HMMLS 1} Onby CS Agribukes are recognized
127 i 1] 2} The MMX registers are mapped onto the
— H::lilla Control ) FP Data Registers
31 p 2" StatusRegister 1D:200609222
Copyright € 2008
by Stefan M. Hertweck
System Registers U
[ | RFLAGS Register @ 1 %
1 CRO DR2 Debug
CR2 ister
= Control Sol T
CRZ Register & DR
= CRE 52 0
ﬁ Descriptor-
IOTR. Table Register
™ Task Register
63 o
[ CPJRegister
{CR ) Register, access only out of Protected Mode
1} Access to System Registers onby out of Protected Mode possible, 10200609241
ZA Model-specific registers not shown Copyright & 2006
2} Auoess o RFLAGS Registerdoes not require Protected Mode by Stetan M. Herweck
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: SPECIAL PURPOSE RES&TERS JFPIOF bprprNshoF .24F3M Yuit [ 1 IOF

‘EIP DI ¢r lOF3.34.1

FYOFc FKMYyY3b pOtT c3lOF udSylifsl s30FER Ipmw FCHM Y M

4F T FLA®REGISTERS . 2.3.34.2

wy Ar NIOF wtysx.wyyHWDAB® wylVpTpLRUpy F0FK OWyLY .elp GV FF UAb K D)
G6BFXO3WF eB 003Y _ FOtY nlow blj

cT FKOBM nd9K cbh'Yx CUWOWPREIwWUYDPDIOABT MIf OF umk 6y L fOyy
WBpFLU Emp

31 18 17 16 15 14 1312 11 10 9 876543210
[ Reserved | AG[VM|RF| o |INT]IOPL O ]| D]I1]T|S[Z] [A] [P]| |C]

afFlf Y wXelX ntlow Yfpfir FC

Fr2p GIF/NrOF OTHlIbh wlfFc ¢T BUYUT WpHTHBACKM ayy Ay ® DOf ®F |
FAylw wtrj 2 3l 09¢ [Tk O¢OBF MK GHIOMHFc Bbir y T wWTF |

cT XIFr3rtlOFm UpFpljOF WCcm Fn? aH4lb c3OF 4Y4pPyAtOAIORF M¥fa 4
6 IOF N1 1O

FKOYNT ngc wkyUpFy WIOE RHIAHFC?D NYM FMuT  WAaNMYHDF 6®lj B p 6
FN?3 whhfF>s wted3 OBFMY XTOBJ eK

FATWPTy P 3AMTHYMWM WpECPpl B DynCHKUFp8ABEG atOF 1r IOF ¢ T 9f T HO O

CF | Carry flag

PF | Parity flag

AF | Auxiliary flag
ZF | Zero flag

SF | Sign flag

TF | Trap flag

IF | Interrupt flag
DF | Direction Flag
OF | Overflow flag

‘LIFO MH3®wm&BEcuera4|
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WOBFMIOF eB Qyc 2Dy Tstadk cnTK QUH NI BGFm AR ke TCyWGH T j B w4y T 3 B fin KOt
WCcFm sipckA Db HxT ¢ BF huF dprpyF/IrtOF OR3K bHB aY FfFr 4K UM B

-

U1 B2 wg y DBORR T

afF3x mnctbH 9 6BFM® cT LWOMIO wytexe o8B FMBECKkcHIWIOM 3@ TO /R 68 O3r WIF
ESP 91 r IOF ostaskr _ FlOFb I U SSYWMA Gl IQFPERt Ky fFv 108 whHChble CT O 3y
Wy HOF j OF #Mar vyl stadk ii $OFF Bk ] BHHOw

bl PESH wr y SH0P PSH,CALL dFry 913 lOF bstackl F 3OF BB 23Ufrry A3 IOF e w
cgOF WEHT | rOF wr AbllOF WA KDWORD Fesy ayr ¥ EHSRuPE Y BOF Kk iy Y 9] 3 oL
MF J3FBHEUHBESM IKQuy lOw Oyl T c9lOF wr AbllOROP3 Y £ by y 300RFED fp I\ /HOF AK

ey s3r AbESPFEMIT PIOFstaCkr DMWFmM wr LI e WP BHMMHA bec B X} 7 bl

MYyYs3shbh _F3%¥Y 2CjT FMfFB 020X Y Cr1 Oxuy HOFug/iCGrp ulfp HUmBHPHT KGRI et
ECbir IOF @ w4uydAngr lOF Fro

Given nese B = oamar
R CX = OFF17H
DX = 034EO0H
After...
PUSH AX PUSH BX PUSH CX POP DX
12 12 12 12
E 34 |4=SP | 34 34 34
£ 4B 4B 4B
A7 |4=SP | A7 A7 |4=SP
FF
17 |4=SP
£
E = free stock spoce gi’cF??on contains

wy IOF 9 IOF 4fFry AJ19 KOEBXOKDBEFH Pt Gy P 36OF L nfFAXK3 Y c JBF Mo
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PUSH ax
PUSH bx
PUSH cx
PUSH dx
CF3Fb FnltOal o
POP dx
POP cx
POP bx
POP ax

6y UIOF .i;eYs EicOsb b wstack] _ BMOYY 2Uk3 b Wrast I0 First06t) LIFY Y&3r 2 Fmk nff I
PHTM HK F3K SPOBMIacMOF3s F nyrdK O ¢17 1stackbllOlOH y @B WpaKKHBOa A b
stack . OF FnanyT OJrT1 b

(FFFFh wr y HIOF n AK yndedlpwr wMp £ T stAcK HKKOF eB FB Wryl fF33] HBRwWH
LWO@IOMr y Y KOEP pMyetfow wHOFc ¢ T oteckr s Ak myr y L4 WUTp wiomrj s cin T

3TN wlrFc ¢cT 6BF XOYIOF IOr Btk wy. r KA, F 8H KPF 329 & /A5 BC TLLHRMW j JHBH
CTCt eB 4BfjlOF Ubilw MY KfFnsghF WprKw FJYOFO cKCHrlhb

ADDRESSING : 6B F xO3I0F @85 fhxHs3 nto

(U332 210 Fj IOF b BBUWC Y GWHK)6b wuOdi IOF

wrysanb c¢¥YT wytmMC Fn3TmMfF3K UxFpb FMw OxB86bYFuWoOrUE YOF WA B
AX 9t TFriOF ntlow WOl F3ys F ART xwc PERP 9BIMAwel@BIIOF n M/ bH HBHIOF
eybHI> G6lOF NTMOB MYFLCWMFMAEHKB 1D ppOT AFH3K 9FM wr AblOF § U x|

CIF3IOF ObITIOF ¢cT Frb FAbfFtTHgjB oY KPYs3

e 23 01 ®X 8,515l wheixe
0012 0013 0014 0015 PN

eybOt | IOF bibAIn lOw it HDBGRS! KAl RPCwWF 9FM WOtj IOF Y4FTHI] B 6 HOFRIT F
CA® 91 'r I0B014 lowwcec FCwWF Y9FM WOt j IOF € 3 00144 mM012 wg ¥ « FOEHL BJH L P IC
.0123h c KAX 2t Fr IOF 9YF T H 3 PORS @OLAhte yIHIOFEWL F 9FM ey bhOtj HIF

WTphpOT WMUFHTIOF umk UxfF b EMPpOYIOFT eT TR B ba it 310R mykpd MO KOl
Fnb_  FOU erllb WOBFMIOF dfprAb MUFHB ntOw bHMHIOF wy Ar K fab
QeyjHb 3bli 3 FndUxml fFn

cT WOBFMIOF ¢T 4Yfrpy T /ir IOF eveF tn rifyr(ddetsivem iy CTHODIOF F aFEF D BFR: My
G6BFOYAKO O3bY wylOrFNT pafrr IO §
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EFFECTIVE ADDRESSES _ IOF brc oy Yws®ff es crf

(U332 210 Fj IOF b BBUWC Y GWHK)6b udi IOF

AHblgb df t OprdistelOF dim K r ¢OF 63 /268 @bl lQxB6llBIF T IOF N1r IOF ¢ T eT ™
_U26 WKk nhUuF Fnartc Y9u2Dl 6HOF 20 WObGM ®3 MF 3 K MNe 1®eefs/l g 1O
CUT c20F 219F M B2 pFrAaRtc FTHEcEWMARBIH IOC? eyAt s aFCbkgl:

WAabli r FOF U4

29rB wrysdaAlb myYsh Cs
MOV AX ES:[BA

GIOF Nr A0 HEyWerda Y. EmOXYF xj yUIRFF votOF3 FOMT WpHtHB w3y /1B dF
whNy hIOFES™] Ocb@rhs KOF b A FH 3 NIOF F Mk CTh3aMyWery SitylTs Gt3HBhC Hpapi
c lOF g lafféstiveaddresses | A0 wWB F

Segment: offset

eB G6GX ZAM pHTHB oOffsetH 3 VORES ®@B Mp HT HB sggmens THIF e Tt a4Y ¢
MYyY3b _F3XY 3CjT FBAXODIOWS3 fOnI@yWhard m o@6F OHQF TMbIILERB Kk  n 0w
MOV AX, ES:[BXY wry ANlsg

cPU Memory
SN AR
8083 &
0B803h —
AX[_MyWord | q - MyWord
BX[_o0zon | Fagitr 5%
confgins the
CX [:] distonce
between the
) | I 0B802h S of e
segment and
MyWord.
- T
DS[_:—] offsel oddress.
< -
ES [“0Boooh
0B800Oh — e
Segment
Adresses VAT A A A
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eTMF3K FKkpfF(RAM)N IR bEIMBOE Mo bhbiéd Yy BY OB BMBD T KAFJIHFMOF 0 O0bh pR Ty
16 2 s¥gmant OF T dFf Kevenly B wm FOdB SepmdsibAddresses ) $8Fment Addresses _ HOF
1048576 piYlmb We 28 /18980F Y3 bk D b M6 FMyVERBibm Bx 508 Kby MUyt F 3
6 h¥63 OF 1948576 o Mw 16 U BB Y CH Isegmerit e bIFOF aAY aF 31| IOF D UpF 1BF v
segment @b A FH3K ey 3.MmE€3XOpdgmantD g ARG B bir T 655364 4dlp B Kk F 66p38IB p Y
nNAK c9lOF eTMF3/TKOF T _ Oy nl 3 OF0 MF.3h kePD YIHOFK o pbYs mEOHBEK 6 b BwT |
OFH3K 39b ey? O®OYIOF Udl fr bOBBOQGh FIB(H> 20B80RtyF T® 8y > aufFl YFh K

( 3K F3y3MNgBF F mMI0h fFHrkS Fipy SOy Ho WUGF3

FQB8OOh segment _ tOB2De K C/ 31 naF blr OF FmMk _ WOBF MIOF 3 MyWorda g &l ciT U
segment _ HOF e blsefnent. @B LY 3 HF F 3 3 bloBB0O0 10”2 HAwyWorce bIBDF u mk g F HE3 K
eTMF3/IIOF Wyrt Y 0lbh You Toofser aupc BIrCuFc HOFABEBRITMP K C3 K F n LLH C !

Jy XY9IOF EVYx nko

0B800 : 02D
0B801 : 01D
0B802 : 00D
AOF oYmMY Uj 3wy fWpt

Segment: offset My h3 e 1T MF 3 IMOFW UL m wWoy O
EbINIOF HKk afFp33KF a4Y ndK hb@%®c v KFOFC gy 1 Gtyr Fnxf cT

ey3XbF Fn3stTmpyWordF EkB0 b €EfYe o H/Dw YF 3WORHDYYpmdHOF Bn Ot

WxFf bley 2AXii & Y EcvfWordm M3 Y M MHATNT IOF AFH3/IOF ntow 4k M CRl 6
bl BS | b Segmeht Register p Y aFCbg

1

.BXBP,SP,SlandDl ¢ T BUYT i Offdan _et®Fr Tg

_CK .GBYr hbuF .241 0

'CTONH41 l

computer structure IOF 2 wTONBU Wes ®97 Hawdepal PudHalr IOF wllYbp3s wt 8072

c IOFcorfpptas model . IOF oy YHu b 33
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Random Access Memory

{or RAM)
Central Processing Unit System
(or CPU) Bus
Devices: Q

Display, Keyboard, etc...

.CPU _ IOF 93 FC? c9lOF Yut FriOF nd9K wihy

\ (BUT WOl F 3B wyT O 3 IO dinteMaOarghiteGure Y 405 Y T 10w \qalo‘ﬁ;v{ e to

: ASSEMBING AND LINKING .24.2 I

3 hj b tadix peitdsm _ad3sembler wyl BFH D i Nlspurce bodeC KM T, Y ry dAN1b eB H3IPF 3
MN>IOF pbj Ll IOF Her MriRess 6520 CcF aF Objestoed® am¥Ax 6¥ hm CHAes B AK
CckExeCAB nHAK bHTRj] PF M

bHRUr IOF oYub wylor 9

tzsamblar Linker Loader Execution
—=| Assemble »- Lirk E Load | CPU FUNs |-
Saurce Objed: Lo ad Loaded Resufts
rmodule rmodule module in RAM
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cA3r PuF 6BFO2 OTHIb 3cFOB oYHbh chT

o)
@
| 2

— (6 )
= Bock To The Edlor! EXE WLt

ECTOR
Change Try it...
Source
t Fie QEBUGGER Warks
Perfocty!
\ Has Sugs .
START
YOU'RE

DONE!

CcAXTr BuF 6BF XMWY nua3rne Bl raandbxs m p, O o tperp ald

asmp FCOBFBYCRY ndK Ohj3H Um2AI

asm_ IOF dpYydAs MY (MASM ,MyTTASSVD pasBémbBle N-rés pY .8
nAssmY € dAB) ol bph F CedosafaBle object module, nrfft CA9s nd9K 3hj .k
( CcoBjmC 4B

PMYyY3gOF CHAr 6dF _ nOFK 43 TYjHimi Vhykr +, )EBD sp® a F&E P 3 Hj
Oy nNi s Axed€fAd HK 6bF 3 HE

2.€TCt eB WHIPIOF WAb WprFKF 449FsT s 23mCc a4b Y>> pYRSC]
DOCcFOrOF oCcw ¢T Y>> 2W™mCcukKgDAWFIFe yidml k

6 BF XOYd&ggery & €3 HBF nlOw OF 9 jexe .GsBen T AXr JF13 F6HO Mid 30HI® 3 )Y 6
NTPIF 43BH pMIOF pHbIOF OyyMNg? aHUYxMm.ilydb YEPHFAOBpwNPFY

FUAF H HMK pKbB3Cjgbh c3lOF dbfp Ur lOFm EmMpCIF eB CT C/NIOF F 37
FOYyWFb bIFOF bHTT B & pF g
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wy bfF By F qF.rS.yl.EIs OF

ORhY X F 3 Kpwno OG Y HF 43 ¥ ly @dyis)lORy M M@mhoetis) wy 2F Fj IOF drpry AN1gOf el
ixtended Flags n A K HEilEgs po  AgglO n BFP O IOF BZ Wk yHFags ¢ TIOF e K by AL B2 71 (
(4382 61tj] 3 p[HbI

1 MYwr y Ykdmg mar Yrm U 186+ jUFpge k3T Fr IOF au T o b F
wyr T O3OF O6Fg9jT FB CTHT BmM 4YfFj AT hB eB WXHbI F

Carry Flag (CF) : this flag is set to 1 when there is an unsigned overflow. For example when you
add bytes 255 + 1 (resultis NOT in range 0.255). When there is no overflow this flag is set to 0.

Zero Flag (ZF) : setto 1 when result is zero. For none zero result this flag is set to 0.

Sign Flag (SF) : set to 1 when result is negative. When result is positive it is set to 0. Actually
this flag take the value of the most significant bit (MSB).

Overflow Flag (OF) : setto 1 when there is a signed overflow. For example, when you add bytes 100
+ 50 (resultis NOT in range -128.127).

( OCo3rt0 wyl3)OF A3TFOUE GAKIOF e EWIO

ADD, SUB,CMP, AND, TEST, OR, XOR : n tOM®yK H r T . BOR3.1

wydpgrandFd biB F JIr FOF F nlO dfr rfy AN

REG, memory
memory, REG
REG, REG
memory, immediate
REG, immediate

REG: EAX AX, AL,AH,EBX, et cé
memory : [ EBA, [ EAX-ESI*4], variable, etc.
immediate :5, -24, 3Fh, 10001101b, etc.

bM BUT Yf TTESTIOBMM Awr yOSK/bHy ueFbIl®@B F ir WOF ¢ T fFr ¢Fp A439&b wt W3 3t
. C | pY Ao9b

CF, &, SF,OF, PF,AF ck d9frryA/N3OF nuMx? OXf§3b

F r M@&Wbecxax 3blhb oY CHTT B bixB _ 6 1wo EpErandsy slFe3sk FomHbbtT FasYQ 34Kt

6t IOF EYX esB ry
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. C_ﬂ.lﬂ-ll amszc]hJJ Clowdl aal (i (J2x0 (@[ | — |

afF 33F 3 ck wryYlIOF (ompyyderandr r YoARBHORYr g Clc 817 Yp FMox XY K
MOV ebx,30h Fr 3y 230 p@Qi KUIOF S4UYvOWBex30kYbies/1bwYcb WF3k eblt IO

FMblk M B®IWOFyHIOF 3Ux fc3J
e B F XH bltwo gpeérarfdst TIOF oY F.B8@LOH 3IxXNIOR-BMhHKOF pCjb oYX 41ty TR WO
byte ngcwordYnmwWord FBY MWHATape@hd 6 F JOOF ¥CAIX F3 XU T WODBFMIOF g

WOBF mIOF 4 F H 3PEinted X KO PlFdFptr s ¥E c K

.bmMmuyuF 329BF /1T OF nHw c »¥pPh KFr yFBFH1 T OF Ir t
.bMuyuF eB cXFf ¥ IOEB QprpyfH/BF u OT R
(BYT HYFTFOF FndBvM¥FYxs wWhfxeOBOF GelyHB A KF » Db
WUy Uj IOF TretmTatle MY 2 nr 1t FB FnlowwyYHEs s wuwyNAMA Kr W@k b
CcFHIOFM OYTRIOF ey ? ebll0 c UY:3BkuthIablewy MDK wc x A My Wr il ¥PF 3 119

( BUT
1AND O | O
OAND1| O
OAND O | O

BUT YFTFOF nAKNDOE b awHps s EOBTEBIDAAHY b
c IOF g MptfbTakblex . OF | wy Ul OB wyyyAda Ty ad 4

wtyss3sOFT eyn?df )3 e lQF od0ptoTa@d& 4 OB FYwUl XBR wyrVedTH aH Ub
(1 wtyssKOFT ey¥dsbs FfrFMFD

1XORO | 1
OXOR1 | 1
OXORO | O

MUL, IMUL, DIV, IDIV : wy X yyK ¥OF 1 r. BOR3.2

2yc CXFYWF UFYOF ¢cT farnYbh PHB EY? wT F’T
WhHr A8 dfF Uy (T b F 3K
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el caydll
WSl Awidl

Clowdl aal (i (J2x0 (@[ | — |

Wy fOpegaldB) dbiB F /1T OF F ntlO Y9F rfy AN

REG
memory

@V nAK X3Ir3T1 _AUFiplpA #EMMM OLIAp F |l w agmMC? WOIL KR yesKT bytom ¢ I
IDIV
CF,OF: bBYT wy HOF 3 IOF IMELT MOUORYr iy SHKI ba F O X ¢ |y

WM F@e topln § T wyry4UYlOF ey 3TFOIOF eybfk 3rjb FkC3K _ duiff F N
(undefined) wr y YIOF wT mI0Ns @0y @r § H715 BOIO®HH 6)I0F Br f 8MOF abir il 9T

cKMUL WMUL c3ryd/lbh ¢T WOLIKF Fnanbhr BYxndAK IT
A byte operand is multiplied by AL ; the result is left in AX

A word operand is multiplied by AX; the result is left in DX AX DX contains the high-order 16 bits of the
product.

A doubleword operand is multiplied by EAXand the result is left in EDXEAX EDX cmtains the high-order
32 bits of the product.

-2* -4=8=8h=1000b

MOV

MOV bMbF bfxr O
IMUL

AX=8h=1000 b

1700 * 520 = 0D7D20 h = 11010111110100100000 b

MOV AX, 1700

MOV BX,520

MUL BX CXFYXHKF bFfY¥r
DX =000D h = 0000000000001101 b

AX=7D20 h=0111110100100000 b

12345678h * 99999999 h = AEC33E18EAD65B8 h =10101110110000110011111000011000111001011010110010110111000 b

MOV EAX, 12345678h

MOV EBX, 99999999h

MUL EBX

EDX = OAEC33E1 = 00001010111011000011001111100001
EAX = 8EAD65B8 = 10001110101011010110010110111000

CHOF YHOF bFf xr
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Awsell Awaidl

Clowdl aal (i (J2x0 (@[ | — |

AauT 3xr tOF 2 _ Ebm QYT blGEY UcYsY/¥T FRAMm TF BY _ p Ol NIKOF 2 WxY c3fiT
POF3TF IOF 2b pufVickBFIORL Yy Tefls Yiah

FB 61 Wr FARKW 2bixOF dbfj IOF oY DW (DWIORYT oy lOF1e T WM G HHOPF RBFF res
Msrfy CT120

Size Quotient  Reminder Dividend
(61 ) (6bf)s (cUF pK(My AK aH)r

Byte AL AH AX
Word AX DX DX AX
dword EAX EDX EDXEAX

11CCCEEE44BBBAAA h /33A33A33 = 583EF4DF h = 1011000001111101111010011011111

MOV EDX, 11CCCEEE h

MOV EAX, 44BBBAAA h

MOV ECX, 33A33A33 h

IDIV ECX

EAX = 583EF4DF h = 101100000111101111010011011111 b
EDX = 15B96C3D h

INC, DEC,NOT, NEG wx IOpyK WOF t r. BOF3.3

wydpgrand®f bis f ir OF F nlO dfr rfy 91

REG
memory

ZF, SF, OF, PF, AF wy IOF 9 IOF df INE,DBEE wr YKANiHF O X ¢
HdF TFOIOF eB NOTY wyryKIN»HY ¢ b
CF, ZF, SF, OF, PF, AF. wy tOF 3 IOF Jd4KEGF OF AMPK OXP b

CcFmM pFCUr 3 G JWriQFAIp F T O3/ a H

CcFm pFCUr 2 IOBPFUIWIOF-AJIHY XY 2 Pa H Y

(cyj Hb EHNEORET) KBF8 F 1T FOF dF 372 e sBNOUW 2wroybAJEHRINTD a @ Ub
.F twO's complement | KOF 9 wr y HIOFEGbBHICW-3Jbp 9 aH Wh

wy 3F Fj IOF dfFy dAr NIOF Wy r t LWy 9K, A@hmétig instracioR WX PmjOOF _ gHOdp Bk Fu
.bit32 pFCKBbF n 9K
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Clowdl aal (i (J2x0 (@[ | — |

MOV INSTRUCTION : w/1 2 yKHF 1 1. ODR3.4

wydpgrandeOf i F JIr OF F n O wr WAN:

MOV REG, memory
MOV memory, REG
MOV REG, REG

MOV memory, immediate
MOV REG, immediate

BUT uHT [ l¥gmenkregiBtgr nTIBF /IT FOF CcY aF b fwlko

MOV SREG, memory
MOV memory, SREG
MOV REG, SREG
MOV SREG, REG

( destination wn § Hbl@FL F 3 B FsOurckOFp GTROW®F ¥ FOF 3B F Ir IOF €33 H|H Y

WAF I Db HK WD aHU3sH FB _ WOM 3r K eblr 7 .ugyrxs uCH Ze P 9Ty UstOR: j m3t
6BFXOYOF Ob Eylm BYT uCTHPOIxX

FKOBM XJFFIOF OBFMUF WNyr 3
9553h+35h=9588h
MOV EAX9553H
ADD EAX35H

111011101b * 100100001b=100001101001111101b
MOV EAX111011101B
MUL 100100001

01100001 AND 11011111 = 01000001
MOV CX01100001B
AND CX11011111B

ey? POjIOF WYH? LWOMwsci B KT lfugr ynlfOd® Ysseh MY Y _ POcuFfl s
ClOF 9 IOF bpaxr FOfblc Tey hpOYs /by Bl b
01100001 AND 11011111 = 01000001
MOV AL, ‘A’ ; AL =01100001B
AND AL, 11011111B  ; AL =01000001B (‘A"

203/4 =50.75
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Llowdl asl ¢l ¢J220 el

4 | il Qu |\ K@ dobi ¢ .

MOV AX 203 ; AX=00CBh

MOV BL, 4

DIV BL ; AL=50 (32h), AH =3

NEG 5

MOV AL 5 ; AL=05h =0000 0101

NEG AL ; AL=0FBh (-5) = 1111 1011

NEG AL ; AL=05h (5)

NOT 00011011b

MOV AL, 00011011b

NOT AL : AL=11100100b

c IOF 9 IOF OCUKDSH2BES]T AfFki 3 TIOF C3 K WMHEIUHORYr o/ ™ KABp mAYH K DY 3 10

NOT 00011011b
NOT [2156]  :[2156] = 11100100b

JUMPING INSTRUCTIONS: VARIABLES: Wi B F RUGFH 1 T 1. EF4.2

31 K 33 By HCOTPOFYI M Iomy Y D 4 HOK g B0y b OBeidindy ¥a 19 @10F FA A lp b
unconditional A m O 1 3By DY Idanditional jump Am O 1Y illO®E Fmpm 6 I U Y DR Yh FLHIOM
Jjump

FUGK Obpg DY YOrli Ok mO | O VOFDIORG M ¥ Y HCTIOF 18 MOB T tOF

Instruction Description Affected flags
Jz DY Wt y & x (OO | ZF=1 C jump
INZ DY mpMf iyt y § xBAOW | ZF=0 C jump
JE DY Wt y § x (BRDW | ZF=1 ¢ jump
INE DY bMF byt v § x BADW | ZF=0 C jump
INC 6 H2 fcarry out)6 p F PEITODHUISB, MW | CF=0¢ jump

(borrow) 6 p f d>BCOFc FGHFHS

Jne 21 Y ®r g MJEDT KOY BT J]lzn Y O 3 x F
b HBHK Opk3 KibF ¥ B

CMP BL.2
JE ALLKO
MOV DX44
JMP AT4RE
ALLKQ
MOV BL,7
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el capd
AwAoll Awidl

Clowdl aal (i (J2x0 (@[ | — |

AT4RE:
NOP

allko m_allko n HOwy Y ® 4 808 yofm f A NpMETw B m O B W, 36KX2 wr y MBBEwx p § $upT F € B IOF
CTPMIOFhs BIF BRI IYIROMNM F xes ORDEYe Tlabel MY @ birarD p r label e KWp FHIKK
AF 3 YFBBYspF H3 Y g B

MY 3 v To lOROF @ BORRYy PBli 98 Fpny Y6305 MrIHORE O W YMWOE KD o MF 16 $a1d MF B
atdrent [ r label. OROmB M O D pUPD ¥ M MOV DX 44 H kKWF M 8 € KPR d

NOP wr y AdlOEH 36 %F Kk MyaY=s1gdV BL7 wr y AP Hh3 BYF mf [WiORET g Mw -
FKMYy Y339
FKMYOYantpwr y AO®HH3 BFvMF 8 CKWPOEdF B Y -

. c13r /a3 % b npkYifo operation . pOF e 8 Ropwr y A1 b

LIF 3( k01208 n KO491200 e B WO WFTMIA Hy HOBSH wr y S ¥OHK i1 9 Y y.pKmBFHA® O3 KIBF ¥ B
Wy QW ap s A v uerE O BYC K

MOV EAX25H

MOV ECX8

BEGINNING

MOV BYTE PTR DS:[401200£CX, EAX
DECECX

JNZ BEGINNING

RET

e bIfOB Ol y JAECX31 ' r ¢OF8 wr y M OB ¥AXe bly¥amt [ r GAFY T25H wr y M KOKT F € R tOF
iy t HIABOFLEMOV 3 U 336HYYy BEGINNING6 Hf LABELLUF 36kX p F- EGKa C b g [ ¥Jp F I120F
wr Yt Yrm KU T D | Ak (25 h) F n pYiexs KOF y H KBYTE PTRH ka C P g [ (Di@Etive)
WO YlIH 36k¥01200 + 8 = 401208 n HOW OB MpYn $obwy Z5h wr y H HF IOF 3 1Kpr F2OMEC®p F C N1 OF
XUj 8 fQu T =KbF s1uCEr v H 308 Wr sHOF WZBFL 3, nTY THEBECXwr VI HvMyBm O B

M CHwPIORB g K&r blz ¥ WHOR

niodY Uz TOF 9XOf 20| IBFMES)X7 4 YT WD PECECXMY Y DHmy Ab KB I ©OplD
BEGINNING

O H bBRA200+0=401200 F Kk C/By W@ Fc OB Y 3wW@Fd a Al B X FOF m bixk M3UWOB Y 3wW®FH a Al §x m
C 3 JFTM IRMT H kK MIOF I BOFY €. FMwlj 6 @07 € F1€ zFr=1 FM@&<0 € FY® yal4 xF
Oy NI a pOB »¥Oowontrol) WO I y ) pOMKYFETURN
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Llowdl asl ¢l ¢J220 el
4 | il Qu |\ K@ dobi ¢

bFOQKeYBF fls tp Ty % fi g FOF » YO sWOYiabkTP s DY NHIORF yesBOD b 8Dt OToy I pre U 3

OF PMWAF IUuBR K(MSBp YU 2038 0/BHF mME X 3 JIFTMy ) T p svowy 3 HOF Bip F Y BoM
5 OF OC N1QFHOr ™M @ F BbMaotmH |8 C NOOFRDT mf [ B

CMP OPERAND 1, OPERAND 2

INSTRUCTION DESCRIPTION

JG JMPIF OP1>0P2(JMPIF GREATER)

ING JMPIF OP1 <= OP2

JL JMPIF OP1<OP2(JMPIF LESS THAN)

JNL JMPIF OP1>=0P2

JGE JMPIF OP1>=0P2 (JMPIF GREATER THAN OR EQUAL
IJNGE JMPIF OP1<0OP2

JLE JMPIF OP1<=0P2

JNLE JMPIF OP1>0P2

n Ak Fihy KMC Jel@F D k( MSBp V) U 2038V Y = MAY> T Hor KOFKUHSF DN TMF r y A i g OF
WpF !l wk

CMP OPERAND 1, OPERAND

INSTRUCTION DESCRIPTION

JA JMPIF OP1>0P2(JMPIF above)

JNA JMPIF OP1 <= OP2

JB JMPIF OP1<OP2 UMPIF BELOW)

JNB JMPIF OP1>=0P2

JAE JMPIF OP1>=0P2 (JMPIF ABOVE OR EQUAL
JNAE JMPIF OP1<0OP2

JBE JMPIF OP1<=0P2

JNBE JMPIF OP1>0P2

by AL OBUuF oVYH F
COF 3 lOF WNIrur HIF ¢

MOV AL, -1
CMP ALO

JG SECOND
FIRST:

MOV ECX3
RET
SECOND:
XOR ECXECX
RET
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Aol Awidl

Clowdl aal (i (J2x0 (@[ | — |

11111111 ¢ IOF {YOF D)) BCF a F OF WOFP 94 b w

WOYMYOEK Mae BOY By KO IOfU) 210 01 DO Y F o, 1©OF v 1©F Bx p ¥ BIIK 3 K
nlowory NpOFpsFTr BET wr y 8IF BEKXEC)E3 o ) RIPT ECX3 wr y A BT H 96 BF 9 IOF 3
.6 B F X JF yec8ve HOF

JGe b CIAUB Cb geFHROAF [EIQF.c HOF [® HOR AR D 3K bIHO

MOV AL, -1
CMP ALO

JA SECOND
FIRST:

MOV ECX3
RET
SECOND:
XOR ECXECX
RET

F 33 by MmAXWr y AR Hek®it®11 1111 : ¢ IOF {UOF D j) D CF aF OF WHP vt h @
F 3 KOHIPM.E LL 3eHBF O¢ k D Wp f INuARK CHIDy MSBWO Y 3 MMw> t p B OKs® B F fl 3 K
255p mF [fFh Ctp B K 1OW11 1111 wr y Y IOF

3Nt 9 HXCRHORECXWr y AVIHBEOFs 3 AN IOA | GUAMYCY D6ED e BO 3B Ik 4 PF M
.aF 3WFIORSTr y BIA $KECH0

ECX=0 n AKF 3 A BWFcCT e bIBCX=3 n AKF 3 ABewr v AldgccT g Mw

VARIABLES: 9 F Oy 132406

nioD3 36 F xeBXiE T UBTYF Oy Ta OBHey 3 6Arw W PR KO BE i fOF biskdy M3 r IOF
:c IOF B MOET HOF

db Define byte 1 byte = 8 bit
dw Define word 2 byte = 16 bit
dd Define double word 4 byte =32 b it

: ¢ HOF 80§ Ebi45h Wy € RYC 3 Buxevord 6 T ) M@bl X)@llko 6 B By MCarBOOIHT -
Allko dw 4445h

::c HOF ayOfy T OBl By C RYC 3pBiF C F C K BexbIBDy M & ¥ KOFT JOp/bbp MF B -
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el cajdl

Llowdl asl ¢l ¢J220 Bleol ]|

AWEl Al Cu Ul (2 Jodl |
Allko dw ?

CTAY T Myl BBV M ayy THYEC 3BUF B MBEYC b.wy ¢ RYC spbiFtanC I 0@y Taby N Y suFsbbFK

data? T Ys
:c HOF Aaayby T H YCABOUWDHbIF T Y -
xxx dd 7,5,4,8,1
.0 Y FumG rdword 6 T | DR 3XKb D Hof BeKBwx HUpBH YCFBO fl 3 P &l K
: ¢ FOF 3 aF 3 3 dbhr & FOF O O KA H Hh A HO
Add xxx[2],400

.F M bbgofil] ¢ X F RAKB] M kKO T 3bKMAYE € b

_UTI BB T(Ebin282p22Bh) 40 wy CFOp PUBDK T WOVbE BIOF 94 PG x fp gRRYY 3 1O
ey? ck UTF A0 RyteshWOF DT YIYHFA AEFVERVMGEH L EY ¥l | 15 TyG KCT DX M
(255 @55-

Atde db 40,40,40,4 O
: ¢ IOF PHFBYY T DB 3e Kbl O
Atdredb 4 dup (4 0)
:c HOF aOrFCTRYC 3 BIF aKvap bIkOc | B »Or1 K 3 3 bir 1
Atdre db 4 dup (?)
: ¢ OF ¥ HOfY® BIA § A R3FIGFY
Xdb'A'

ASCII bF wHlpaFERPs HPHY UT61Y BF Oy (Istrings) J 1 h3z PP m ICF D41th1 ¥ b
(OQy3bF ¢cT CcFmM OYH bCdyw bf ONHHURNGEPDEFERAA RUB)OFlics clir

eystCle9s p/BWBTIY B beky BY isting. MWF O | J0EC b M
"EcBHPOCT OFIKC A3 batringCT D1 h
msg db "AT4RE is da best 0,0 MY msgdb 'AT4RE is da best',0

4F eOp WiBU S8 FC/ths Ruw.string . IOF nnasi® CywiOF o T HBLL) O Y FHOFtHMCy ¢ & BDF tOF
3Cj HMg KP O /Ubk BRélep H AA KB [ 1 IOF

cTin A S FuHryr@HOE P HIHBICOP O @ YWWYAP O WWBre® CxYk 11 9 TUY/FBKE O3B Y
Jby 3 b 9YFf B bl ASGHE fma C¢ blItO

Y db 65
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bl asl (Ul (J2x0 bl i
Awegl il ow adl = Jodl & .

ROTATING AND SHIFTIIG INSTRUCTIONS whpF [ IOF  wKHBA2 [ 1OF

4dfry @J/k€HOE M FOFekbI OB UdTF 1 ly M MF 3 ayx B CalFFpu G HOR AKIHC | @ | VEHDRD
FNygt2K CjbgHee0 O3 4 F

00> DB FIMLWD N9 g BT Y

¢ |1 9o Y H yCHOF 3 BOF IGF sTHEQFO ¥ &I F [ P A pRotate Left . pOF i xTF8 I f KROL
ROL AX1 My YC3ED

FraFnlomswb % k™Y > IPME 1FTLL(LBB) U 2b Mor3) Hevi O T Gil§MSB U4 203 8Cy BECc b
.0 Y Rk

ey ry bt p@Rptate right . ¢OF Ha BOB K M:kROR

F MKROR CH,30BMYy YCBHCjFTEC be y I v AT p m € HAH®FO YeQHRDL w O @ WO bl YOR
(wy OH F 81 ROR CH,10 MYy Y3l IBTY F

wy A F w 0

01 1 1 1 1 1
ntombF Wp 1 0 0 1 1 1 1 1
wy XFf ¥ HOF 11 0 0 1 1 1 1
WoysbrF W1 12 1 0 0 1 1 1

CF:
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el candll
) C_ﬂ.lﬂll ami]h” Clowdl aal (i (J2x0 (@[ | — |

.CFn IOMSB, IR M (LSBN K@ y r g EDFW T F 6/=mfShift Left) p f I we F3G whH DB E MiISHL

F M BIKY
J——td——td——!d——.q——.q——qq__.q__.: 0
CF
Before ::c IOF @ 4GFIL DL,1: wr y SWIwMOFCR (¥ 1 T
33 | 0 11 10 1 11
Cnhlo a 1 1 1 0 1 1 1 0 4a&a o0
CF CF

2. @ O T Lyl JFC MIOAJaZH W c BMSHD O MYy Ya3mlgc F OBIE WYB Fukl Yux3 c biB
:c IOF 330k Y
SHL ax, 1 ; Equivalent to AX*2

SHL ax, 2 ; Equivalent to AX*4
SHL ax, 3 ; Equivalent to AX*8
etcé

MO LWPF y'opwly 3 PIBRLE BcYTa Cb 9 3 HAFr HOF W T y_Til dpsbi®@

Ec.¥C?r IOFSHRY X

.MSB, ®F D] YI©Obh Ty b MWRSB ©P KKty Bc sSHRALL: bfF ¥YF MOFOpk3 K p

2n Ak Kk Ow Qe OF v YiOF £l 3 JLJC c FMSHR O MYy Yasmiy 3 ¢ bl B

SHR ax, 1 ; Equivalent to AX/2
SHR ax, 2 ; Equivalent to AX/4
SHR ax, 3 ; Equivalent to AX/8
etcé
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el capd
AwAoll Awidl

Clowdl aal (i (J2x0 (@[ | — |

.RCLMRCRMSARLWI WY 2 FYFIOFy 5 fi syRRUT Lt yLF/BHr FOM syl Y 3 1O
WCc Fm WupOpaTRydbs @ jOF 3 O 3 F A 3QRYF y AN DIOF x T M6 1O "

FOY¥BXwr YOI 1P T M nUrLLH @Ry B ® teek SHL ECX32 9 x myr y AN bisohwy ¥ IOyt DB | tOF
32. BCXc TU2B2. BEY3 Mgt o0 T I0Fy reysB6F 3 b ¥ Yyly 9D Kwyc FulyoH B2KMLUF 30Kk L
69mYt PDFlrwEWr waPEGuwEFEF hagtFy £¥ @FIOwp ¢ 3SHL ECX33 3 v gir y F/LEFAD Y Hb

(blxB 3y Allg IOF YIPTCUkIOR fr WOFREVED LIVF DEC /1 3

MY WO BX Ot I r BDF MCI4 GOy kI Blc ¥ ROR BX16 D v & y A AT r 10§/ Fyd KGR | IOF
ROLN AR YT R b MRbLY OROBBX1 o TF BOR BX17 4 ¥ LIE & bn IOMil, & HOFidoH Ty B

CK FKOTMCh 63yH c3IlOF 2wyr y4FtOFK FULker 1 SUKOF ugry 'cBTFOBACHRYHE F K 3 JOF
eyrydl wcFCwWF wyjayjiml My Hlb wdd cwicyrs 3 Op.Wp AUIF® F AnNsigriBide MY U {F b
wc FCwWF wy Ar.GF YovTy x1 Gift® feThlk@ LLF 2 WSk urFBH KB Twy Ar N1 dr Ul pY

CcUF3YWOF ndAK bHBj OF Mygrsrr‘-)jOYeﬂ C

ey 9 yeQr oriQps/ /iy BRM®IESHL AX8 O x wir v M Y1 Mi3mb

MOV AHAL
MOV AL

‘e y 9 yalQF BriQpy/iygsBRMIR: e v 3 yeQF BriQpsy/iygs BRBIESHR BX8 D v wr y M Y1 Mizwh

MOV BL,BH
MOV BH,0

cey 9r yeSy/bw By o X Hehg KOBLMY6 B F ek EMPMH > Yk HHpR HODo3 iH-F ¥ B

MOV AX64
SHL EAXOC

HEXa F 3FCH XP g YOLOY, by Us s RETH XL b

Myely 31 ly ¥y O®B F xkDBD ICy b Y HIHOM W) F H FKORF M K

SHL ERb, B = EEHLEteri LFPL]
MO ECH GEGHRGER

HSE | E0x GeEGEaEEE
St FR: ARARARARA

50 |



Ul cai

lowdl aal ¢l (J220 Mlcol |l
el Al U dl¥@>: JoHl ¢ .
:F8 o dFm
MOL s, 54 4 | Registers (FFL
HOP Eﬁﬁ ARARARAR

003 Y F&8JOsB

MOY A, &4 Eegist LFFL1
e ECH oBnEaEsan

64 h* 1000 h=64000h p Y(CWH YKI® DD BEAh U D LFB [ RPRYY

100 * 4096 = 409600 p Y((12 WH YuKi® R eBO0F 3 3P0 T /MHTF 3

CALL & RET: w/ 3F [ IOF wKSB&4.2 [ IOF

WH t O IOKstagkF HE3ObIr IOF ¢ T W H TCOLOP B gl W CKLFTIYtOR GFHFC® SHIEALL
WGy Y I0B2bit bHT 2

"FNYY F3thy (BweK)F AF 3 T F ) KOFO HTWMF IO wWOF CHOF e B WH T O AMOetOBBUIFF F Mik  a
.WHWFCIOF eB WHTOWF CHK |

ESPOt Fr fOFEChbIr IOF O1 ¢ 8 OJyyMNbh XTOB eK WWOMM dFf g7 F 3 ROF

nNaME&®OBLUF 291 x ECHIrtOF ¢T dfF3TfF? Cy3s3ib u

CALL function
é

é

é

ret

MYy THbM OF Crj 3 nnaxF CLl cBkf ¥
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RE ()l a0l ¢J< a0l Mleol 1l
a | il daol ¢l Jodl |

Al anlys de degpy danl
Reversing,




cuel cadl
Awsell Awaidl

I R R -

Wy FblTE3 GHKXERa Ch gd 9IOF mpeusFFvD X MDA I 3Xr 3 H

RE (Jl a0y (g a2al (@[ | — |

OLLYDBG .1.3

GBFeXKOH ACDHLRIABIBE vy /My d o y YDehdgging., BF TcBTWO nD ¥ BKE B F MK IOF
(bl OT @ KthY LiWp H MWHOA WH T Lj TRYE Y F rckdf N1 G Fl pbm H@B2dasm

FKPFCHF ¢ T2.0a dufo INBjIOFHENG p F CER O1 3)TD bl B F »1IRKIPE 2% Fxa K p
(MFH2BF ndK FPnpk¥IOE3IQIT

SCAVA | 3.+GEL1I

@ OLLYDBG @

dFCAtrioF pFCKFLIYW 4y hs s |pF

eB #hgdAZig PMIOEY| pF 93 Fp WpHTHT KFr BybgAn IOMFICy Ct & T4 BRI W >
‘®PHT B33FDOHF

Adresse | | COlvDhby -

|| readme

1% Cmdline.dll

|% DBGHELP.DLL
4k OLLYDEG

&) OLLYDEG

%) PSAPLDLL

%) BOOKMARK.DLL
|| register

| |license

BUT 6y 33PGn® MDPKk 6 BF 2 X?JF FIOF 3> fthFeT CYt B

FNnjuUss®H c3OF 6BFOJIOF 3y dAj hUBDF ¥dB EYj KN oM
wWYAsbrtOF 4 TFYBbF D3y Plagihs ocU3r IOF i fr N:
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http://www.ollydbg.de/odbg110.zip

el cajal . ,
RE ()l a0l ¢J< a0l 15 I | Y ||
Awaoll A dJaoly ¢ Jodl L

1 Adresse | | CHOllyDhbg -

| readme
Cmelline.clll
DBGHELP.DLL
4k OLLYDEG
& OLLYDEG
%) PSAPLDLL
% BOOKMARK.DLL —
| ) register
| license

DD

]
(]

@Plugins: CAtr lOF nlOF wyfF 3lOF YR TF

Wy IOPLLFDBG dF p F cxR ||

YFpFCKbF WNNBIOM B TR pTHKW U 31 T ®HDHgKF EHps T TFM

3r B WbF pOirectofies 63 BFF ar jomglep I At Hb 6% QFE::CLSSSIDFQM}HK»( 3
MmAY BF Wp H RAROF

H Appearance
General] Defaults] Diglogs  Directories l Fonts ] Enlnurs] Code highlighting]

DD path:
|||::u:|||yDt.gaL|DD UDD :Gl Browse |1

[v Backup old .udd files

Plugin path:
"E:HDII_I,IDI::Q"-.P‘Iugins Plugins sz | Browse | 2

i= 3 0K I Unda | I:ance||

6 X

Plugin path changed

L] E You have changed plugin path, To ackivate this opkion, sou musk reskart CllyDbg,
L

o]«
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http://www.at4re.com/ebook/1st/_CHAPTER_I_/SubChapter_%20(03)/Olly_Plugins.rar
http://www.at4re.com/ebook/1st/_CHAPTER_I_/SubChapter_%20(03)/Olly_Plugins.rar

el capd
AwAoll Awidl

RE (Jl @0y ¢J€ a2al (@[ | — |

‘wWwyb®F pHFRIOF ¢T Frb LLI,beFCKFEIQgﬁSPBF Mn SRR TTK

........... \

Securlt_'r' l Del:uug ] Events E:-:u:eptu:uns ] Trau:e”]” SFX I]St-r:ngs_ll.ﬁ.dd;;ssesi

:%n |nading module-related information;
[v [gnore path and extention
v |gnore timestamp

[ Ignore CRC of code section

v Save uzer data outside any module to main .wdd file
[ Allow stepping into unknown commands

v Allowe code injection to get address of 'WinProc
[ “am when breakpoint is outside the code section

[ “Warn when terminating active process

v “farm if ot adrministrator

Security ] Debug | Ewents | Exceptions ] Trace ] SFe ] Stings  Addresses

v Demangle symbolic names \
[v Prepend ordinals to IMPLIB narmes

Dizplay address in form of;
+ HE=, Symbal
" Symbal, HEX
" Either HE= or Symbal

[v Show narme of local rmodule

v Highlight symbalic names

R T ) ————— e f————

Eummands] Dlsasm EPU lHeglstersl Stau:k ] .ﬁ.nal_l,lsm'l .-'f-.nal_l,lmsE .-'f-.naI_I,ImSS

[ Spnchronize source with CPU

W Underline fisups

v Show direction of jumps

[v Show jump path
v Show grayed path if jump iz nat taken
v Show jumps bo selected command

I+ Center 'Follow'-ed command

Mumber of vizible lines after stepped command Alines -
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el caydll
WSl Awidl

RE (Jl @0y ¢J€ a2al

ey

I:Dmrr;.;nds ] Dizasm ] CPU

| mmmmm o — =

S

v Cecode registers for any 1P
[ Automatical FPUMMMEA20 Mo registers
[ Decode 55E reqisters

[v Show last emor

JoWle o1l

L emme ey ey .
Registers l Stack ] Analysis 1 .-'f-.nal_l,lsiSEI .-i'-.nal_l,lsiSSI

Eummands.] Disasm.] CPU ] Reqisterz étack Analyzis 1 l-.ﬁ.nal_l,lsis 2. .ﬂ'-.nal_l,lsiSSI

Procedure recagnition:
" Strict
(¢ Hewurstical

" Fuzzy [not recommended for tracing)

v Show ARGs and LOCAL: in procedures
W Auto start analysis of main module
v Recogrize loops and switches

v Decode cascaded [Pz as switches

O2F b ™M JVORAHIOB UFTMK F NATHI| T

D3y ObI}yIOF 3O-r1 ¢

Optiu:uns Window  Help
1 Bookmarks * ﬂ HHE

2 Command line
3 WindowJuggler

2
3

&dvanced ] Cplions
[

5 AnalyzeThis

Prarecs Pakrher

Cc3lOF EmMpCIOF Me ™ U

nxF Ecbah m pUuar IOF

093 F wmMmedw O v BOF

ClOF 3IOF B Y4FpFCK®B
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el caydll
WSl Awidl

RE (Jl @0y ¢J€ a2al

Additional Options

Bugfines

Additional Optiohs 2

JoWle o1l

Additional Ophions

Bugfises |

Additional Optians 2 |

AntiDebug | AntiDebug 2 ArtiDebug | AntiDebug2 |
Bugfises Additional optiong
[ Expand plugin-lirit to 127 plugins [v Enable Advanced CTRL+G
v Kill £2¥5 bug [full fis in sting-routine) [v Skip "Entry point outside code"
[v Eill MurnOfFwa Bug [v Skip "Mare than 1000 patches"
v Eill litHe Analysis-Crazh-Bug * Sian
v Ignore faulty image [wWinUPack) [ Delete all patches
[v Fallow in Disasm for packed images W Skip compressed code warhing and
. * Anal
v Handle exceptions in 0D Pausedes na_l,lse_
_ " da nathing
v Always enable "Copy all' [own risk) .
v v Skip "Load dII" and
V 1 M | n LR L -
Fis "-.-"IEW.fI|E % "Copy to exe" Dialog & Loadup DLL
v Show all jumps and calls - ~ .
Allow action in Olly while uszing do nothing
[ Ignore faked Export Table | =64 Compatiblity-mode [single-step)
v Handle Baze of Code, Size of Code
and Baze of Data
v |gnore and skip CO0D000SH [lmv Handle)
[ Ignore faulty handle when terminating proc
Ok | Cancel | About | Ok Cancel About
kaRkus TH-DJM ©20o0k kaRkus TH-DJM 2200k
— S
.4 I i B B =z || M
: —_ _ = =8
= cExz2275 7 a8 5| 2K
= =X O T© @@ = = o0 = | = = 5
= % 2 2 ; 2T a0 of a LE = I
T { o =z2e @© o O ® 5 o0 = m m
o T m o I o 22 m s o o 574 | T =3 =%
= 2 o ofF @ 533225282 & —-
5 T g T Z>oL23d8 3 |° B M
b .= £ % 3 28483 g T = | — K
T o w3 B2 s 3 o 3 L= o
: fu g = - = < Tz & T m i -
= |3 E QL Z2 @ om og 5 3 2IE .
z (D g £ % 7 o5 2o [ = =1la B
@ = 3 5 % = go ] g = E|E
S s 5 *“ [y =] T 0o ol | =
2 R & T2 M
fa ] woa ] [ fom]
w b o= [=g O
= =1 = =
=8 B = 5 =]
& o 1 2
£ 7
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el caydll
WSl Awidl

RE (Jl @0y ¢J€ a2al

(@[ | — |

OLLYDBG MT F 3.4 l

Wh FOU C/ABHwWMIOBI FOE@HRO IOF 4 ybTam NgQFIOR Ugir F kM c T MT
OF aM®?2 wy?IF3)Y SUEDWDhHR HWM M

P d B AL o LA =
[€] File ‘iew Debug Plugins Options Window Help - X
i B -HE S . =|:f
BR4E132E|] «~ EB DF JHMP SHORT CRACKMEZ.EB84@138c H BAEREEEE
Bad4Elsz200] > BE BR8aaa Moy EAX, B8 Cx BAlZ2FFESE
BadEl1zsz2|L.~ EB D3 JHMP SHORT CRACKMEZ.@@4@128C Ox FCO1IEE94 ntdll.
BAd4Elz24 rs &R 24 PUSH 26 Fotule = MBE_OK TME_ICONE: Ex FFFD4B888
Bed4Eiz25] . 68 192148| PUSH CRACKMEZ.AB4R2119 Title = "Good workt*™ SP a1 2FFC4
Ba4E1z22E| .0 68 242148 PUSH CRACKMEZ.AB462124 Test = "Great work, mat EF B81z2FFFa
Bodcis4g|| - FFPE B2 |PUSH  [ARG.11 hOwner = BE4E166E =1 FFFFFFFF
Sgisigig o Eg Czaaas Eg%h “JMP . &USERZZ . MessageBonA| b Messag=BorA OI FCoz2ev3s ntdll.
BO401345\r5 A oo FUSH @ BeepTupe = MB_OK L7 BERaEE) (LA
Bad4Elz24E|| .0 ES 96BEEE| CALL <JMP . EUSERZZ2 .. MecsageBeep| bMessageBeep B ES @823 ZZbit
Bad4ElzE6) . &R 248 PUSH 26 Fotule = ME_OK TME_ICONE: CS @AalE 22bit
Be4E12521] . 68 &eB2148| PUSH CRACKMEZ. AB4B82160 Title = "Moo luck?*™" B S5 @822 22bit
Ba4E1257 ] . 68 &92148| PUSH CRACKMEZ.AB4B2169 Test = "Moo luck there, 1 DS 8822 22bit
Bodcizec|| - FFPE B2 |PUSH  [ARG.11 hOwner = BE461666 B FS @E3E 22hit
Ba4El25F |« EE RAEBEEE) CALL “JMP . &USERZZ . MessageBonA| b Messag=BorA B G5 aaaa HULL
FAd4A1 354 |, C3 RETH 5}
Poantaec| [T EBPazd G4|mDU  ESl CUORD PTR So:(EaPral| ntdll.7CozBras o Lesther ERROR
. . : +41 ntdll.
podalsec o ! FL BEEEEZ4E | HO, HE
mirhirkEalrl] [=lnlrr= Fw‘lll Ll BUTE DTD O, FECT ] HB 8185 9184 BBBB
M1 G886 GEBE BEEGE
MZ DEEE GEEE GEEE
M2 BEaEE BEEE BREE
H1ZFFCE| YC92E728 | ntdl L. AC928738
BEACCEEE| B8 B0 B0 D6 GO GE BE BE| 20, .. DlZRRLE) fhazarss
BO4EZEES) B8 B8 B8 B8 B0 B8 B8 B8] ... eeas
H12FFDE| YFFD4BEGE
BR4EZE 1) BB B B8 BEA|( B0 B8 BB B8] v ueeanns
B12FFD4| Z2SB8S4BRZE
FR4EZE1S) A8 B BE BA| B0 B8 BB B8] . ... ..., A12FFO2| @@12FFCE
FA4EZE20) A8 A8 BE BEA|( B0 B8 B8 AE) . ... ...,
H1Z2FFOC| S20FBBZE
BA4E2822) A8 B8 B0 B 680 B8 A8 A0) . ... ..., .
H12FFEBR| FFFFFFFF|End of SEH chain
EE4E2E836) 68 B8 B0 BE|( 60 B8 B8 B0 . ... 0...
H12FFE4| 7C8399F3(SE handler
BA4E2832) 08 08 60 88|60 08 68 O8] ... ...
ARAEZE40| OE DB DR 0O B3 BE GE GO H12FFES| 7FC21eDEE| kernel32.FC216052
"""" H1Z2FFEC| ABRREREE
BO4E2E42) B8 B8 B8 B8 B0 B8 B8 B8] .0 aees G1oFFFE| GEEEEGEE \’
Command : -
nalyzin eunstical procedurez, 25 callz bo known functions Fauzed
OLCFHUYIOBRYBBLE! pF. . . . . ..

QFpPpFCKBbF WM™

(Disassembly) ¢ A3r BF G)I_~ .

SISO » CuUF pfF_ .
(Dump Memory Window) WO bF M:

E Cblr tOF :
Status bar :
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cuel cadl
Awsell Awaidl

RE (Jl a0y (g a2al (@[ | — |

6 CFHUYIOF 3B.4.D|

File Miew Debug Plugins Options  Window  Help

View Debug Plugins Options  ‘Windaw  Help - B X -
Open  F3 a CtCt C4
Attach a MMy Y3 b CN73 AitpichY 3 b.
Exit Alt+x A QU3r lOF

N Debug Plugins  Options  Window  Help = | & :I:-

Log A+l a (...Exception WHCIMH b wrl Yx )n KBF GeibHA KOFy r © oy 3br FHORA
Executable modules  Al+E "E‘ QHY_ 31 IOF CHAr IOFPEIGIBRF HEF W
Memory b+ a QAY3 T IOF CHArtOF fFkItc: tYDMF M
Heap a oQHUY3 r IOF CSHedps B Fwh
Threads a Ugi wF TeeadtOb F |
Windows a (.FNlLI?DFUYp WgipKP CeuFOF MTFH3IOF bHC YFBH
Handles a e@HY3 T IOF wlr BFH? Ygi xF mMF !
CFL alkac a gOUY3r A0 wyly COIOF
SEH chain a (CN FryT FkFs3lhpAkK SEb P OYwDH
Patches Chrl+P a (Fsk 3tFT WOBFMIOR Yy BT DY HRHb c3
all skack Ale+Hk a 003 F +F WK I[FF 3 rHOM FemCMGF3 K1 AK WFpPpF 31 H
Breakpoints alk+E a FnNywm 6b c9IOF

Watches a FnysdK Uhsse WNYm 6|
References a (bl strings bF JAVis K 2Hj 3r IOF o1 IOF 4 feferenges FoHFS j |
Run trace a (Tracing WHF> WHT >

Saurce a FN3B WI3 b ,iejpy WFhp FCH ¢ T UUxF pmt
Source Files a ijydshb CTOb M ##3tBO3 pMIOF LWt BF X
. a J

File & (ij Ysb pMIOF CHAr IOF) £r @b O HexEer s M|
Text file a oU3rtOF cT 1ij UYs b(...comlDPas)s & p u BXIEF

1 Bookmarks 9 a WCcFmM wrny wKOIr?3 ™ bopkindik n 1Y mii ¢ OF Lt
2 Command line ¥ a WX H Yy O @idrRandebbi k0D v
3 Windowluggler » a (.M2F UMMOF 1 3 IOD) & Bp UM@Kk bHc YfBHANI
4 Cliy ddvanced  » a FNN3b WCKF FWlGFF (C SaB |
5 analyzeThis 3 a FNnAYWDPHg Nyrsift » c3glOF WOb
6 CleanupE:x: » a UDD 4fF Y4B

7 Code Ripper 3 a (bixB ey Hyp HE WOl F 3B 11 tOF r /1 3 GlfDbe ® B Wb bl bl
& ClvDurnp 3 a (bix B pMCy KF o HIY HOFOF Dugnp K3 C
9 OllySeript 3 a WACFp eB .9xgBFT QUbIlF
0 CommandBar ¥ a Fnse WOMmMpdSBbF 3 b F  ecemmiasbalOlyDbg n tOF Cy LI-
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el caydl
Awsell Awaidl

RE (Jl a0y (g a2al

Flugins Options  SWindow  Help - O x -
Aun Fa a pUs3r OF C4d
Pause F1z ? @Har IOF Cﬂr..ﬂfo

3 2y ni s tol
- © s oen
a
Stepinta F7 a Call wrydAnb 33 Fp Wwc
Step over Fa a Call wrydnb ®HT pmOr HOF
fnimate into CHIHET 3 Cal pY nlOF blym [CIORWIHBYSYUBFIH®I
Arimate over CHIES a Cal pY niOF OHT OYUIOF @y Yrdsd®
Execute kil rekurn kr[+F3 d — Ret yry 5ifib ntOF bHHbH
Execute till user code Alk+F3 : 63 I ydlfOFIOF ¢ 1 3MIOF bb HHSHHOR - W
Cpen ar clear run trace a H3y T FOJ3g IOF
Trace into Chrl+F11 a Cal pF 93Fp bH>CIHF NI
Trace over Chrl+F12 a Call pF OdWMBIOFH3 y T F C
Zet condition Chrl+T a (Hsy F T FO3 1OF ) CAldilb I/
Close run krace ? HsyFTFO
a
Hardware breakpoints F OTMppFKk WH3IOF es
Inspect a (..WOBFM NFF®Otymy Ll n4aK
Zall DLL export a DLL bF d9frYfAB g@yUs3b
Arguments a FkKOyyMNb ChlConurdHdlinetOF Q :
Select impart libraries 3 nAK PODHyBDE eebbr b libcasetORYTF YF e L3 |
Select path For symbols = F .
a F Oy MN3sr tOF M bFMCKF n AkKymBoB/lksROFp felBB
Appearance a (.9FpFf FAHORP ORI OF 4FpFC
Debugaing opkions A+ a A3 ep MyYIFPF dFp
Just-in-time debugging a ctTpF3 G6BFXO3 pY cT Yr> ambFE @xK ng
#idd ko Explorer a (eyr ylOF 3 )SheMaiu uyr CFQIDbYOR T F

60| Wi Y RIOF

JoWle o1l



el cadil
Aol Awidl

RE (Jl aoly ¢Jc azal (@[ | — |

PFpCuF .BI421

OCAHPFPCF XTFH3KF 6blylOF M FUYUFH MUF3cIl F

Open F3 g
Aktach
it

Go to e—

Log Alk+L
Executable modules  Al+E
Mernory Alk+r

Threads
Windowes

Handles
CPU Ak
SEH chain
Patches Chrl+P
Call stack, Alb-+E
Breakpoints AlE+E
Wakches
References
Run trace

nppearance(———_\T

Debugging opkions AlE+0 -

Jusk-in-time debugging ———

Add to Explorer
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el capdil
Aol Awidl

RE (Jl @0y ¢J€ a2al (@[ | — |

(DISASSEMBLY ) c A3r BFOT C3AM3UWMTF X

BE48132E
BE4E1320
BE4E1 222
BE4E12324

EHEH; CRACKHEZ. BA4A1 360
SHORT CRACKMEZ. BE461S60
26 FStule = MEB_OKIMB_ICOME:

28

192148 CRACKMEZ. BB4R2119 Title "Good workt™
&5 242148 CRACKMEZ. BB462124 Tert = "Great work, mat
FFFS @3 [ARG. 11 hlwner = 884816868
EZ CzBaan 4JHF. &USERZZ. Hessag9eBonA LMe=ss2ag=BoxA

5] 5] BeepTupe, ME_0E
SBEBB ééHP. R32.MessageBeep| LMeccage o

Foty le = ME_OKIME_ICONE:!
&2 SE2148 CRACKMEZ. BB4R21568 Title = "Mo luck*™"

&5 692148 CRACKMEZ. BB462169 Tert = "Mo luck there,
FFFS @3 [ARG. 11 hlwner = 884816868

Eg HEEE0E 4JHF. &USERZZ. Hessag9eBonA LMe=ss2ag=BoxA

Ceas 1521 BYTE PTR DS5:[4B2113]1,8
22?424 B4 ESI,OWORO PTR 55:[ESP+4]| ntdll.7C928732

[=Tmlr T ol T DTh s LTl

St

OF
Aaaaaa
E D2

m s Affm m o= om om om o U= omomom ow A

cAJyr BvF dfrry Ab : eeTtmfF33KATOFRO bp HiryKT f§f m

(WP ayf¥a PbF drryANsto pOi K-2 BFCI IOF 3y

FnrnT afFfxbllO eblr T ¢ 3 BFO YWY IKOE 29 3crayyd /Fos lORl udH
(M F 9 bllOfernediate wbPl 3OF ¢ T _ Fyl P FOTU KD DEDF YWylsD/hs OF pHrT K
6 YIOF FMK FKOTHT Cc®HOF i BHOGIYRDFOFY FEPY SHRVEEH ANF30F 61 L
(oy4Y33lOF C3K

bt [r IOF  UBVIBR X

Registers [F
EH HDEEEHEEE
ECx HE1ZFFEA
ED: FYCY1EBR94
EE: rFFOFEEGE
ESF HE1ZFFC4
EEF HE1ZFFFAE

&) I~ LR (S

afF NOF bfr g bkl 4FM Ybitflr K
FYWFCc FKMYY3h 63717 c9lOF wEIR St lOROFN IOF FCPY
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Ul cadl

RE (Jl @0y ¢J€ a2al (@[ | — |

WSl Awidl

Segment registers M H 3 OF e B .34 bt [ 1 HOF

EFlags 9t 'r A0 wBF IIOF wr y4YlOF cUTwF 23yl gl R MOTOFCK f | M

D038 UWHX eB Y.t s

(DUMP MEMORY WINDOW) WO bF M IOB.LAMT F %

Address

Hex dump

BE45AEEE
BE4EAEE2
BE45AE1E8
BE45R812
[alsE [Rlala]
[SlSEY [Rlapsy
BE4MRE2E
BE45RE22
BE45AE4E

WP3dki T WO 33 IOF

6 BEbF T DWW T F 3 IOF

n MK

CK QCgjr A0 w3l 310F 2 views KFF e®A® FH y A

MMK c¢T wrne _ fFyl F pH9.[EblyWIOFF wHOF redgd0 MFH

MFIbIOF FMk ¢T CN2 Fr . Wu2mb dF Hr HOF

(Ebly ntOF 4FpJj B ¢ T WA be Uwf sT/MOF EpyHO Ku

wy [ bly nIOF 6 YUIOF pH K
F N0 WIAIF BMFOF6y HBOF pHT K

ECbIr IOF URLHS

BE1ZFFCE2
BE1ZFFCC
BE12FFOE

Ba12FFD4
BE PO
BE 1 FOC

BE1FER
BE12FFE4
BE1ZFFES
BE12FFEC
BE12FFFE

TCE1E04F
PLIZETSE
FEFFFFEF
PFFDFEGEE

TCEI99F2
TC21c052
BEAEEEEE
BEAEEEEE

RETURM to kernel22.7C21e04F
ntdl L. FCo2E728

End of 5EH -:3n

SE handler
kernel32.PCE160ES

PHI] b M WOyBGhIwERmMA F x il

eTMF3JI-IKF pHT K

(WT My Y3 9 IOF dF YAfigndDEnt naa® smHpopeMipiks ry L m aAFH3 K 93 FnanTtHsjfr ¢

STATUS BAR . 3.14.7

Analyzing RGMerato; 1233 hewristical procedures, 1365 calls to known, 234 callz to gueszed funchions | | Fauzed

eyrne eyrfiy pHajt
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el caydll
WSl Awidl

RE (Jl @0y ¢J€ a2al (@[ | — |

W3sblrt 4 BHAVIRBEF bu €, E¥YHOF _ FIFr3bF M HYAgbPrOFL 9Fr B H ANW IOF
Llog bF WMTFxXx ¢cT Ugl ngse Ffnfy 9K
ClUHgB aF 302843 rHOF OB F X O} OF-2WYKF ¢ ey /T

wyuUOYsgsse d9rBHANB .|\B.1.5I3F 9F pR- CK

wy OF 9 IOF) :Ef B HEABFr @BFX® Ox bF T Y

6% A31r BFEIOT Cd@ WHTFeKk pY -clT eyr T Ny

I\_. 1 n= Ly [=1t LSRRI Ry Il:ll.l

jr Eb“gge'j process I JJJJJJJJEEJﬂ

Always on bop file Fegi

| — I ERx
ey ST el
saazrees| | - 68 4BzE4sE@ |POSH REMerato.g  onow horizontal scrol EEH
Ga4zFZE0(| . &5 24594500 | POSH RGMeratouf  Dafault columns ESF
GadzFC2(| . &4:Al BEEEEE] HOL Ef, DWORD EEF
aadzFzCcs(] . =8 FLISH ER Fanit (this) . ESI
Bbicrora|| T SeEcEs Coooloe  Espee lors (th -t

. ' Colors (Ehis bk

podzrznz(| . E2 FUSH  EE (this) EIF
oadzFz04|] - PLISH EST Fant: {all} 3 C |
aadzFz0s|| . FILISH EDI F 1
AR4Z2F206(] . ES oL [LOCAL.&1,)  Colors (all) 3 — A&

aa4zFz0a|| . FaDz44al CALL HERR_DWORLC e L
AE4ZFZ0F (] . ®OR ED, D Highlighting 2w Mo highlighting
BE42F2EL (] . [ylull] oL, AH )

aa42F2ES|] . E4234681 HOU OWORD FTR OS:[4622641,EDX Christmas tree
aE42FZES|] . ML ECH, EHH "
aa42F2EE|| . FFRE@aE] AND ECH Jumps mcalls
BE42F2F1 (] . EAZI4EE] FOU le:um:u F'TH D9: [4622681, ECH Hilite: 2

T P ] ] L (=] N ]

EEF=B812F

Hilite 4

CUub wrF2x WNYHIO
M¥2 BMNYFa fFBF
(cA3r PFOHCIOF WMTFxp @BK caph F OB H Dyl Elfubld@fick oH r K 1 K
66X Fny,AE @ft¥FABb Oyynspo
Space p DQOF ndKa BNYF FBF
FPHT WwW?IF® blIlOF YC?3FQf MF
FpFy> WTCHO-8FOyyIllgBF E
Ay AlLls IOF 2 Wy ARCtytogy P pOF U = 1 kGectfivB Fo FUBBK cMIF F B ayy Mbh EYc BCT C
ceyr T wlNY (e6Ep BIRF ybIB 3 HOF K
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Ul cai

RE (Jl @0y ¢J€ a2al

Awsell Awidll

(51 S W ke =l M

BR4R1 B2 28 M Assemble

BEE1 BS54 26 M Lahe

BE461 625 ETe] K

BE4E1E3E 6 o Comment

EE4E1 BT =L M Breakpoint

BE4E1 B2 26 M .

BE4E1 RIS an y Hitrace

EE4E1 B3R =15 H Fun trace

BE4E1 BSE CTES 7EIE48E0 H

BEHE1B4E Al CA2E4888 (M Mew origin here

BE4E1 B4 F3 P42B4EEE (M o

BEHE1 B EA &4 F _

aa4a1 a1 ca P Follow in Dumnp

BEE1B52 ES AlBZEEE8 |G

AE4E1EET A2 Peomd4E0E (M| Search for
Find references to
Wiew
Copy to executable
Analysis

Address | Hex dump

HE4EZERE] B8 B BE BA| BE @@ | Netarh Prorecs

(O Bb F

Search Faor

Save file

JoWle o1l

Space

Chrl4iGray *

-

hIn=t = HULL

[HsrcHamE = 1@@.
LoadIconA

= Ll L 8 T e ] ] ]

Selection

Bl 7 B S

&l modifications

6%

G0 ko offsek

nAaK Pyl bl1yer

Ctrl+3

g

WO K FIOFg Bn MBO yexTb MAdbIiT C/lTp EYc

Selection

6%

Copy zelection to executable file?

Copy |I'|:|:-p_l,la|| |I Skip | I:an-:e||
)

PEID V0.94 68 F %23

PFCHRD Cj v riambn.Tw X1 | BB F XYM blii ¥y ¢ Jbj Ya#HG®P 3 6 5 F WX IOF
G6BF HOIOB I Oy T B PRAHMGFCj y ¢ BIG MY Fuyr F r j HOF
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el caydll
WSl Awidl

RE (Jl @0y ¢J€ a2al (@[ | — |

MUHF p@Fsi Ay ejbliy T

\@‘ http://www.peid.info / K@‘

16 B F XY YHOBLR PF m

f% PEID v0.94 Bl

Filie: | E
Entrypoink: EP Saction: >
File Offset: | _ First Bytes:
Linker Infa: Subeysken:;
|

| MutiScan | | Taskviewer | | Options | | About | Ext |
TRR T (=]

CTO8B 1k TopenC browse n AKs MLIEOK B F xBYTHEIDI Lisk2y | BF p F W/PF CAIHE T O X
Wp VeYrsrt@ B0y BKILIPOD T 6 BDF M) JFOAK T o p blAFOMKF Y H KpBASBb) TF ny T

©wy HOH @ HARTRFr oby 7Y A F oy TEOHBEDDptions p € A MY F

PEDOptions
" Mormal Scan
[~ Deep Scan [ : tem Tray
% Hardcore Scan M Load Plugins (Restart PEID)

[ Recurse Subdirectoriss [ Allow Multiple Instances
¥ sz External Signatures (Restart PEID)

:Me y T B HIYEBB F MjOBHODF M
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Quall capd

RE (Jl aoly (e azal bl I
Aweall Al diaol us Jodi ¢ .

J F 3 yQ@lg x Bean with PEIDOB g F Y3 F0O Dbhr b

.2 IOF FTOFRCORF 3 B m blk M

WFECT j. 2 vufF3 9B 8 OF ITOFIOF N 3 XF 3
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SERIAL FISHING & GENERAL RE (quiihes— ]
Awsell awidll ) '

cnalill alul

Serial Fishing & General RE :  dglll dnall
patching @ nalill daall

loaders : Gl doall

Code Injection @  pulyl dnall
Cryptography : wunlall daall
KeyFile-Making : wnlwll daall

Keygening : pylwll deall

BruteForcing : daalill daall

Miscellaneous : puwlill dnall

Reversing « not native »languges :  piilell daall

2
%
roy
2
E
3
2
2
o
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cuel cadl
Awsell Awaidl

| SERIALFISHING & GEN ERALREVERSING : buuF ORYICR
bf 3mp®KyY T UMM@FH Yshrial fishing WF r I rW@F vbl ) IBE 3 ® BDE1 IOMYA /1 93 Y PO e T

wHC3 W FLHP 30K Fbrrk® Ca K| IO M ARCF/FxerbBO T pp EM D> C3VR NIPP I HBY BMCHT
F ®BYT beOfF DR Dyk gQF H BB 9CT3 KOF Y e KRB F » I OB M AMOCIN.A!! wy [ bl IOF

AUF 3 ympgyw YRR 09V tOfibG 3 y AK

SERIAL FISHING & GENERAL RE (uiihes— Il

serial fishing . IOF b F bm W3R 3 IOc

bmMuybF ¥r. OE

@) ch2 secl 1nr TfFt B F X P BHHKEBTCT 3 B

i hj Yebev ¥y Y2y n O W I b 1OF

Il Arab Team for Reverse Engineering [ATRE ]

name check !l

serial about

.checkn A6 M Y6FX123456 e blyHGMT Py Btdre e bly GOmP My F G Lbl D

Bélga

.Ws FBAMDWHHH3 BFY ¢ F

6 B F WK Y@KM.PEIDv094a Cbgl a e Te B FUDCHIF 3.&B F W) YTEOF wy Kk e [FOF IOF
Wy Qg BWARFAIKFR] 3 B
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cuel cadl
Awsell Awaidl

SERIAL FISHING & GENERAL RE quilllco_———

Entrypoint: | DO001000 EP Section: | text
File Offset: Q0000400 First Bytes: |64,00,E8,16
Linker Info: |5.12 Subsystemn: | Win32 GUI =]

[Masmaz | TaskEZ

| MulbiScan | | JaskWewer | | Options | | Abour | & |

Assembly 32wynNiA3t 8DB B F xOH FOKTr b

AMCRF ribn hj Ydps b F O BIKDF 1 QOF & A3 r HhasbBt 8 O3 B FOPD 3
F kK CHidh Level Languagep H A8 KB [ 0@ WM A 2 He b xyF ORIy y N
QNTFredr mdRAOm ¥ 6t+ . WFyHHhLe B6 B F OO HIPDH H U Y B

=

;l. ntdl LK iFast Bt
pisH ZES o
Pl.ﬁ-l DUDRD. PTR [F5: CAataed Als
CALL i buser 5. D15l oabaFarsnhd D:slogio R S
mﬁ gn.l;ﬁ.&klull&.tu LtProcess s EN LTFTOcEss ehid_detl. (Mad teEy
AU EEBR. ESP
CHP DWORD PTR 352 [EN] Iiﬁ
E 4B WP SHORT ohaseal;Beibiesd : 4
S170 G 1181 3P DWORD FTR 5% (EEP+C], 111 Sl a8
EogE JZ SHORT ch2 sesl. [ ¥
E17E 1o ereslE D £ S5 (EECIG) er L g w10 s
FETE @3 ST 25 [EEP+E] EFL BaB@ezds (M0, 8, B, BE, B9, FE,
il 9 oo o
S17D 1@ FL1a3 CHP DWORD FTE S5%5: [EES+101,3F1 =11 amend- B gqgfgmﬂxggﬁ,ﬁq
e JHZ SHORT ch2_seol.dedBledd 15 ey IR :
A B4 PUSH @ taie = B OKINEL APPLADOAL £y oopry !
65 BEZA4A0T | PUSH chi_ssc], 0D48308E 1niz = "AT4RE"™ e -ﬂ.l""ﬂl
6B 14504209 | PUSH m&uc:.amnanu Text = ™ghis is the Firer exang ET:R i .
FFPE b PieEH CUCRD PR 55t LEER4E1 hin #3 igamety
Eg D+ CALL <JnP. HessageBou Al : :
EE 1@ JEP SHORT ch2_secl.@243i894 FET Tans
S3FD B0 1R | CHF DWORD) PTR 352 (EEF+C], I8 FOH R37E
7E oA JHZ SHORT ch2_seol.B24@lesd e
SH PLESH @ et =@
FF7E @3 Piksd DWORD PTR S5 CEEF+E] [.ﬂlJ'\d
EE BSRAn2ed | QALL <JHP.Guseeis. EndDislosy EndDialog &

iﬁn‘ L0 IETHe L S L LT
£X &F| B4 o WD q-u:v- -1+d|l., B
TF 2074 #RE . this. g Fi
8 BC|ES FLTst aHar -' IS
= 2 - 2E PR g book . -
] q&. . i
=i n i 't
e Enlel sood: Luck 1., . Fi Eivel oF  SEH G 8ih
03 an| oD [k SE Hamdlae: - H
N R e kerne |22, FUBle0ES :
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el caydll
WSl Awidl
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ATk Pk OBO bIY X K b F ™
J oy ®F WTEFp Q& PBIRL MW POOFLEW] TR Og YUgdFp P UM ¥ B F 2 ORtOF

Jox4 Atud® Cb g Wp M brFIOFRLOR @Y KPr YL Y LMz CTC ™ OO0 F fbjy ¥ s i M@
( serial muser yr &k F WA Y B Oa TOR FhHbp ¥l IO /bxN 28 B

GetDlgltemTextA

GetWindowTextA

‘0 F 9 bFl N H 19 BupHFy &l Th F MeCHOR C fi
e K WAP 3 bW 1j MGF T w tOF XCjlOfMBscii stringsb M B3 B F Wb b
(ASCII
W) WPB | WF Y MA&FTF X3 SviUnicode stringsb M 838 F )b B -
(Wide char e K

£a

Wh K x NJBMOS F HOROAK D F Do Ky FOM ¢ e rfessageBoxA  w FOFFCIIOFALAMTG Y WwF 2
YT bu®BF B8 B 9 nB

1 O 3 WiEssageBoxA wWiOHp 3ty DN Hub® K M w

padElAEC]| v 75 26 JHE SHORT chZ_secl.B8481084
Eo4EIBEE|l «  G6H B8 PUSH B8 Style = H 1A RPPLHODAL
EadEiaes|] .« 68 BEZB4088 | PUSH ch2_secl.@@4@8380E Tizle = et
godpioes| | . 68 143084088 | PUSH ch2_segl.@02483014 Test = *ghis is the flrst enampl
EqEiaEa(| «  FFFE BB FLISH DWORD FPTR 55: [EBF+8] hiwin s
G4 Bi660 ES [4Aedand | CALL <J0P.%user32. MessaogeBonAR MessageBoxP
gapinsal) e FR 18 JUP SHEST che secl Ba4Blogd

MIAF BT re/ETY B .aboutp € A N LIEFEE D kky KOFOF T XAV F MC 3 T

O3 xF

Bl @1 386
B84 55 EC .. MOUEBP.ESP ol
EEd@Eigan | . eR 14 H Sl I‘,&:unﬁ et - BN - b PR AR AR AN
Ea4EEgE ) . 6B 64384880 | PUSH ch2 secl.00483064 Burter = ch2_secl.Bd4Ba8n4
B4R1894 68 _EDB3BEER  PUSH 3ED Contro |10 = SED ( 188E,)
Ea4E19921) . FF7S B8 (PUSH DWORD PTR SS: [EBP+B hilnd
Eadiast EE SFBEB2a8 < CRALL ﬁl‘lP.Iumﬂ Eltﬂl.qltrnTlﬂtR} Er-.-uD!aIt-.-mTeatR
Ga4@ianli) . &R 14 (PUSH 14 Count = 14 128.)
BEdElaHE; GB 84314888  PLUEH HIE_HI:!J. BBda3184 Buffor = oh2_secl.08483184
BR4EIgAE . 6B EEGZOBEE | PLSH ControllD = 3EE (1886,)
padpianbi] . FFF | PLISH MRD FTR 55 [E8F+8] e
podEigEell . ES OER@OE88 CALL <JMP.&user3Z.GetDloltenTentAl GerDigltemTeqtR
pgsoiges)) . Sare IOR ESILESL
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b p MH BROY BHBYMK pCHIFHDK FICE YoF @aDlgltemTextA U HexsdFIOF p

WKHT éBYWp H ThHOFRZIPHAE HOF @ OA B9 F BDF sl YN C Craz)l@Cspwep CPme T
e Kwtom ¢ B g G meyKKDFOM ¢ d y8 3 HPFYE EDAIH F O 9 BLIESkfy X OFE O41w QLB ble BIKYCc F m
. Cyfbp MH BF 31O

Sy NiGlB dpFA2p € A K6 M LI KpOBKG108D 4 F H € 8 BO¥n HOm w PFcCTIOBLYMO3 & L Huf Wi
cWp HATPFrren p € A M LI KOO F x O ) O

[EF“B Wi [lal:lug Phglns

M123456 b p M H Tgtddp Oy MK p EH |y BDF | WG O b g6 F XYY HIBHIF33 .69 p @ A K6 MM LI HIFY D
:olly n KO C K B¢ bifhMEheckn S K6 M YoFh F

AE4a16820
AA4E 18381 | .

BR4E1EaF| | . 69

i e BUHET g d‘z_mi T
PUSH 3&5‘ ]

EH
E
8
ﬁ

FUSH DWORD PTR S5: [EBP+8] bl

CALL <JMP.Buser32.GetDlaltenmTentAl BetDilgltenTextR

PUSH 14 Count = 14 (28,)

PUSH ch2_secl.B84031684 Buffeyr = chE_Seci 35493194
PLUSH ControllD =

FUSH DWORD PTR 55: LEBF+3] hidnd

CALL <JMP.%user32.Get0laltemTentr GetDlgltemTextA

ZOE Fol FeT

(4F B FBE M LI 3FFBpxYYy OB igeYB6 D b <O 9 B8 mA 16 M V.14 Y supykdF6 A D ) dFymr +

- hexdump_ ®F Lt TCt F Mg BKMFY3 K P 3e3bki®

mﬁ‘ i B R e e e e e e R M """"""""" 5 P
HE4E366E E7 GF EF &4 B8 41 54 KK wrong. QDDd HT
BE4EzIa10 6973 281 rd 68 65 28 4RE. chiis is: the
BE4EIE2E 60 7H &CI 65 28 &% 6E| firsy enarmple in
BE4EIE3E cE ZE ZE BR 80 28 28| our book.e...
Ha4E3848 26820 28] 20 2820 2R

BE4E3056

6828 21121 0888 B8 good: luck  tt..o
HE4EZEEE B E

cwty (9 FOBE8n A N YR FEvs [ ¢

ER= BEE8E6885
ECH FTCFEEEF
ELF Bal40col
EBs - HEAEEEAA0
ESF BEB12FBBC

73|



el caydll
WSl Awidl

SERIAL FISHING & GENERAL RE (quiihes— ]

45 A1 upHF WHOB A6 9 3 30 M y X p WG f FOF N HO6 IxhbamtPp F j v COFK 8x=5 4 T O pr b
OBy XpCHY

9

“hexdump_ ©®F Lt T3 hckF MP 84QpF m

CHBOOEPRPCDF | et FHE PpF e b

Wr y WHOR Kk My&Ysphs CHIRM € BOR & D yfwits Cb g F3Cuw Nyt y amsmi@F
wr y Y3eplgltemTextA  wHOFUPHERECTp Y. F 3 8 POpax c TF n K potgggd T Ofr
WA>3 CRpQF) r G@Fk wt Or

BF | &4 BE 41 54 MK, urong.good, BT
28] 74 68 &5 28| 4RE.this 12 the
6L 65 20 69 SE|first E:-'E'u:ule in
?S S book s s

EBS@DEEE| 25 BB 29 rrird GF BE 67 68 6F
BRE4E0R1E) 34 52 45 8@ F4 6889 V3| 2B 67
BO4G3EEE| 56 65 72 73 74 28 65 VB 61 &l
BERAEESA| 28 6F Y5 Va8 62 &F &F] 68 EE
BRSRIEE| 28 20 26 2G|2¢ 2B P9 29 29 28 -
BE4B30ER| 26 &7 &F GF 64 20 6C TE 63 6B 2B 21|21 8@ BB BB| sood lugk 1.
BEAAEEE| 00 00 49 @0]61 74 34 7 65 B0 5O 00 83 80 OE B3|, . 8, 8tare. ..., ..
Bt B e Sl Yl T Tl Al M

T
%
8

bmaYi AK> By B O C rot9hk pEYatreOF kK M(OT TD>®BT) F n 9 Brayrosdlly 3060 O BiA N 1O
6y X p @HyWOOFp

bFTOWKON WA CRAQFRj v Gk sex=6 A Y 09 B sG/IOFT x® RGNS HaF i HERY x
OT BYC Atfre ©F Bhexdump 6 [ Lk Twx O128456 C1 3 Bx 1 1OF 2

b TOWHIKBFN PTHj 3 B KM T DWBOF BRLBLIKKE y KX 2 F IclOFp p v ba Y 86 O OitCGFK
.wy I bl TOE 3 6 KV Kichbwy HF Y g R P63 IOF B H W obQry | T IOF
PCFUrr P ™M ALICUMB M HKE p CFORE ¥ rvgb F MICK AKOT 3.5 9caTIORF 3 [ @ ®F ™
WX p FUHKORMPFIC | ) WOl CTF38Kb, a b £ g IOMIKOMO b Yoy T b F MEYQRG O | Y10 vt bls wF
Istcmp WF r [ r IOF m

FNnPPm3 d8_ A gHakiOA rFK3 y Kb Y HulE[PH 1 Hogk N alpk@ypl 9 K Y

HiEdE 1 B0 83C4 BC /DD ESP,8C
‘68 843140608 | PUSH ch2_secl.@pdasiod g okt s 4 7 o

GEAETE0E . 68 A4I14B88 | PUSH nﬁpuni  BE4B3 14 strngl o= "1ER®
geanieEs f . EB SFPRERER | CRLL < Bkernel32. lstronpA? lstromph
AE4EIBEZf .~ 75 18 JHZ SHORT ch2_secl.B8481183
AEdElEEEf . BA BE PUSH 8 FSte le = MB_OKiMB_RPPLHODAL
AE4AIBED § . 68 @93R4EEE | PUSH chE._secl EBI!-BBHB Title = "good™
ARdElEFZ Y . 68 B92A4BB8 | PUSH r:l'l?ﬁ Teut = "good™
gRanierTif . FEPE BB PUSH DWORD F'TR 351 [EBP+8] hiurier
pEquiers f . EB 47BBEGEGA | CALL {JMP.Buser32.HessageHo LHezzageBoHAl
aedAiBFriE . B9 LERUE
BE4a1 1B . C2 8408 RETH 4
4Bl 1E3 g > EH 5]5] PUSH @ FoSty le = MB_OKIHB_RPPLMODAL
GE4E] (05 f « 8 B33a4B86R | FUSH chZ_secl.BB483863 Title = "wron
BREAE1 1R . E-B BI3Q4B88 | PUSH chZ secl.BB483803 Towt = "wrong

dE116FE . FFPE B8 PUSH DWORD PTR S5: [EBP+8] Aluner
pEd@ilizf . E8 2FOBEEEE | CRLL <JHP.&user3Z.HessageBodA> LHescageBoxA
AEdEila g o B9 LEOuE
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SERIAL FISHING & GENERAL RE (quiihes— ]

bfF T Oy JOFMB U MWMEO M123456 e y ®x p p 9 Bk MmlistrcmpA wx p FMIOBRF k0o Opr b
1EOp p m H Tatdip O MUy AHOBT Hiy . TEOH ko y ] P IOF

J WmO.pB jadyY@t vy g 3 IOF

6 5 MimcYs JpTm KORzmshort 401103 D B iy FOB s [T 9caTip Or st P b [b
nioSGRUYOr HEE Y k My @y ] hIOF 33 3ChpHEFMO ¢ 7 BF M F K H JOF
niowK M3 D Y M yOWe3slgy AWF mF A H KOFHBA m.orY FRvv k(wrong J wiOF [B

.(: good WHOF [P

Xr N2 T e blé0s F #EYMORL H blyc T F lx fOF.b [OXF M@FBU CY s Gl 1 PP B 8

C XF ¥YBGFY r. OF

CTFNHKbBYCTES bm¥ 3@ 13 IR F EFC ORI 3 K3 XICy BBF vE YOR K2Cj 93 B
ollya F Cp dchz S2cl 1) wy | Ig 0 BF M¥O3F EHFRC IOF

CN? _atMesp CHY3IOP PVEBbLF T Oy AR ARMPOHRC T & iy IOF O HIC OP gk OB
F3K nNHKw OHh3H 6BFREKIY

AE4E 1060 f g e e B e E e

T R=To | B - 1&@1@@@@ l:FlLL <.JHF' Lkernel32, BetModu leHand e LEanduL&Haﬁdlaﬁ
pa4a1ee7 || . A2 GRER4080 HI:IU I:IMI:IHI:I PTR DS: [4838681, EFRX

gaq@igacil . ef 63 |Param = MULL
pe4EiERE|| . &2 ZELG4E8E F'USH chE_EEDl.EiEMEIIEIEEI [Dlngc = chE_secl sl
pEdEiaial] &0 08 FLUSH & hidwner = HI.I

LCy BB5ny | WRFr OC T IOKb Mo I b IOBIROE T. VY Y I WWEFCE F el PrO/RC T HoRF m

LYy Wik j 3 Me B F xJOEOFK p CAWIOF VY oly | TlPFr OC§ IOy CE F Hibe bir T

A Mgn 3 Fd B3WORYE B WIOFMQUHRFY rebliGetDigltemTextA w OB aCTIUBb H twZe AWy 806 p F H b lIF
ey s IO OPAEH T I BE | IPie

e blfor k @A BHIYD | ey HFAGKBY B C FugiHAOF i xc Y8 bl b 3 NIBY HD | g

.Cy Oy 806 ff A 3G T F oK@ ¢ ¢F Y OB b 1ICHIY Y| WO I e
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el caydll
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wrUYx NYmM uwysXky QM THIVIOMD | Fupysx GetDigfemTextA w lOE AOL Uy UMY 4 Mw

(CUH b
[S[SE sENslE] FFYS 8 PUSH DWORD FTH 55z TEBF+81 hidnd
ES FFEE@EbEE | CALL <JMP.&user32.GetOlgltemTedtR: GetOlgltemTexth
EA 14 PUSH 14 Count = 14 (28.1
68 B4314888 |PUSH ch2 secl.BbB483184 Buffer = ch2_sec)

&8 EEB38BEE | PUSH 3EE ControllD ='3EE"{

PUSH DWORD PTR 5S: [EBP+81] hldnd
u B

%OR EBW. EB% ;

.Olly n K0@C HUXEYC bl 9 Eheck p OBOFY6FXI23456 matdre D> POYKF9) 6 B F 3T HOH F m

NETNRN B = S R S S RN S aE AP lnﬂ'nd
£ '1 ES BI CALL < el GetDigltenTestH
AOR-ESTLEST chZ_sec]. BB481B2E
#OR EBX, EEX
MO AL, BYTE PTR DS: [ESI+4B3864)
AOD EBi, B
INC ESI
EHP ESI,E
JHE SHORT ch2_seol.dP4R]aBs
F’I.IE:H ElK L
PLSH ¢h2 _secl. HB‘HBEBEIE FapRan s e
SH ch2_secl.884031R4 == ch2_secl. @423 1A4
CALL < Luser3Z. wsprint Rk L wsprint A
ROD ESF,BC
FUSH ﬂni_ml..ﬂﬂd-aﬂiaﬂ- Stringso = 126"
FUEH ehZ _secl.@084031A4 SEFipgl = e
%LE{ Ekerne 32, | stroenplll Isrromph

Dy l6n FCt U AjwA PP B FOFY FHlBAr ® hYB P BN AandllyDbgf n y|a

P O JFOMWHILE MFORO B F myy HORYD J D k ¢ 9 HIPIlyDbg ¢ T (Loops) 9 f usuj;FFg I
(F Ny

wWhop B THWLWLIOM B ¢ T BFMN F KB ¥FjTr 30 § KRy B C peFs b HOBHMA LU/ H Bibo T O rel®E Mw
I'PF I rwORN 003 ACHv 3pRYYsprintfA w FOE pISrcmpA

(wy B C P g% PHIDF Bx Wy xGetDigfemTextA w Ol b Fe/BX B F iy A 9.8 3 FOc

‘-Eetl:l lgItequEHtFI
“chZ_ secl.EB481828
5
JHE SHDH:'I' ch2_secl.BB4818689
FLUSH EH'C | It
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p MIOF Y IOF Tl H HPBE p C BF BIHG 3 Ly $hKE TXOR ESI,ESIH k( 4010B5 4 F H € B)IORmbYM Y
F 3FKN ¢ 3elHY'3 XPR & NOT, OR,AND wy YT & F OF A D$ IOF

OY b wpy sGLIRPAIMITXORObIxB YOy MEY OFOR Wy AP K/B3H fis CEXKO HAD bm
CIFxr WBFCPB®WAT Hr KOF DY m G grl Mk YKFI HIT PRy AN Ep M

WBFCPBG®RBAT Hhr FOFRRY Y@y ¥ Kk F yyfl g Wi 0F AL E®R EBXEBXc k wy Ky yOF /19 1O
CIFxryT

MOV AL, BYTRPTRDS: [ESH403064] H Kk laop w4 A ¢ TFsbYunYiOm3 SCHvK

_ #0F he B Btr wr 93 @F M\F SIF B HIANBOY Afilg P WOV .0y hY & i0f e YH
.byte F n U »DOHr Tpeinter

MMBIYT.G1T | OF e BF X HiBATT T (wo operands) g bi B FF/UBIOV wr y 5 /I pTHLF@OF mMiYs ¢
wc HT Hy RhIOF

MOV EAX EBX
MOV CX DX
MOV AL, BH

Wy K IR 216 6 T | HOF Wby XWEAIKME U3 ey AB pBD WOF ¢ fF mlOMUWBrckdB Opr b
cTPyedsf /ICAPFH HTB Ca O3 T @3B F IBHOFOMF g Y T T wYT e r blyD bi ¥ D8
directive a FCP aTHFYBOF 1y MO T!. WO bB MK B2 ) yMPF (T Mk 3 3ddfFa) WO BbF mKOF
.o p®r nIk.5y b DAKFB2m16_8 p Ydword ptr M Word ptr m hyte ptr : ¢ HOF i@ 1§ b Y B

CXFEYXYIOHNPHPEMYTT U3 RFOObDRAKBRKE Yy T H %jyrHORAMBES: p H M FF B Y
Cc A} Ty HOM HF HIOF HRrEZCj] pmiEmu F - UF 3 OF

ESI+403064 ' F 3 F Q@ Golppye BINO b e WagdFHBKH e y HTH SIOFCEB Y O JixpF ™M

93 FIC® IOF 300F 9ryy Hiblawisl A g EOFIOM WP MCTRFMw Oy YrFeaplR¥ 3XK FESI MO M3 ¥® b

Wp MCTFURX f INC ESIwr y A5 2 DES). FOF @ 1 tpoM 3 = K ¥ u/Fs M03064 p mF lety BH Y IOF
F M blO3066 wr HIE or MGETFQR03064+1=403065 F T My BbH S 3OFC@H blywl X F ¥ IOF

F3NWOB1tc T403064 4 FH e AROFRCOF M P9 a® U YBLYMAYYi F 3 F B Tyy B CrF IOGI/PRHBBI ¢
M Ur 3Ckt ™ PR 3 3WQvib B MOBE M 3 HO

: Mmctrl+G B M YoFhex dump . ©OFafF e A NY F

Enter expression to follow in Dump o o x|

|402064 i |
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el capdil
Aol Awidl

SERIAL FISHING & GENERAL RE (quiihes— ]

F3K nw 2313 Bhilagod

. I TR
HERaEEES 61 4 3

AR4EzZET4 PR BB BA A8 AR AR BA AR PR AR BA A8 BA A

e e [ o 1 N = [ 1 0 = 5

‘ASCIT
HLALE ..

b F C/1tOR03064 3 letBM (POLCB® bMYTPY bMY M3 Y2006l j YFemC @RrHeYFOF c i M O
CIFBIFrMOFYB We @Rec T2y j b F o TESF

_c IOF 38QFBwy B C /R HEDF 9 [ 3 1O

ES SEEEEE88 | CALL {J'I" Zuser3z. EE’tI]lgItEﬂTEHtH} ‘-EEtDlgItENT&'HtFI

'EEF ggg EEE;{.EEJ_ nha_gmi‘mlma
!l

HOU AL.BYTE PTR 0S:[ESI+48309641

AOD EEN, E8

IHC ESI

CHF ESI,S5

JHE SHORT chZ_secl.BB2@lops

FIUSH EEX | It

wr yPLf LIhHOF HJOMEC TS ebx H KMp PV MesTBA Y 1 gbfm LPRO | 1 u@Fyallp Yadd ebx,eax il X @
.F M bl HaF B 3JFr HOF

(p 01 N ©y Rimbln KoFyHAQR § ¥ )9 & FOF b YGFURIOF @ 1, C1K

alt|alr]|e] POj OF
61| 7424|7265 | EblntofF 3 23

61+ 74+ 34+ 72+ 65=10E

10E, MFhbherTeYsF 3 THOHEF|] YEMBYE | 9 CU3 KF

WF 3« DOprpFf pb MAeL, ayy B C pOFsH BB bl YD F 7 8 BF X HOBIBX p [CHAYIBREYD MIAF Ct
(FNOEBODP3HWMAL FOF 3 9O BB F 7 Hw3 SFHdY Fovs WO ¥ Id, /1 5§ mesie y Uk p F U B

.wy OF 3 IOF W ORIC IOF

g LS . o ke Toale, enae che_secl.ddgd e

BA4B1BCTF|] . 53 FUSH EB= LA

EEda@iacel] . £5 BE3E4E808 | PUSH ch2_zecl.BB483080 FDI‘hat = PR
poanigcol) . &2 B4314E6868 | PUSH ch2_secl.BB4831R4 5= chE_aecl BR4Ez1R4
E?}E}QEE . Egﬁ%?EEBBBB EEEL'_'E:_‘JHP Luser32.wsprintfA> wsprintfA
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el cqdll
i C_ﬂ.lﬂll qu]h” SERIAL FISHING & GENERAL RE iy Il
Awsall aw

0 3 JFTr ®X p mf lformat . MK 3 OFTxfermat . PEI3 3G © p 8 F C € B RWEOFOWQFY
3 h3IBOAYD YaF LAIEH AKp H 3 [k n tOp N tOH F 91 Fyg T GK yFLn y [F /B S g KOF CNAE
: W FOFCCTIOBbYMNYIO®H Hop ke 8 a F CP IRBBHE 0 O

Format = THHE™
= = chZ_secl. BE4831A4

[ﬂﬁk—iﬁﬁ
wWwepr intfA

F ny O&@d¢s QF b Qi WM IOHOFIGIOD Hr b

"ECbIr6aFLL Tc IOF @ 30F BbF N € X K W

B A1 ~FEE O SRS EE R R s
B HE4RaEEE ASCTT

Cim 4 o D i

F 3rKlOw F H WIOF BIOFYH veuyGbr WBIOF b /1.3 a €K C jF IOF® Huyx p FuHOEPin M W FOFcCIPFB
CXKFEPOGEORI 3 T

2 lOF YHQFY r. DE

BNY&LLp p Y.unigigiered version wAr + . FIOy Tk 2z sesl 3nr [ r IOF CHAr IOF 29y Ml 3 3
YT> bprpT1Oy [l WEssagg BIMMP XxPphY Cihhetk mAK xF JEcC -

OrbY EjOF eljOv AHTMLpackédy OBW REE | F PPERGE|FO® 3 BF D1 1ICO1 1O b
FCHYM OxbYmM 35 Hasse@byr tOF 3N hmapleBoBF xOJIOF T BWp H

Wy lOF 9 IOF  Wp.eraEk@E _ GRFFOllgBEE FX0VA B Y
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el caydll
WSl Awidl

SERIAL FISHING & GENERAL RE

{1l — | |

(ERETeETR
EE4E1DET
E54E1BET
BB Ei |
BE4R1A1E
BE4B1013
E4E1RIE
B 12D
GE481 A0S
BE481028
BI4E1EED
EH4EIBE]
EaqELlas2
EO4B1A54
BgdulaEy
Ba4E1EEE
B2 855
BE48104C
Ed4E1 853

1RJ

B 1 R S N

" B5 Shegmean | CRLL <

AZ 4B234E08
ES 4FE36EA0
A3 4423468
GA BA

FF35 4423400
&A@ i
FF35 4823408
EE BEBEEEAE
EE ISEIGEAA

a9

ErEEEE
BB
50— 5

L Ll ]

JrP ke ernel32.GetHody LeHand LeR
MOV DRORD PTR IJStMBEE-IﬂJ ERX

CALL <JMP. tkerne132. GetCormandl ineld
MOU CWORD FTR I:IS [4B2344 ], EAL

PLUSH @R
PUSH OWORO PTR DS: (4823441

FUSH @

PUSH OWORD PTR OS: [4823461

CRLL crackme.Bad81031

FUSH ERX

%h (M.Htmﬂﬁ.EﬁitFmoﬂi}

=
=
B m
Bgsc
M
0
{0

rackme. BO4E1

B0 W

ORD PFTR 55:(

WZIZID

otindu ie JUE L
GetHoogu leHand lel'-'i
CEetComnmandlineR

BEaaEaER
= PEEBEA0E
= BEDEEERE
BESaEaAEE
crackmre, BE4B1621
EniitCode
EvitFrocess

I-_I
page i 2]

g 5
Ry
THTRIRL

MPFp Uy AN3IOF 61 L .JHKY LKD) 3nkFK YO bpav 6 B F % O ) OF
AFTgKkbllO WOy ¥B

N MK

4 Yinrggistared version
.(yHOF C IOF

wAr v K OSetyindow FORA

Y C? x

w lOF C DY B

O HbIT
WYONsH pmidext /BIOF prF HKOFp Hpajanpewens £ caFfF Ou8xBrFIp F

w - i Tauk = "I.hF!eqL-;t ired Uersion™
2C40] Hlknd =
WindowTertA> Sethl |n|:h:uTme1:I:I

(LW

eK wlomor B

FAXuT 6 BetWindeweTextLeGhA HKME Y PMbIIO WpF Xw OxbY
F MKF /5> Quatrddls lO8Fn rbloB  ewfii ¢

.EAX ¢ T pIObPT bHT IOF
_— .
. FFE5 45254806 PUSH DUORD PTR DS: (46825481 nhing = HULL
. EB QEB]e686 |CALL <.JMP.tuserse.GethlindowTedtlengthAs | bEeclindowTentlenathi
. S3FS 8B CHF EAX, 8B
~EFES SREAEEE| JHZ cTackne, BE4GE1 20
. &8 DBE2ZBEEEE | PUSH 286 Couns = 288 (B12.]
&R 4BEZ2dEHa FUEH orackme. 88482248 Eudfor = orackme.80d82243
FFES 42254808 PUSH DUORD PTR D5: 4525481 hilnd = HULL

WwHKLE B KS/n
good cracker

JHBhPTr KOF

402348 ¢ T pObyH 33 Cr IOF .huffer 2y«iF KOROFL YO 9@ W ips YHOF e T YOwn

IOF bHB

wl f
M30r OF ¢ T

nAK

ayY
AR b Fa Dy [ IOF

.WIOF C tOF

F 3 Tdeé&imalCll) Bao s/l HOFKOFbIHKBF 2avp F U T

n MK
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WXPF 4YB
b HIE YalH HlfF 3 &Ky BB /1B
nF 3 Y 9 GetWirslowiextX' he Kf M1 xEULTT YO YuFrmn BH ko JFar

Cn3a CtHT

, PF

ndAK w/IRObH
FMCYpF CUOHIOED plrr &

FBRFX

F RO



el caydll
WSl Awidl

SERIAL FISHING & GENERAL RE

{1l — | |

L
IB.'I%EI' |’._"
E2481 20E
Daaglan2

pEE
Gaggy zrg
Ea4Rl ZFF
GRdEl 2ad

EdiEl Z8n

. FF35 4CEEd@ne
. EE 97800083

F' R 05: (4823367, 20
i srarkne, HE‘-I-E:ld"‘C

F' R [S: (4823481, 41
CHP BYTE FTR OS¢ [48234F 1,20
JHE - SHORT srackne. BR4E1350
[l BYTE PTR DSt [48234F 1,42
MU ECH, BA

..g
=
ﬁcﬁ

TaT
SHi
g

o

| [INC EYTE PTR DS:CECH+4B23481

LOOPD SHORT crackne.B@4al2E3

Moy ESI, crack pe. BB4R2348

rOy EDI, crack pe. B04B28F3

HOU ECH, BB

CLD

REFPE CMPE BYTE PTR ES:[EDII,BYTE PTR D=
JHE SHORT crackne. 82481330

FLIEH crackne. BB4B2BERE

FLISH DWORD PTR DS: [48254C]

CALL <JHP. kuser3Z. SetlfindowTertA

[

ASCIT "PoHBsBaCLlLIE™

Tars
hlnd
SethlindowTextH

"Cracking Suocessttt™
MULL

12345678912 e bly IOttl W@ F ;L H blB b TcRAGkTe p YOFD 1P @ AKY BMNLIKF 2 6B F MO 3 K

MY 3I0OF wy AF AP T KEJTBIOF CLHDIKPFN KX UpkH Caedk mMaNE T Rl YF
WOFp 3YBHBY wxpfrUr tOF OBY .0l0ws BARbO g\ mEiTHKIOBBIEABHOr o
igry LEAXKn Hpme C TeGistesstOF @R 6 [ LLW O HOpe3t@&iBdewTextLengthA

| FUSH UWIHL IR L L adbay
| CALL {ﬁ fuser3d, Gitﬂ:ndouhutuﬂgt KA

i L=

5['-::: A 2 HEEERMILH Lo lases
abelE iR ECY D@ROSa0E

rlLengthf

niow 23F8 mAK BMNLUIOADIF Y)Y p¥AX ¢ T W3T1TdPh 6b bFTOYyltOF fbH
wy lOF 9 IOF  Wp H& IBAT YiF AGetihdRdnwSel®A wtOF C tOF
EGIEGE | . (05D 4B234008| CHF BYTE PTR DB:[4023481,20 -
EIE-#EIiEEEI «FS 75 JHE SHIRT crackie EEMELESI:
SUdHiZCT | . CBBE sB2adeeal MOl BYTE Os: 4623481, 41
auddizCe | . 8830 sFZ3488a| CHF BYTE PTR O5:[48234F 1,20
AR4A 12051 w75 JHE SHIET crackmes. Eﬁl-ﬂé‘l"df
S04diz07 | . CEEE sFzadeeal Mol BYTE PTR OS:[4B239F1,42
aeaaiz0g|| . B2 MOU_Efs, n
siadizez | 3 FERl a&2 [ EVIE PTR DS:{ECH+4EE345]
aiadl 26 | ~E2 FE LOGRD SHORT crackme., Gadol 223
aiadizte | . BE 48234690 | MOU ESI, crackme. DRS@Z34E ASCIT "234567a912"
geadizro | . BE F32pdeed MU EDI orackne. Bodadir3 FECIT "PuilBFBsCilz"
Ostrimgh  LWF 3 K 71 340234BY ® Wwffer IOF4G126BBY A FH3 JTIFOF ¢ T bprpTOylFIOF eff Ob
FMK O93pFm wbl3OF 3MIm WblrxFmM 6BF XxOYIOF WUMF Y@ %xMF
E ¢ bl hb FFTMF yBIT HOF
0x2D wry4tloF ey ? wxpfF UYs iByFY . pDANH HJOBr © s m B MMUGBFITS ujdbm FallYs F
eB WIIFOIOF wky YIOF Bdwly | br pE @MY IOF 3 #@O0w NnO3VK FUA. A y CWaE
POABBIl bmMCt aFO0RID3 Bg®bib a4Y 11 brp10y [l A0 wl?F JBF TUPpyF HOGR 4
"i" wBOI IOF wBbKPEF N:

81 |



el cajdl

SERIAL FISHING & GENERAL RE (e

Auwsell Awidll )

402348 =1 .. i

402349 =2 MYm FHAIBIOYERZMBM T 9PT bprpT1OyTl IOF

40234A =3 (oF FylOF )ndd®rF DWBEKFBY I P g IOF

40234B =4 .

40234C =5 CKF')K FBC3I'|T Cl’OFﬂI‘OF%M

40234D =6 CMPBYTE PTR DS:[40234B],2D

40234E =7

40234F =8 brFr2 o39bB #HXFH3K px20F wkipibHpIOE 3 0!

402350 =9 ...4 6 LD OF40284BF ioiat = 46Fment DS

402351 =1

402352 =2

eblrgx etoMm MY33PBF WOIMHIOF BridF393pY F aUDYY] AU abyyH A H6 Xyxlip F L
i RALTYT FOs Rk NEBj WOF CleY BF 9 Xy 3Tb amipnbpY Ll YK sib gnby § b fer
FKOy O WCT Cladedmbley I 3yDEGIRk B Ny AKIZ B fl OW e WIOYUKF 3T1TCAF S
nAK BMNLUIF ArpEy FxF BE iRxH IO (OFMH OB N DB EsEDeGKH OB KT K BRI sL
jump : XY WO¥IPT F3KkKM b aY 647 B YIVHUOFD USkF by FMwIOB 86 MU C T
W/12F DIOF (ASRIF:AYAE wrioH IOF 2MV/s De Ty @p ¥ kFYBHTY F i NOI taken

MOV OBY 00X 6% WO YOKEDF ND yuiie BF KHRULBMOF YEYOX Fny AK X3IM3T y tOF
W3 BF ¥ IOF (ApCH:BYAR uyrnOwYIOF 324Yg3p 2

loop WF3k A4Y 633 WOMK pFCND aEKan@®) &A NwyriOFY B kD Wyt 6ARMbI
YFOoB 21 N

pF T npowy DB xIMloPy BObF pp T oiydKY AEGpH Rlbop tOBF Fr k AaFytOF 9 Ol Af
M CcFM pFCUr ? WwxG BYTDBTR DfRCIMOR34% xfoop ¥ IOF c Te DB¥ U B My T MK

IOF.CBRFBYPFCUr 2 wxfr>3 036 HpPHFOHKFYG F TURBKI A KSEIA g oF 2y G B 4
nNOMyF wxfp POF FCK CcFmM pFCUrlogp C1 29 qF

134B678C:23 c IOF 9 IOF b b HoopO e BIOF 3¢ PHY TN, F

Yot Fr IOF 61 LUEDh OWO® 3 K& MF 3 3 x F EBSIF XnYtOup MBH@F/ rbt@FT Obypl THAFYyM™ HOF  Ffi3 A Y
WOH p obph LUF 3 ECXFAMER 6y YIOF W LIT .L4/FOf 3330FC 18 Fle kq F

c lOF 9 IOflobp ullf kY Br.8 AOBbp OB ntOw 34Y3axFwm R HOF
REPE CMPS BYTE PTR ES:[EDI],BYTE PTR DS:[ESI]
APF YD wxF 3119k HWEOMERTRWSENB) HDMkTM UTF D bNES HAE HpfF 97T bmY faY

nKOw JUg3zyhHm 63bh el0 wylOfF 3 IOF WORPYMBEBSCIAZ stringyy 3GFT TR g thrOf/ r3Ha
good boy w4dAr t
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el caydll
WSl Awidl

SERIAL FISHING & GENERAL RE (quiihes— ]

WoOys>uF WHT B OF
(ASCIl bMCt ¢T FKkCth cAYJcHF 9CRBF cxkT Faipy Ky F 3 Afhc

P M t B s C 1 1 2
50 4D 74 42 73 43 31 31 32

(i) FxHbb8vdYewdxfF PIOF afF 2 6 A/IOF1 MsD BiFOVaudFFiF C i

50 75 4C 2D 73 41 72 2D 30 30 31
P u L - s A r - 0 0 1

Pul-sAr-001 HK @y] BIOF 2O3r X FTC

NAXK M M FrnlOCysl T 6% jipBWIF Eye xF PIORYGEF WDJIOF apfF UT fbF
bF TOYFIOF T X PyMBBICEI2O ic wWEFMwWBIOF apfF4dtm CcFm pFCUYr?® nitofuF

Qyj kb

b F ioTF fb3 TeCHUPO | FYY ebw®Br Pl &9 P Y paBHO 31 K F 3 X
.Q0y]j BWR O

MIFOIOF. 1.6 xr

971D 6BF KO IOA2 s VUG FF D cdF UT r/KFFM wpptfst b 6B F x03 We 2B R N3
F K Oymodim Xm whNy PUy HHF KOFT 91 FPH B eBvi B C b 3 MiDIfiracker )it r BF M wt f MBA O
cTing 2Gauh vj MO H APCHIORHBE F WOBHBEDXK 1| ONerial fishing . QM T ®BCP a®fH3 B

N6 AyYAGF3 3 m 3 NlesBw OH wyH AfbEBbLIRD p MH Tap YFCa K Uwg KDH nill 92e Yo aTF bl

bHUFRYFXA®Y Twr 9b6IA D NOF rud 730MByY #erial fishingw 4y T OB
NF KMI] VipDPHMH BORHEOE 3 K

.6BF XJOJIF Jbj Y3RO W
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el capd
AwAoll Awidl

SERIAL FISHING & GENERAL RE

‘Borland Delphi 6.0 - 7.0

{1l — | |

enter F N 2WRPF WCWBY Huy pspdamh screenp H TEM biaiibAy M6 94 PO MY IOCEF PA BT Mw
My BKY.a6de

upara iy

Invalid code

ok 6 X123456 O [ HfF Adtde 6 Pb&Ebly AT

search C all referenced text O 9 30fyvc TA F BeYe Tey r VBIORY®yY | LOOR N.8lly p MbF @ hF ™

= ERd

=MIDITrac.8@4

Search Far
Find references to
View

Lser-defined label
Iser-defined comment

BE 0 DE B8] 2] B . BiC. aa
A6 B8 68 B0 Copy to executable a Laee e 515)
e T R e ] 2l L‘ oL .ﬁ

wy OF g IOF

84 |

strings
E EB 625FF  Run trace A 225
E EESE E@F all sequences &7
& 8815 g7 Foliow Enter Al comstants Fo
[ E8 4F3FF . * . Fri
1 G6BE0 £47  MNew origin here Chrl+Gray All switches
7 88683 . c "
9 BB15 345 Goko All referenced bt skrings
e EEEEEBEFQFE Follows in Dump
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el capd
AwAoll Awidl

SERIAL FISHING & GENERAL RE (quiihes— ]

T EOR, LUl rac. joanalen LIl ToUrE TO TEMOWE CHILENT DOTEETh =T
BE40414F | MOU EAX,MIDITrac.d04RA418C ASCII "Cannot remowe the Llast pattern of the son
B84A4164| ASCII "Sure to remove o
BE84A4174 | ASCII "urrent pattern?",@
BB4A418C| ASCII "Eannnt- TEMOVE th"
BE4A413C ASCII "e last pattern o™
BE4A41AC| ASCII "f the song™, 8

B@E@4A41E8 MOV EDR,MIDITrac. BE4FI42:EIB ASCII "Channel data in whole song will be erased
EE404238| ASCII "Channel data in ™

search for text O g 3eFymr YBIOFYFF O FE MUM TwT3FGE® AR 9 coy bfF YT €OFhome pi@AK MY F
wy K w TGEDIORP 3 Him

Enter text ko search for CE . x|
Iir‘walid codsl _:'_'J
I” Cass sensitive
¥ Entire seops

. I Cancel

Ecbii3 &) YOFPE K MYT buy®BF HPF MK neKs P F & o1 dialid code Wp FUMKacts X b
.0k B N YaFchBYp H AAFRFY R r SbF p FYoykIB R YIT Y

HSCII ""our trial wersion has expired. You can purchase the progr
HSCLII "http:/»rfl.net sof tuare me-""
BSCII “Thank wou for istration™
BEET] MResisvered Tor 1 ooxeral®
g L
ASCIT "Re T
e o <=} "II'MELM PR T e b e b P B B R R L L L L L L L L L L L

33 Blb Cj WHGFR Ml 8OF BB YFF3 MEH Y H wDFbBokO sAYF p €A B C b.ii 3 B Jpk3pHE MK

n Ow
BE49389S] > | BBCE HOL ER, ESI
AE452892) . | E8 DFEEFFFF | CALL MIDITraciee4escye
BE493890] .| EB B8R nJHF' SHUHT HIDITrac. B8498BAT
BR4s3ESE > B8 SCEE4ASER . MOV ERMMIDITras. BE45EESC
Budoag0d| . ES BFBFFSFF | CALL MIDITeac.
BE452805) > 01 SA7R4ABR | MOV EAX, DWORD PTR DS: (4070541
GR4o3p0c| . ooah HOU_EQi DW0ED PTRE De: [Ea]

dFp FCYFé3P s mMAK WG /1N H fakF bIF F OBy 1(dr c o fF 9 ©Op BlUF 30k pr.6br r B
eBOODWOCHRI IR P K4 F blF NOF O A He b HIP Y H KBSk ME'Y®D .registration . K§UA N1 3 r OF

(wy KE @ H@RTPFr 493AC0C 3 )X Y.C L Ul 3y ¢ b ¥ T Y

EE4ISACT
AR493ACEH

? Trac, BB4B4EL4
R = dHE HIB!Trar_‘, EE49359F
EE4293003] . EEIEE EIC-‘E F‘m SS3

85 |



el cajdl

SERIAL FISHING & GENERAL RE
Aol Awidl

{1l — | |

F 3BikcYbl 3.0k n A K6 MY E2@456 matdre D3 p6Yenter code p € A MY FO) wy j LKA 1 ®LA dF m
"UHIBIBYTUWFYyY 81 BB Opr..bb g ARG xEYd R 1 &) FOFMQOux CK Cj sllfOF Bpax C K

Jump 1 taken
BE493BIF=MI0ITrac. AB493E9F

FOK M2 EYEYEOmwO K QY hubxF.or r k

A Y F 3 € LOthdynk you for registration Wp FUIFK3 gk K F X € @ fGfFHp FrOHiBBM Opkl K ¥ DX F
e B6 K uFB & BIMDAYHY ¢ DHOPRATBRF 3 yMRGT D3 CrblpFr Dy MNKEITB MR e bIG O G y |
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